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An Authorization Model with Privacy Protection
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Abstract It has been difficult to compare a lot of authorization methods recently proposed in
the view point of privacy protection, since there is no formal definition of privacy protection. In
order to select the optimal authorization method for each system, a general framework, which
enables us a comprehensive verification of authorization methods in terms of privacy protection,
is needed. In this paper we propose an authorization model designed in consideration for pri-
vacy protection. The proposed model enables us to give formal definitions of “identifiability”,
“anonymity”, “pseudonymity”, and “unlinkability” that relate with privacy protection. Using
the model, we show that real world system realizes which privacy protection aspects above.
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