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Quantitative Evaluation of Transparent SMTP Proxy
in Email Sending Server Aggregation

ToMoOHISA ODAY®)  TAKAO SHIMAYOSHI? YOSHIAKI KASAHARA®

Abstract: FEmail is a open messaging system that has been widely used worldwide. In shared email hosting,
a multi-tenant architecture is commonly employed, where numerous users are accommodated on the same
system, enhancing resource efficiency and reducing operational costs. Additionally, due to the limitations on
available global IPv4 addresses and the need for centralized email management, it is common to consolidate
outbound mail servers as relay servers. However, due to factors such as unauthorized bulk email transmis-
sions and spam mail protection measures taken by destination servers, email sending queues can grow due to
congestion at aggregation servers. This queue elongation affects not only the specific tenant that caused the
problem, but also other tenants, causing significant delays in the normal sending of emails by other users. As
a result, the quality of the entire shared email hosting service declines, and service providers incur increased
management costs. To address this issue, we have proposed a “transparent SMTP proxy for email sending
aggregation” that combines the separation of sending queues with centralized management of email sending.
In the congestion experiment for the outbound message queue, it was confirmed that the proposed method
limited the impact of congestion, resulting in no change in email transmission latency. Additionally, in the
server resource consumption experiment, the proposed method demonstrated lower disk I/O consumption
per hour compared to the existing method. Furthermore, in the simultaneous transmission experiment from
different senders to the same recipient, the proposed method completed transmissions in a shorter time than
the existing method. However, we found that with the proposed method, some senders may complete their
transmissions quickly while other senders may experience delays, resulting in a loss of fairness in the amount
of transmission traffic.
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Fig. 3 Experimental environment for performance compari-

son.

5. X RTH 2 Warp & Postfix ZEDTEH T — N
DAy 7%, CPU Intel Xeon E3-1220 v6 3GHz 4Core,
XEY 8GB TH3. MSA ¥ MX BLUERFET v T 4
EHE—YHEAR X P TTHEfEXE, % MSA, & MX iZav
7+ ETEIEXE=. 2D ARy 71X, CPU Intel Xeon
Silver 4208 2.1GHz 8Core, XEV 32GB Th» 3. {HH T
5K 2 MDD 0S &, 27T Ubuntu 22.04.3 LTS, Kernel {&
5.15.0-91-generic T, Postfix D N—2 3 V13 3.64 TH 5.
EERZ, FAY—C ROEHYEY — N2 HWTHIY 7
2y METITo 72, X =)V OREEFLIIEBRHAY 7 K
A A %N DNS B L CHHA LK. 28, MSA &
Warp Di#{E1%, iptables ¥V —F 4 ¥ 7% i THNES 25
TR — FFEEART v FOADEGEEI NS X H I L. HEg
EEILITD 3 0%1To 7=,
(1) WEOHBIROZE/RE LA 7y —DZdt
(2) =V Y —Z2DHE
(3) MR D Z SRR 5310

4.1 BEOBRBOZEHRLITVI—DEL

REBTIX, 21 HiTBERTRKEXEBICI2EBELH
W32, EREETE, EROAf v X—2v +D+F
T4 v B BHHET2OEIHLL, £/, 58ETDH S
ZEY—NDOICEHRER SRR D, Z T, Postfix
DAVRAEVEFBF2—TH 5 active ¥ 2 — D LR
(qmgr_message_active_limit) % BEEMED 20,000 2> 5
1/100 @ 200 KEET 2 Z 2 THROV T 7 4 v 7 Tlg
HAET 2 K DT U7 [19]. ST — NDERBEX — LRI
X 2 ZEHIRZBEE T 2728, mx3 % tarpit & LTERL
7z. T T tarpit &1, KX —VAEF IS 5 W
Br LT, #@F3ty>arelEBIcyles, I0EDEH
L— M EWIRISEL L, kv a > ORI % mic &
¥ % THAEFEFZHIRS 2 FETH S [20], [21]. %
BY —A"DPRBINETESE S — 2B L, mx3 %
tarpit £ LTEID L7z, EFES 0 I 4601, R1IWTRT 3
FEZ R, RMEEBDZERL TXEL, Z#hoz 10
BZrit60 EEEDIRL. ZOREEAX—-V1F, EEOD
F—ERIZBWT, 1 EOREEBID 2 SRR Z 53T
EET2ZeDEL, MIIBLOXREVDHZZ L 2B
72bDTH 5.

© 1959 Information Processing Society of Japan

# 1 EEEEERO X — Lk ERR—

Table 1 Email sending patterns for simulating congestion
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Fig. 6 Changes in average latency and latency distribution under congestion
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Table 3 Email sending patterns for simultaneous connections
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