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Abstract: The Internet of Things (l1oT) is a network of various interconnected devices that
communicate and exchange data through the Internet. The 10T devices rely on the unreliable web for
data transfer; therefore, it is vital to develop secure communication to safeguard end-to-end
communication among these devices. 10T devices must transmit data that is resistant to a variety of
hostile attacks to reduce energy consumption while maintaining data privacy and integrity. The
existing Public Key Infrastructure (PKI)-based secure authentication technique is challenging in
many 0T devices due to associated costs with key distribution and management. Therefore, we
provided a novel identity authentication system for energy-efficient 10T devices. This paper proposes
an Energy-efficient and Secure Identity Authentication (ESIA) scheme for the delay constraint, low
power and secure communication in 10T networks. The proposed method achieves mutual identity
authentication between loT servers and devices using three steps: initialization, pairing, and
authentication. These steps establish secure sessions among the interacting devices. The proposed
scheme enhances the security of l0T devices by removing the need for third-party authentication.
The ESIA scheme is robust, energy efficient and resistant to a variety of possible attacks. The
simulation results show that the proposed method transmits data with less computation and
transmission overhead than existing methods.

Keywords: 10T; Authentication; ESIA,; Identity; Attacks

1. Introduction

The Internet of Things (IoT) is a rapidly growing
network of interconnected wireless devices that are
deployed in diverse applications. Over the past decade,
IoT has attracted significant attention due to the increasing
number of wireless endpoints and the potential for
enabling smart environments. However, a major challenge
hindering the widespread adoption of IoT is the security
requirements associated with these devices'?. Many IoT
terminals are low-cost, resource-constrained devices that
operate in remote or unattended environments, often
without human intervention. These devices are typically
deployed in a wide range of settings, from smart homes
and healthcare to industrial automation, where real-time
control and monitoring of environmental conditions are
required.

Energy efficiency is another critical factor for IoT
devices, as most are designed to operate for extended
periods on limited power resources®. As a result, energy
consumption plays a pivotal role in the overall
performance and longevity of IoT networks. Securing
communication between these devices, while also

ensuring low energy consumption, is therefore a complex
task. These devices generate real-time data that needs to
be transmitted to remote servers or gateways for
processing and visualization. It is crucial that the
transmitted data is resistant to potential attacks, as any
compromise in security can have significant consequences.
Thus, improving network security, energy efficiency, and
transmission rate simultaneously is essential for
maintaining the integrity of [oT communications.

Despite advancements in IoT security mechanisms,
securing these resource-constrained devices remains a
challenge. Traditional security approaches often require
significant computational resources, which may not be
feasible for lightweight IoT devices. The need for security
mechanisms that can ensure safe and efficient
communication between these devices while minimizing
power consumption is more pressing than ever™®,
Moreover, as IoT devices become integral to critical
infrastructures, the need for robust, scalable, and energy-
efficient security solutions becomes even more evident.
This paper addresses these challenges by proposing an
Energy-efficient and Secure Identity Authentication
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(ESIA) scheme that balances security and energy
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Fig. 1: Identity authentication model of IoT devices.

The design and implementation of security mechanisms
for the Internet of Things (IoT) must be carried out with
care, as vulnerabilities in critical infrastructures cannot be
tested continuously through patch updates. In an IoT
network, identification typically involves sending a
private key and performing a cross-validation test. A
device is considered legitimate if it matches the
credentials of a previously registered device!”. Ensuring
secure identity verification at higher layers is crucial for
IoT terminal devices to establish safe communication with
the network. Endpoint device identification and
authentication methods generally fall into two categories:
cryptographic and non-cryptographic-based approaches.
The Public Key Infrastructure (PKI) method is widely
used in cybersecurity for identity authentication; however,
implementing PKI in lightweight smart devices can be
problematic due to the high cost of key management and
the resource-intensive nature of the system?®. This
challenge has hindered the widespread application of PKI
in IoT networks, where every device requires a digital
identity tied to a PKI system.

In this context, we propose an Energy-efficient and
Secure Identity Authentication (ESIA) scheme that
addresses both the need for secure identity verification
and the energy constraints of IoT devices. The ESIA
scheme strengthens the security of IoT devices by
eliminating the need for third-party authentication and
supporting secure, efficient data transfer between devices.
This approach is particularly beneficial for IoT
applications with privacy concerns, such as smart cities,
smart hospitals, automation in industries, and smart
buildings. The proposed ESIA scheme is designed for
resource-constrained devices that gather and send data via
gateways to remote servers for processing and analysis.

The primary objectives of the proposed work are to
reduce energy consumption and enhance security within
the IoT network model. To ensure continuous data
transmission between devices, the strategy minimizes
battery usage while safeguarding transmitted messages
from potential eavesdroppers. Figure 1 illustrates the
identity authentication model for IoT devices, where

authentication begins with IoT terminal devices. Each
device is assigned a unique identifier, and the
authentication process is managed by an Authentication
Server (IAS). The IAS verifies the device’s identity,
registers the terminal devices within the network, and
assigns identity keys based on the specific identifiers of
the devices. The IAS securely transmits these identity
keys to the devices and gateways. In response to
registration requests from terminal devices, the IAS sends
the registration results and authentication messages back
to the devices. A mutual authentication process takes place
when an [oT device wishes to send data to an [oT gateway,
ensuring secure communication between devices and the
gateway, with both parties authenticated by the IAS.

The main contributions of the proposed work are as
follows

* A registration phase is proposed for resource-
constrained IoT devices. These devices are registered with
aremote server directly to save undue processing time and
delay. Additionally, the registration phase ensures green
communication by preserving the resources of smart
devices.

* We propose an authentication phase that is
substantially lighter than the existing methods and uses
fewer hash codes and Exclusive OR (XOR) operations.
This phase ensures that reliable sessions are set up
between the communication devices, such as IoT devices,
gateways, and a distant server.

* The proposed identity authentication process is
lightweight yet incredibly strong. The security of
transmitted data is preserved using pseudo-random
numbers. Also, the ESIA scheme enhances the security of
IoT devices by removing the need for third-party
authentication.

* The proposed scheme increases the network’s lifespan
while conserving the device’s energy. Additionally, the
network latency between communicating entities is
decreased using lightweight cryptographic primitives.

The remainder of the paper is organized as follows.
Related work is discussed in section 2. Section 3 presents
the proposed Energy-efficient and Secure Identity
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Authentication Scheme for IoT Networks. Section 4
provides the performance analysis of the proposed work
against various attacks. The implementation and results
are covered in Section 5. Finally, the conclusion is
presented in Section 6.

2. Related Work

To minimize energy consumption while ensuring data
privacy and integrity, various schemes have been
proposed in the literature. For example, in", the Advanced
Encryption Standard (AES) is employed within a protean
authentication technique to encrypt data and establish a
secure connection between IoT gateways and end devices.
The AES is a block cypher and symmetric encryption
technique. The data is encrypted and decrypted using the
same key. The secret encryption key must be used and
known by both the sender and the recipient. This
distinguishes AES from asymmetric algorithms, which
encrypt and decrypt data using separate keys. With a block
cypher, AES divides a message into fragments and
encrypts each unit to transform the plaintext message into
ciphertext, which is an incomprehensible format. This
mechanism allows for secure key generation and sharing
between devices in resource-constrained IoT networks,
preventing device cloning and message replay attacks.
Although effective, this method does not address the
challenge of scalability in highly dynamic IoT
environments. Further advancements in [oT security have
been explored by integrating physical unclonable
functions with cryptographic techniques. In?, a unique
device identifier combining a Combined Public Key
(CPK) and a physical unclonable function (PUF) is used
to enhance loT device verification. This dual verification
process between power-constrained IoT end devices and
servers improves security. However, the CPK-based
identification method does not offer anti-collusion attack
protection, which can be a significant vulnerability in IoT
networks.

Energy efficiency in [oT systems is another critical area
of research. In?, a heterogeneous IoT system supported by
Unmanned Aerial Vehicles (UAVSs) is introduced, where
macro-cells and energy-harvesting [oT transmitters (IoT-
Ts) are used to optimize energy efficiency. The approach
considers one-slot and two-slot charging based on device
position in three-dimensional space. By optimizing the
density of IoT-Ts, the system enhances overall energy
efficiency, although this solution may be limited by the
practical challenges of UAV deployment in real-world
environments. Another method to enhance energy
efficiency is proposed in®, where a joint optimization
problem is formulated to allocate power in IoT systems.
This joint energy-efficient iterative approach ensures
guaranteed convergence and low computational costs.
However, the use of successive convex approximation and
Lagrangian dual decomposition methods makes this
scheme complex and costly to implement, limiting its
practicality in resource-constrained environments.

In%, a cognitive energy management strategy is
introduced, = which integrates  offloading and
computational states to optimize energy usage. By
utilizing state learning, the technique adjusts processing
times based on the current load and available energy,
aiming to prevent energy saturation. Despite its potential,
this strategy suffers from poor cognitive management due
to missing characteristics and non-linear switching, which
could lead to inefficiencies in real-time operation.
Security and energy efficiency are also closely linked, as
evidenced by the approach presented in®, which uses node
weight to determine attack paths in IoT networks. This
method allows for early detection of threats and security
status evaluation through hierarchical analysis. However,
this technique relies on stream sensing, which can be
prone to delays and may not provide real-time protection
against sophisticated attacks. The integration of
blockchain technology has also been explored to enhance
security in IoT systems. In”, an energy-efficient data
aggregation mechanism is proposed that incorporates
blockchain and edge computing. This combination
ensures secure, on-demand services for IoT networks with
minimal delay. While this approach provides strong
security, it is vulnerable to attacks that target the data sent
by cluster heads, which could include sensitive or
unencrypted information.

In®, LightloT, a secure and fast communication method,
is introduced for exchanging data in healthcare
infrastructures. LightloT operates in three stages:
initiation, pairing, and authentication. Its use of
lightweight hash values and XOR operations enables the
quick transfer of time-sensitive data. However, the
method’s one-step certification process, performed offline,
limits its ability to validate mobile wearable devices in
real-time environments, which poses a challenge for
dynamic IoT applications. Further advancements in IoT
security and energy efficiency are explored in”, where the
author optimizes the allocation of computational and
communication resources to improve both secrecy and
energy efficiency in computation offloading. This
optimization ensures that latency requirements for
Machine Type Communication Devices (MTCDs) are met.
The approach uses successive convex approximation and
convex programming to derive a closed-form expression
for power allocation. Although this method improves
secrecy and energy efficiency, it relies on the Knapsack
method to allocate computational resources, which may
introduce complexity in resource allocation. In'?, the [oT
Hardware Platform Security Advisor (IoT-HarPSecA) is
proposed to address security requirements for [oT devices.
It provides three main functionalities: security
requirement elicitation, security best practice guidelines,
and lightweight cryptographic algorithms (LWCAs).
However, a key limitation of this framework is the lack of
sufficient LWCAs for both software and hardware
implementations, which could hinder its widespread
adoption in resource-constrained [oT devices.
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Another contribution in'" addresses the challenge of
user scheduling in IoT communications by combining
various scheduling schemes, including optimal, threshold-
based, and random scheduling. This technique aims to
support energy-efficient and secure transmissions by
calculating the secrecy outage probability and secure
energy efficiency for each scheduling scheme. However,
the proposed approach lacks a balanced trade-off between
computational requirements and secrecy performance,
which may limit its practical applicability in IoT systems.
Energy efficiency and security are also critical in Wireless
Body Area Networks (WBANS), as discussed in'?, where
the author highlights the challenges of managing energy
consumption in energy-constrained sensors while
protecting sensitive patient health data. In'?, a
certificateless algorithm based on a bilinear cryptosystem
is used to enhance security in WBANS, offering improved
computation security and sensor status evaluation through
encryption techniques. Although effective in terms of
security, this approach does not directly address the
energy efficiency issues inherent in WBANS. The Energy-
Efficient Multilevel Secure Routing (EEMSR) scheme,
presented in!”, combines energy management, privacy,
and the diversity of IoT devices. By using an analytic
hierarchy process, EEMSR balances energy, node level,
and algorithmic priorities to optimize routing efficiency.
It also employs cipher feedback and cipher block chaining
modes of operation to detect and prevent selective
ciphertext attacks. While this approach offers strong
security, its implementation of AES encryption for
preventing attacks may be computationally intensive for
resource-constrained devices.

In the context of WBANS, a simple key agreement and
authentication method is proposed in?? that utilizes
lightweight hash functions and XOR operations during the
authentication phase. This approach is efficient and
ensures privacy, but it is vulnerable to sensor node
acquisition attacks, which may compromise the system's
overall security. The use of 6LoWPAN with routing
protocols to address security concerns in low-power, lossy
networks is discussed in?", but it faces challenges in
maintaining network performance while meeting memory
requirements. Similarly, the approach outlined in®?
implements an Intrusion Detection System (IDS) on a
6LoWPAN network to detect attacks, but it struggles with
scalability and real-time detection of security breaches.
In'"®, an encryption-based three-factor authentication
system for wireless medical sensor networks is proposed,
incorporating fuzzy techniques to manage biometric data.
Although it improves security by addressing device loss
attacks and ensuring forwarding privacy, it introduces
additional complexity in terms of time and
communication resource requirements.

Further, the Lightweight Anonymous Authentication
Protocol (LAAP) described in'” enhances security by
using AES encryption for data transmission and observing
routing attacks through an IDS. However, it faces

challenges in terms of scalability and real-time response.
A lightweight cryptography scheme, Edge-aided
Searchable Public-key Encryption (ESPE), is introduced
in?®, which allows IIoT devices to outsource some
encryption tasks to external parties to conserve energy and
storage. While this method improves power efficiency, it
may expose the system to potential security risks from
third-party involvement. In??, AES encryption is used for
end-to-end session protection in IoT networks, ensuring
protection against attacks such as snooping and message
manipulation. Similarly, a blockchain-based technique for
ensuring data protection is discussed in*>, which
guarantees data integrity by preventing attackers from
altering or supplying fake data. While blockchain offers
strong security, its efficiency depends on the hashing
algorithm's performance, which can impact overall system
throughput. Proposed Energy-efficient and Secure
Identity Authentication Scheme for IoT Networks.

A hybrid cryptographic approach presented in?® aims to
enhance security in [oT and Al applications by addressing
key distribution challenges and improving encryption
efficiency. The study reviews hybrid techniques in WSNss,
cloud computing, and intelligent banking. However, it
lacks discussions on computational overhead, scalability,
and real-world implementation challenges, highlighting a
research gap in optimizing the security-performance
trade-off. A lightweight authentication protocol
introduced in?” is designed for cloud-based IoT devices,
utilizing ECDLP, hash functions, and XOR operations to
enhance security. The protocol -effectively reduces
computational costs and resists various attacks, with
validation performed using BAN logic and AVISPA.
However, the study does not analyze scalability, real-time
performance, or adaptability to dynamic IoT
environments. A secure data transmission scheme
proposed in?® addresses black hole attacks in MANETS. It
is based on the AOMDYV protocol, K-Nearest Neighbor
(KNN) node selection, and a False Key-Build AES
(FAES) encryption scheme. This approach reduces energy
consumption and EE-delay while increasing throughput,
ensuring reliable communication despite the presence of
malicious nodes. However, the research does not include
testing on large-scale networks or real-time IoT
applications.

A Hybrid Energy-Efficient (HEE) paradigm introduced
in*) for Mobile Cloud Computing (MCC) integrates
Pheromone Termite (PT) and Cuckoo Search (CS)
algorithms to improve energy efficiency, security, and
throughput. It  incorporates  blockchain-enabled
authentication and data-mining detection to prevent
malicious attacks and is validated using CloudSim.
However, the study lacks an analysis of time complexity
and blockchain vulnerabilities in real-world scenarios. A
multifactor authentication scheme proposed in3? for [oT-
enabled WSNs employs physically unclonable functions
(PUFs) for efficient node authentication and adaptive
session key updates for secure communication. This
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scheme reduces

computational and communication
overhead while ensuring robust security. However, its
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Fig. 2: Proposed loT identity authentication scheme.

CLIENT model, introduced in®" for energy-efficient and
secure communication in [oT environments, incorporates
five key mechanisms: Chaotic Map-based Elgamal
authentication, credit score-based clustering, Capuchin
search optimization routing, signature-based en-route
filtering, and deep learning-based anomaly packet
detection. Despite its potential, the study does not explore
scalability and energy optimization in blockchain
components in depth.

These studies collectively highlight the ongoing
challenges in balancing energy efficiency with robust
security mechanisms in IoT networks'¥. While various
methods have been proposed to address energy and
security concerns, many of them face limitations related
to scalability, real-time application, or computational
requirements'>'®. The proposed Energy-efficient and
Secure Identity Authentication (ESIA) scheme aims to
overcome these limitations by offering a lightweight and
robust solution that improves both energy efficiency and
security in loT networks.

3.1 Network Model

The network model of the proposed scheme is shown in
Fig. 2 which consists of N IoT terminal devices
represented by Dy, D», D,..Dx, one server IAS represented
by S and one [oT gateway represented by G. Each terminal
device and gateway are first assigned a primary key by the
IAS to maintain the security of the proposed network.
Each terminal device and gateway are authenticated by

using a number of hash codes and Exclusive OR (XOR)
operations to make the network free from the attack. Three
phase procedure is used to ensures that reliable sessions
are set up between the communication devices, such as
terminal devices, gateway, and IAS. Figure 2 shows the
sequence of the proposed IoT identity authentication
scheme which consists of twelve steps as given below:

Step 1: In the first step, each terminal device sends
registration request to IAS.

Step 2: In the second step, the IAS sends reply to device
with device registered details.

Step 3: In this step, the gateway sends registration
request to IAS.

Step 4: In the fourth step, the IAS sends reply to
gateway with gateway registered details.

Step 5: After getting registered details or keys, mutual
authentication between device and gateway starts.

Step 6: During mutual authentication, gateway sends
an identity authentication request for device to IAS.

Step 7: In response of step 6, the IAS verifies the device
identity.

Step 8: The IAS also verifies the gateway’s identity.

Step 9: The IAS generates the server’s session key and
send the key to verified gateway.

Step 10: The gateway sends the message with
gateway’s session key to the corresponding loT device.

Step 11: In response of step 8, the device checks the
validity of message and send device’s session key to the
corresponding gateway.
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Step 12: Finally, device and gateway are mutually
authenticated and authorized to transmit data to IAS.
By imitating the identities of users and gateways, an
attacker can access the network’s infrastructure to
introduce a variety of challenges. It might also replicate
itself in order to have a significant hostile impact on the
system as a whole. We propose a strong, lightweight,
reliable, and privacy-preserved method for important data
in order to stop such attacks. The ESIA is able to prevent
a variety of potential attacks

3.1.1 Replay attack

An attacker has the ability to replay a sequence of data
that have already been sent to users.

3.1.2 Forgery attack

One or more of the network objects could be the target
of a forgery attempt by an opponent. It might take control
of the messages that are transmitted, alter them, and
pretend to be these trustworthy organizations.

3.1.3 De-synchronization attack

This attack can be initiated by a hostile party who stops
messages between the communicating parties in order to
modify the order of messages.

3.1.4 Key compromise during mutual authentication
and key agreement

An attacker can start this attack by stealing or faking the
shared session keys.

3.2 Working procedure of proposed ESIA scheme

The proposed ESIA scheme utilizes the given algorithm.

3.2.1 ESIA Algorithm

1) Device Di send registration details to IAS

2) IAS store and send (IDi, KDi , PID;) to device D

3) Gateway G send registration details to IAS

4) IAS store and send (IDs, Ks, PIDs) to gateway

5) Device Di chose random number rp, time stamp tai

6) Device Di Compute Hi = hash (PID; |rp|| KDi) and
Message1= (IDi,rp, ta1, Hi)

7) Device Di Send (Message1 @ PID;) to IAS

8) IAS Checkif (Jts-tar | < AT)

9) Compute Hi’= hash (PID; |[rp|| KDs)

10) Check if (H1==Hz1")

11) Compute D_new_IDi=hash (IDi || ro || ta1 || ts ) and H2
« hash (D_new IDi @ IDg)

12) IAS send (Message2 = Hz , ts) to device

13) Device Di check if (jtaa—ts | < AT)

14) Compute PID i < D new ID_i « hash (IDi ||rp ||ta
|Its) and IDG < H2 @ hash (D_new IDi|| ts)

15) Device Dj chose random number Rp, time stamp Tai

16) Compute Al = hash (ID; ||KD; ||Rp) and
Messages = (A1, Rp, Tai, PIDi)

17) Device Di Send (Messages @ IDg ) to gateway

18) Gateway Check if (|Tg1 -Ta1 | < AT)

19) Compute A2 = hash (IDc || Kc || Rg) and
Messages = Az, Az, PIDj, Tg1

20) Gateway send (Messages @ PIDc) to IAS

21) IAS check if (|Ts— Tg1 | <A T)

22) Compute A1’ = hash (ID; ||[KD:i ||Rp)

23) Compare if (A1==Ar")

24) Device is legitimate

25) Compute A2’ = hash (IDg || K: || Re)

26) Compare if (A2==A2")

27) Gateway is legitimate

28) IAS Compute Ksi«—hash (IDg||Kg||Rg|[PIDg||Ts)

29) Gateway check if (|Ts— Te2[<AT)

30) Compute PIDG = hash (IDg||Ka|[Rg||Tg1]|Ts) and Ks2
« hash (PID; || IDg||Rp||Rg

31) Compute As < h(Kg||A3) and Messages = {As, As, Ts,
T}

32) Device Dj check if (|Taz — Te2|< AT)

33) Compute PID; new= hash (IDj||KDiRp]||Ta1||Ts)

34) Check if (PIDi New = = hash (KDi || AS))

35) Message is from authentic Gateway

36) Device compute Ks3 = hash (PIDg||IDi/|Rp||Rg) and
A’¢= hash (PIDi|[IDc|[Rp|[Rg|A3)

37) Device Dj Checks if (As == A’6)

38) Kssis valid

39) Device Di start communication with Gateway

The proposed ESIA scheme uses a three-step procedure
to make a secure connection. These steps are given below:

3.2.2 Initialization

The IAS conducts the following actions during the
initialization phase: The IAS sends and saves data KD; and
PID; for a specific device Dj in its database as (KD;, PID;).
There is a tuple (ID;,KD;, PID;) for each Di. It also assigns
and saves data Kg and PIDg for the gateway in its database
as (Kg, PIDg). The information about gateway is stored in
the form of a tuple (IDg,Kg, PIDg).

3.2.3 Pairing

Each device has to register itself with the IAS to start
secure communication in the network. As indicated in
Equation 1, device D; chooses a random number rp, selects
the present time stamp td1, and computes the hash H1 by
joining PID;, rp and KD;. At this instance, a message
Message; = (IDi, 1p, ta1 ,Hi) is produced, XORed with
PID;, i.e. Message; @ PID;, and transmitted to IAS.

H, = hash(PID; Il ol KDi) (1)

After receiving Messagel, the IAS selects its present
timestamp ts and determines whether | ts — tq1 [< AT. The
pair-up attempt fails and Messagel is dropped if the time
period exceeds the given acceptable AT; otherwise, further
processing is carried out [8]. After Message; has been
time-validated, the IAS utilises PID; to decrypt it in order
to retrieve ID;. The IAS verifies ID; in its record after
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retrieval of ID;. If it is discovered, it confirms that D; is a
valid device. Further, the IAS looks for a tuple (PID;,KD;)
in its own records and computes a hash function. The IAS
compares the computed hash function to the H; obtained
from KD;. If the computed hash function by IAS and H; is
same then it indicates that a valid device sent the
registration or pairing request. At this stage, IAS generates
the hash of ID;, rp, tq; and ts for D; and derives a new
identity DpewID:; for Di as given in Equation 2. In this case,
DiewlD;i acts as a fresh identity for D;. The IAS creates a
hash H, by encrypting DpewID; with IDG as shown in
Equation 3. Afterwards, IAS sends a message to D; with
the format (Message, = Ho, ts).

DiewlD; = hash(ID; |l tp I ta1 Il ts) (2)
H2 = hash(DnewIDi @ IDG) (3)

After receiving Message,, D; retrieves its latest
timestamp tq, and determines whether | ta> — ts |[< AT. The
Message; is rejected if the time period exceeds the set
acceptable AT; else, additional processing is carried out.
As demonstrated in Equation 4, when Message; has been
validated, D; determines its new identity DiewID;i by
creating a hash of ID;, rp, tq1 , and ts. At this time, DyewID;
acts as device D; new identity. It is important to note that
the IAS had already created an identical new identity for
D;. Then, using Equation 5, device D; determines IDg from
Hb, calculates H'» , and determines if H'> matches H». The
current session request for joining is approved if a
legitimate hash function is determined, and D; changes its
new identity, i.e., DypewID; gets the new PID;. Figure 2
depicts the whole process of the pairing phase.

PID; = DyewID; = hash(ID; Il tp I tar |l ts) )
IDG = (Hy) @ (hash(DueuID; I ) ®)

3.2.4 Authentication

The device Di, IAS and gateway take part in
authentication process. A key to the session is produced
for device and gateway to continue conversing with one
another throughout this procedure, which involves mutual
authentication. For the authentication process, subsequent
procedures are carried out as follows

1. D; generates a random integer Rp, selects the present
timestamp Tq; , and creates a hash A; by combining ID;,
KD;, and Rp as indicated in Equation 6.

Ay = hash(ID; | KD;i Il Rp) (6)

This is followed by the creation of a message
Messages =A1, Rp, Ta1, and PID;, followed by its XOR
with IDg, i.e., Messages @IDg, and its transmission to
IAS as an identification request.

2.When gateway receives Messages, gateway retrieves
its present timestamp Tg1 and determines whether [Tg; —

Ta1 [< AT. The Message3 is eliminated if this time period
exceeds the stated acceptable AT; else, execution
continues. During this phase, gateway produces an
arbitrary number R, and creates a hash A, by combining
IDg,Kq,R; as indicated in Equation 7. In order to send a
message to IAS, that is encrypted as an identification
inquiry, a message Messages = A, Ay, PID;, Ty is
produced. The content of this message is then XOR with
PIDg, resulting in Messages @ PIDg.

Az =hash(IDg |l K Il Rg) (7

3.After getting Messages, [AS retrieves its latest
timestamp TS and determines whether | Ts — Ty [< AT.
Messages is eliminated if this time period exceeds the
stated acceptable AT, else additional processing is
performed. Following the time validation of Messages,
IAS then verifies the accuracy of device and gateway in
its record. The device and gateway have already been
linked if it discovers the pair of tuples (PID;, KD;) for
device D; and (PIDg, Kg) for gateway in its record set. The
IAS regenerates the hash A’y and compares it to the hash
A, that it obtained from the device. If IAS computed the
identical hash, then D; is a verified device and permitted
to continue the process. Likewise, IAS regenerates the
hash A’; and compares it to the hash A, that it obtained
from gateway. When both hash values are same, gateway
is legitimate, and the procedure continues. In any case, the
difference indicates that the request for information is sent
through an unauthorized channel and can be dismissed.

4.The IAS determines a new-identity Newp; for D; by
creating the hash of ID;, KD;, Rp, Tai, and Ts as indicated
in Equation 8. This is done after device D; and gateway
have been validated. Newp;, also known as PID;, acts as a
new identity in this scenario.

PID; = Newipi = hash(ID; || KD; || Rp Il Ta: Il Ts) (8)

5.As demonstrated in Equation 9, IAS additionally
creates a new identity Newipg for gateway by creating the
hash of IDg, Kg, Rg, Te1 and Ts. In this case, Newipc acts
as a fresh identity for gateway.

PID; = Newmp; = haSh(IDG II Kg I Rg II Tg] I Ts) (9)

6.As indicated in Equation 10 to Equation 13, IAS
creates a number of hashing codes and an encrypted
session key for gateway called Ks;. Since gateway is the
primary means of transmission for any data transfer across
D; and IAS, Ks; already includes safety primates designed
for gateway. ID;, Tq1 , and Ts are concatenated to create
the hash Asz. The combination of Ks; ,As, and PIDg results
in the creation of the hash A4. Finally, A; and Rp are
combined to create the hash As.

Az =hash(ID;j || Tai Il Ts) (10)
Ksi = hash(IDg | Kg Il Rg | PIDG Il Ts) ~ (11)

- 466 -



EVERGREEN Joint Journal of Novel Carbon Resource Sciences & Green Asia Strategy, Vol. 12, Issue 01, pp460-475, March, 2025

A4 = hash(Ks; || A; | PIDg) (12)
As = hash(A; || Rp) (13)

7.The 1AS produces Messages = Ts,A3,A4 and As, and
broadcasts it to the gateway. Since Equation 10 generates
a variety of hashing codes, Messages is challenging for
opponents to decrypt. Furthermore, such hash codes create
Ksi and the prediction of Ks; in Messages is a challenging
task. When gateway receives Messages, gateway retrieves
its most recent time stamp, Ty , and determines whether
|Ts - ng |< AT.

The Messages is eliminated if the time period exceeds
the stated acceptable AT; else, more computation is
performed. As stated in Equation 14 to Equation 16,
gateway determines its new identity PIDg once Messages
has been validated by creating a hash of IDg, Kg, Rg, T,

Device

s 2

Gegtervwery

and Ts. In this situation, PIDg acts as gateway’s new
identity, much like the one created by IAS.

PIDg = hash(IDg Il K Il Rg Il Tgi Il Ts) (14)
Ks> = hash(PID; || IDg Il Rp Il Ry) (15)
Ag = hash(Ks Il Az) (16)

8.The gateway creates an encrypted session key Ks, by
concatenating PID;, IDg ,Rp, and R, as shown in Equation
15. Finally, as illustrated in Equation 16, a hash Ag is
created by joining Ks; and Asz. The gateway now produces
the message Messages = As,As, Ts, Tz and XOR it with
PIDg, making it Messages €@ PIDg. The data is encrypted
and transmitted to device D;.
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Fig. 3: The complete (initialization, pairing and authentication phases) communication procedure.

- 467 -



A novel Energy-efficient and Secure Identity Authentication Scheme for 10T Networks

9.In order to determine whether | Tqx — T |< AT after
receiving Messages, D; first selects its current time stamp
Ta. The Messages is eliminated if the time span exceeds
the stated acceptable AT; else, the procedure continues.
Using the hash of ID;, KD;, Rp, Tai , and Ts, as indicated
in Equation 17, D; determines its new identity PnewID;
after Messages has been validated. PnewID; in this instance
acts as a fresh identity for D;. It is important to note that
IAS previously produced an identical new identity for D;.

PxewlDi = hash(ID; | KDi | Rp || Tai Il Ts) (17)
Ks3 = hash(PIDg || ID; |l Rp Il Rg) (18)

The hash As is updated. The validity of PnewID;, i.e.,
PnewIDi = hash(KD; |l As), indicates that gateway
identification has been properly confirmed. At this point,
D;j constructs a session key Ks3 by concatenating PIDg, ID;,
Rp, and R, using a hash function, as depicted in Equation
18. D reconstructs A’c which is determined as hash(PID; ||
IDG Il Rp Il Rg Il As) to verify the accuracy of Ks3 . hash
(Ks2 II Az) can also be used to compute A's. If A's is
identical to As obtained by gateway i.e., As = hash(Kss |l
Ta1), which means Ks; is valid. After completing this
process, device D; and gateway are qualified to send the
data to each other after successfully establishing their
mutual authentication. Figure 3 depicts the whole
communication procedure of initialization, pairing and
authentication.

4. Performance analysis against various
attacks

A preliminary study is done to verify the accuracy of
the ESIA scheme, and the results reveal that ESIA is
robust against a variety of hostile attacks. Identities and
random numbers used in ESIA are 112 bits long, while
timestamps are 28 bits long. The SHA3-224 hash function
is applied to create a 224-bit long hash digest.

4.1 Replay attack

Device Di, IAS and gateway include a timestamp in
each communication to guard against replay attacks on the
information being transmitted. The accuracy of each
message can be verified using a timestamp. A message is
rejected if it is sent outside of the permitted time frame.
As shown in Step 2 and 3 in authentication phase the usage
of unique timestamps by individual devices and gateway
avoids the chances of replay attack. When gateway
receives a message from device, gateway retrieves its
present timestamp Tgl and determines whether |Tgl —
Tdl |< AT. The Message is eliminated if this time period
exceeds the stated acceptable AT. Therefore, the usage of
unique timestamp by devices and gateway refrain from
replay attacks by ensuring that each communication is
unique and cannot be reused by an attacker. During
verification of gateway the IAS retrieves its latest
timestamp TS and determines whether | TS — Tgl |< AT.

The recent Message is eliminated if this time period
exceeds the stated acceptable AT. Therefore, the proposed
system is resistant to replay attacks.

4.2 Forgery attack

A malicious party may deploy a forgery attack on every
network object (clients, servers, and gateways). Following

are the potential outcomes during a forgery attack on
IAS and device.

* When an attacker attempts to produce a fake identity
for IAS, the IAS must seize and control Message; and
Messages. The opponent provides IAS a valid A,A,, PID;
for Messages. The attacker begins by employing PIDg to
retrieve the information (A1,A2, PID;) as the Messages is
protected by encryption (Messages @ PIDg). The attacker
still needs KD;j to break A; and IDg to unlock A; even if
the attacker obtains PIDg. An attacker might even try to
listen in and control Message; to harm the server with a
counterfeit. Despite this, the attacker requires PID; to
decrypt the data as the Message; @ PID; is secured. The
opponent would still want KD; and rp to reproduce a
legitimate H; regardless of whether it is already hacked.
forgery attacks is quite challenging to conduct against IAS
due to the usage of hashing techniques and encrypted keys.

* An attacker needs to seize and control Message, and
Messages in order to prepare an attack on device Di. A
legitimate H, must be supplied to D; in order to create the
Message,. The opponent would need PID; of D; and the
IDg of a gateway to access the network. The Messages and
PIDg are necessary to unlock the encrypted message even
if an opponent cracks Messages, the other party needs to
first crack As and A in order to start an imitation attack
on D;. The hash codes As and A¢ in the proposed method
are the most durable and reliable as they combine
encrypted keys with pseudorandom values. An opponent
can not retrieve the keys on a variety of the latest and most
advanced computing platforms as they are hashed. An
opponent needs to be aware of these hash values,
encrypted keys, and pseudo-random numbers in order to
counterfeit D;.

Table 1. Symbols and description.

Symbol Description
Di 10T Device
1AS Identity authentication server
G 10T gateway
ID; Identity of device
PIDi Pseudo-identity of device
KDi Secret key of device
IDG Identity of gateway
PIDG Pseudo-identity of gateway
KG Secret key of gateway
taz, ta2 Time stamps of device for pairing
Ty Time stamp of gateway for pairing
o Random number generated by device for
pairing
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Ta1, Ta2 Time stamps of device for authentication

Ts, Ts Time stamps of 1AS for authentication

AT Legal delay time interval

Rb Random number generated by Di for
authentication

Rg Random number generated by gateway for
authentication

Messages,.. | Encrypted messages

Messages

4.3 Key compromise during mutual authentication
and key agreement

Authentication between parties is ensured since no
identity of any process can be falsified. To protect the data
transferred during an entire session, everything is
controlled by a special encrypted session key. For pairing,
verification and authentication, many existing methods
start with permanent keys and keep them throughout.
Meanwhile, D; and gateway do not have permanent keys

in the proposed method. Since they are prohibited from
knowing anything about one another prior to their first
communication, the pairing phase is required for every
fresh device D; and gateway.

4.4 De-synchronization attack

In the presence of latency within the network or attacker
blocking, gateway carries on its activities using the
recently acquired values. For the subsequent pairing if
Message; is not obtained by D; within the pairing process
due to network latency or delay by an opponent, then
gateway might fail to get Messages during the
authentication stage. In this case, gateway may even carry
on with its activities using the most recent information for
a subsequent session. The gateway can utilize the most
recent PID; to finish the operation if Messages is not
obtained by D; during the authentication step because of
the communications latency or delay by an opponent. In
Table 2, we have compared the proposed ESIA scheme
with the CPK-based scheme [2] and LightloT [8] in terms
of their ability to resist various attacks.

As the number of devices increases, the communication
traffic increases proportionally. The proposed ESIA
scheme employs XOR operations and hash functions to
complete all stages of encryption and authentication. To
establish secure communication and data transfer between
devices and the gateway, multiple messages are
exchanged. Consequently, as the number of devices grows,
the total number of messages exchanged among devices,
the gateway, and the IAS also increases. Similarly, the
overhead on the IAS rises because it must manage all
devices in the network to initiate communication. Over
time, with a large number of devices, a potential
bottleneck may arise in the IAS due to the increased
frequency of device registration and verification for the
gateway. Therefore, the proposed scheme is best suited for
small networks.

5. Implementation and results

In this section, we assess and validate our proposed
ESIA scheme using experimental findings in a simulated
environment.

5.1 Simulation model

The Contiki-based Cooja simulator is used for
simulation to evaluate the implementation of proposed
ESIA scheme. Contiki Operating System 3.0 is used to run
the Cooja simulator. The memory requirement for Contiki
3.0 is 2 GB, with a 2.5 GHz processor. The simulator
provided an option to choose the appropriate sort of mote.
The proposed method is implemented over the RPL
protocol. All the IoT devices are Tmote sky. IEEE
802.15.4 is used as a MAC layer protocol for the IoT
network.

We have deployed 1 gateway, 1 IAS (remote server) and
multiple devices (sensor nodes). At first, the network
architecture is built by the scattered placement of sensors,
gateway, and remote server. Figure 4 shows the simulation
environment with total 40 nodes. Nodes 1 to 38 are the
sensor nodes or IoT devices, node 39 represents the
gateway, and node 40 represents the remote server or IAS.
The performance of the proposed scheme is analysed in
the presence of various attacks and the attacker nodes are
represented by node 41 to node 44. To assess the
effectiveness of the ESIA scheme, we raised the number
of sensor devices, gateway, and a remote server in the
operated region. As the number of devices increases, in
the same ratio the communication traffic also increases.
All the devices are distributed in a 400mx 400m region in
in the simulation environment. The total simulation time
is considered as 1800 seconds. In Table 3, all the desired
settings and complete configuration of the cooja simulator
are given for the proposed scheme.
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Fig. 4: Simulation environment with total 40 nodes: node 1
to 38 (sensor nodes or IoT devices), node 39 (gateway), node
40 (remote server or IAS), node 41 to 44 (attackers).

5.2 Performance matrix and result analysis

The performance of the proposed ESIA scheme is
analyzed by considering six performance matrices:
communication cost, computational overhead, energy
consumption, packet loss rate, throughput and network
latency. The results are compared with the Combined
Public Key (CPK) based scheme? and LightloT® to
validate the performance of the proposed ESIA scheme.

In the proposed ESIA scheme the random numbers are
generated using linear congruence method*?. The use of
random numbers is beneficial to avoid many adverse
conditions, as following

Table 2. Features comparison of proposed scheme with existing schemes.

Key Points CPK-based scheme [2]

LightloT [8] Proposed ESIA

Generated consistently by
the key management center
depending on identity

Key generation

Key is generated for the
ongoing session after the
clients and  gateways

Generated consistently by
the IAS using the identity
of devices and gateway

mutually authenticate each
other via the server

Key storage Takes up minimal space to | The key is kept in an Takes smaller space then
store, kept centrally or online database, it needs a | both schemes and can be
distributed lot of management and kept centrally or

memory decentrally

Key distribution and Static distribution via a Dynamic management Dynamic distribution via a

management secure route, dynamic combined with static secure route and dynamic
administration distribution control

Authentication Lightweight cryptography | Hash functions and Lightweight hash codes

method and physical unclonable Exclusive OR (XOR) and XOR computations
function operations

e Since each session's login request is unique due
to the random number's freshness, ESIA scheme
ensures the legitimate user identity cannot be
obtained.

e Every session has a unique set of random
numbers that are used in the session key. Thus,
the revealing of some session keys will not
compromise the privacy of other session keys.

e [t is evident from ESIA scheme that the session
key only applies to the random numbers. The
random numbers used in each session key are
distinct from one another, even in the case that
the secret keys are compromised.

The use of bitwise XOR operations and hash functions

make the proposed approach significantly lightweight for
the resource-constrained devices. The use of SHA3-224
hash function provide high security with low overhead.
The key size is 224 bits, which is smaller than other SHA
algorithms. Therefore, our proposed system provides the
same level of security with smaller key size which reduces
the computation overhead in resource constraints
applications.

5.2.1. Communication cost

The message with encryption (Message; @ PID;) is
sent by D; in ESIA. The length of Message, is 476 bits.
The communication overhead incurred when IAS
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transmits the message as Message, = Ho, t, is 288 bits. The
information in the Messages has a length of 476 bits and
is sent by D; as Message; = (Ai, Rp, Tai , PID;) . On
gateway, the secured (Messages @ PIDg) results in a 644
bit transmission cost. The highly complicated and efficient
Messages = (Tc,A3,A4,As) uses multiple hashing
operations and has a 784 bit communication cost on IAS.

Table 3. Configuration of the Contiki Cooja simulator for the
proposed ESIA scheme energy consumption during

experiments.
Parameters Value
Operating System Contiki Operating System
3.0
Mote Type Tmote Sky
Area 400m x 400m
Nodes Layout Random
Number of devices 10 to 40

Radio medium Model Unit Disk Graph
Medium(UDGM):Distance

Loss

Communication range of [oT | 50m
devices

Communication range of | 200m

gateway

Number of gateway 1

MAC Layer IEEE 802.15.4
Duty Cycle null RDC

Routing Protocol Routing Protocol for Low-

Power and Lossy Networks

(RPL)

Objective Function Minimum Rank with
Hysteresis Objective
Function

Host System
Simulation time

i3@2.53GHz 4GB Memory
1800 seconds

The secured (Messages@PIDg) also adds 532 bits of
transmission cost to gateway. In proposed ESIA scheme,
network components will have a total communication cost
of 3164 bits. Table 4 displays the communication costs
endured by network components when transferring
messages with their peers.

Table 4. Comparison of Communication cost

Scheme name No. of messages Communication
cost (in bits)
Proposed ESIA 6 3164
CPK-based 5 3808
scheme [2]
LightloT [8] 6 3424

5.2.2. Computational overhead

The ESIA scheme utilizes robust hash functions with
minimal computational overhead. The computational time

required to complete

the hash and XOR operations at the device, gateway,
and server is denoted by Cp and Cxor, respectively as
denoted in Table 5.

In the CPK-based scheme, no computation is performed

by the gateway; instead, the gateway immediately
forwards the data to the server. Therefore, there is no
computational overhead at the gateway in the CPK-based
scheme, which is indicated as blank in the table. The
computational overhead of the ESIA scheme is lower than
that of LightloT [8] because resource-constrained devices
impose a relatively low computational burden, making the
proposed ESIA a viable choice for implementation in
various resource-constrained applications.
For the performance comparison Table 6 is used that
represents the average value of energy consumption, PLR,
throughput and network latency in the presence and
absence of attacks. Here we have considered replay attack,
forgery attack, key-compromise and de-synchronization
attack while measuring the performance of proposed
scheme with comparison to other schemes.

Table 5. Comparison of computational overhead.

Schemes Device Gateway | Server Total
computati
onal time

CPK-based 10 Cyt+ 2 | - 10 G+ 20 C, +

scheme [2] Cxor 2 Cxor 4 Cxor

LightloT [8] 5Cy+2|4C+ 8Cyt+ 17 Cy +

CXOR 2 CXOR 1 CXOR 5 CXOR

Proposed 7Cy+1|3C,+ 6C,+ 16 C, +

ESIA Cxor 2 Cxor 1 Cxor 4 Cxor

5.2.3. Energy consumption

The total energy consumption in proposed scheme is
calculated using Equation 19 as given below

E=Ep+ Ens + Eg (19)

Eias and Eg indicate the energy needed by the IAS and
gateway respectively, while Ep reflects the total energy
utilized by all devices. Milliwatts (mW) are used for
calculating the network’s total consumption of energy. We

— ESIA
50 CPK-Based scheme [2]
LightloT [8]

20

Energy Consumption {mW)
=1

10

10 15 20 25 30 35 40
Number of nodes

Fig. 5: Energy consumption with attack.
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Table 6. Comparison of performance matrices of proposed ESIA with other schemes in the presence and absence of attacks.

With attack Without attack
Average Average Average | Average Average Average Average | Average
Energy PLR Throughput | Network Energy PLR Throughput | Network
Consumption Latency | Consumption Latency
Proposed 30.4732 .00175 24.983 0.42 28.4732 .00164 25.76 0.4038
ESIA
CPK- 30.9537 .00185 23.458 0.48 29.5348 .00180 25.124 0.452
based
scheme[2]
LightloT 38.1588 .00195 21.730 0.45 32.9588 .00179 24.06 0.416
[8]
50
- Ei‘}zﬂaseﬂ scheme[2] — 000401 ESPtBased scheme [2]
0 LightlaT[8] / 0.0035 LightloT [8]
' 0.0030
o

P
=]

Energy Censumption (mW}

=
o

10 15 20 25 30 35 40
Mumber of nodes

Fig. 6: Energy consumption without attack.

considered that if a network node gets compromised by
any adversary, the compromised node will use a greater
amount of energy than usual for communication.
Minimum usage of energy indicates the lack of or a small
impact of a security breach or attack, whereas excessive
usage of energy indicates a greater impact of an attack or
a breach in security. Whenever a device gets targeted by
an attacker, its energy usage rises. The authentication
procedure of the ESIA scheme minimizes the
consumption of energy during the initial interaction
between the connected devices by using the smallest
amount of data processing and communication. The ESIA
scheme demonstrated improved outcomes of all
participating device’s. Figure 5 shows the outcomes of the
ESIA scheme accompanied by current innovative
approaches for overall energy consumption in the
presence of attack. Figure 6 shows the energy
consumption in the absence of attack. The proposed
scheme indicates that energy consumption slightly
increases in the presence of all considered attacks (replay
attack, forgery attack, key-compromise and de-
synchronization attack) compared to when there is no
attack. This demonstrates that the attack's impact is
minimal while using ESIA scheme.

00025

00020

Packet Loss Rate (PLR)

00015

00010

0.0005

10 15 20 25 Ev] 35 40
Number of Node

Fig. 7: Packet loss rate with attack.

5.2.4. Packet Loss Rate (PLR)

PLR is characterized as the depletion of packets during
communication as a result of attacks. Attacks prevent
some sent messages from being received, which makes it
difficult to measure productivity.

For certain sources, the amount of data transferred is
impacted by the packet loss rate. Since some networks
view packet loss as a sign of bottleneck and adjust the
communication rate to avoid jamming, therefore packet
loss indirectly reduces efficiency. The PLR is calculated
using Equation 20.

PLR = PKTyo/T (20)

Here PLR stands for packet loss rate, PKTioss indicates
the total amount of lost packets, and T stands for the total
time needed. As shown in Fig. 7, the PLR of ESIA is lower
than the CPK-based scheme?® and LightloT®. For 10, 20
and 40 nodes, the PLR values of ESIA are 0.00056, 0.0007
and 0.0040 respectively. The value of PLR increases in the
network as the number of IoT devices. It also increases the
traffic rate which increases the value of PLR. The PLR of
the proposed ESIA scheme is lower than the CPK-based
scheme and LightloT as here we have used lightweight
hash codes and XOR computations. The PLR results in
Figure 8 indicate that in the absence of the attack the value
of PLR is a little bit smaller as compare to the presence of
attack. Therefore, the impact of attack is minimal when
using the ESIA scheme. Although the PLR value slightly
increases in the presence of an attack with the ESIA
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scheme, other schemes experience a greater impact,
showing a more significant rise in PLR.

0.0040 1 —— ESia
CPK-Based scheme[2]
0.00351 — LightloT[8]

0.0030

0.0025

0.0020

0.0015

Packet Loss Rate (PLR)
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Number of Node

Fig. 8: Packet loss rate without attack.

5.2.5. Throughput

The system’s throughput is the amount of data it can
effectively access and process in a particular period of
time. In most cases, throughput is computed in bits per
second (bps) using Equation 21 as follows

Throughput(bits/sec) = Preva * Plengn/T (21)

—— ESIA
CPK-Based scheme[2]
30.0 { —— LightlaT[8]

325
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5.0
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Fig. 9: Throughput with attack

Here P is the aggregate quantity of successfully
received packets, Piength denotes the length of each packet
in bits, and T denotes the total amount of time needed to
transfer the data. The implementation result in Fig. 9
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175
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Fig. 10: Throughput without attack

represents the performance of the proposed ESIA scheme
against the CPK-based scheme? and LightloT® in terms
of network throughput. Figure 9 depicts the throughput of
ESIA and CPK-based scheme and LightloT. The results

show that the throughput of the ESIA scheme is better than
the CPK-based scheme and LightloT. The throughput for
the different number of devices 10, 20 and 40 are 16.35,
25.15 and 33.45bps respectively. As the number of devices
increases, the throughput also improves. Figure 10
illustrates the throughput in the absence of an attack, and
the difference between the results suggests that the attack's
impact is low when using the ESIA scheme compared to
other schemes.
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Fig. 11: Network latency with attack

5.2.6. Network latency

The delay caused during communication over networks
is referred to as network latency. The effectiveness of any
method in delay-sensitive IoT network applications relies
on delay as greater delay in the connected network impairs
its efficiency. The delay displays the duration of data
transmitted via the network transmissions. Typically, low-
latency networks are ones that respond quickly, whereas
high-latency networks have a greater wait or latency. The
network latency NL is defined using Equation 22 as the
sum of propagation delay and serialization delay.

NL=P.D.+S.D. (22)
P.D. = Distance/Speed (23)
S.D.= Plength /T rates (24)

Here P.D. and S. D. are the propagation delay and
serialization delay which are computed using Equation 23
and Equation 24 respectively. Here Piengn denotes the
length of each packet in bits and Trwes denotes the
transmission rates in bits per second (bps).
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Fig. 12: Network latency without attack
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The ESIA is efficient in terms of network latency
because of its simple design and straightforward
authentication method, and transmission. Figure 11
depicts the comparative analysis of network latency of the
ESIA scheme with CPK-based scheme? and LightloT®.
For the various ratios of the number of packets sent over
received, the latency values are 0.120,0.27,0.42,0.57 and
0.72. By increasing the number of devices in the
simulation scenario, we also saw a rise in traffic through
the network. A consistent time period is visible across the
whole interaction process for both sent messages and
received messages. Figure 11 and 12, indicates that the
difference in the presence and absence of attack is very
less. Therefore, ESIA scheme approximately resolve the
problem of attacks as compare to the CPK-based scheme
and LightloT.

6. Conclusion

This paper presents an energy-efficient and secure
system designed for sustainable networking. The ESIA
scheme, with its three-step process, facilitates basic
identification and authentication for IoT devices with
limited resources, enabling communication with a
portable gateway and a distant server. The devices register
with the server using a pair of messages, and the
authentication process involves multiple messages to
establish a secure session for data transmission. The ESIA
scheme ensures timely transmission of delay-sensitive
data by utilizing lightweight hash codes and XOR
computations. Simulation results demonstrate the
scheme's superior performance in terms of throughput,
energy consumption, packet loss rate (PLR), and network
latency, while maintaining robustness against various
potential attacks.
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