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A study of Identity Verification Methods for Digital Student

Ryo ITokAwAT!®)  Takasur YaAMAcucHIT!'P)  Eisuke ITof?

Abstract: With the spread of smartphones, smartphone based credentials are considered. University stu-
dent/staff ID is realized as IC card, and the card is used as not only ID card using printed text to onfirm
holder’s name and organization, but also it is used as enterance key for buildings, book lending in library.
We are considering digital student/staff ID that can be used on smartphones. W3C (World Wide Web Con-
sortium) has published specifications for Verifiable Credentials (VC), and digital student IDs can be realized
with VC. When issuing student IDs as VCs, identity verification and user authentication become problems.
Most universities only provide ID and password authentication for online services. Password is vulnerable
by thefting, so PW authN is not better to issue digital student IDs. Therefore, we have considered a method
to enhance the identity verification process using the Japanese My _Number Card. This paper describes a
method to strengthen identity verification using My Number cards.

Keywords: student/staff ID, verifiable credentials, smartphone, user authentication system
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