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Abstract: Social Media Platforms have become an extensive medium for countless people to
interact with each other. Social media platforms have become widespread because of the connection
among people everywhere in the world and allow sharing of photographs, documents, videos, etc.
Privacy and safety challenges among the networks have become a big fear for users generating clone
attacks. Here, we are discussing social media platforms where a large number of fake IDs are
produced each month and annually, and we briefly explain the research that has been done by the
researcher over the past four to five years. We also discuss how to stop these fake IDs and how
effective their solutions are. Also, we have summarized the techniques/ algorithms that provide
security to social media platforms. Finally, we discussed all the possible solutions to make it better
or more secure than before with the help of ML or DL but still, there are not many implementations
with advanced machine learning and deep learning algorithms. Research is going on till now. Despite
the fact that we cannot entirely secure our social media platforms like Facebook accounts due to the
streaming data but cloned attacks can be identified with greater accuracy as compared to previous
related research. According to our survey, we can conclude that if we use the latest dataset along
with advanced ML and DL algorithms to detect fake accounts and cloned attacks then results can be
improved to secure social media platforms.

Keywords: Social Media Platforms; Clone Attacks; Fake Accounts Detection; Machine Learning;

Classification Algorithms

1. Introduction

A social media platform is a spectacle that is amazing,
interesting, or exciting to see that attracts attention. Before
this world was not so connected, and talking to people
from different beliefs, sharing knowledge, making new
acquaintances, sharing photos, videos, and
apprenticeships. Social media platforms played a vital title
role in globalizing our day-to-day lives. At this moment,
as an example in Fig. 1 approximately 2.989 billion®”
people by 2023 (monthly active users) are using at least
one Facebook service, unevenly one-third of the world’s
population mentioned in Fig. 1. People are using social
websites such as LinkedIn, Facebook, Twitter, Instagram,
and Google+ is on growth. By growing the practice of
social websites®, malevolent operators pursue to disrupt
the security of other operators and misuse their terms and

authorizations by generating clone accounts, which has
become a danger for other operators.
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Fig 1. Facebook Statistics till Last Quarter of 2022
(2.95 billion) and 2023 (2.989 billion)*?

Hence, social media platform providers are trying to
find out malevolent operators” and clone accounts to
remove them from social websites' surroundings.
Generating clone accounts on social media platforms
causes more harm as compared to other cybercrime.

social media platforms like Facebook and Big Data
are extending support for mobile safety keys for Facebook
i0S/ Android users. Safety keys help ensure that
passwords are not the last line of defense between an
attacker and your account.

33)

2. Literature Survey

Security is a big concern today for everyone, whether
they are working or just going about their daily lives. In
this section, we have studied several researchers’ work
and explained below observations obtained by us with the
different segmentation and section. The meticulous study
is listed as follows.

Mohammadrezaei M." proposed an approach for
detecting clone accounts on social websites, a procedure
created on the likeness of the operator's friends. In this
procedure firstly friend likeness measures were designed
from the adjacency matrix of the system graph and
innovative structures were mined from the PCA technique.
In the given stage, the information was well-adjusted with
the help of SMOTE, and then it was sent to the classifier.
This classifier was trained and tested with the help of a
cross-validation technique. Here, the Twitter dataset was
used for the same. It represented that the Medium
Gaussian SVM classifier has a value i.e., AUC (area under
the curve) = 1. The user friend network structure was
examined in the given procedure and the forgery users
were expected by calculating resemblance and the
classification algorithms. Here, Medium Gaussian SVM
was used in two cases, one for a balanced dataset and the
second for an unbalanced dataset in which it provides
more accurate results i.e., 97.6% for the balanced dataset
as compared to Linear SVM (95.8%) and Logistic
regression (96.6%).

Problem is that the fake accounts must perform in the

network so that they would be able to identify as clone
ones, by exploring friends' networks. This is a drawback
of the given method. In the future, a new method can
identify the clone account before doing any activity or
process of the user in the system or at the time of
registration. it can be implemented for more security.

Fire M.? proposed an approach that frightens OSN
operators. it can endanger their secrecy, oneness, and good
in the actual and pragmatic world both and underlined
confident threats that encounter the security of students,
youngsters, and teenagers beyond the OSN World Wide
Web. Fundamentally, four categories of threats i.e., classic
threats, modern threats, combined threats, and threats,
targeting children, were explained and solutions were
given in three categories i.e., operator solutions,
commercial solutions, and category solutions. There is a
variety of explanations in table 1 on? that assist to defend
an OSN operator's secrecy and safety in this approach but
it does not deliver a complete shield to an operator's
secrecy and safety. Operators must be attentive to the fact
they send online to protect against the variety of online
threats and also must apply a variety of solutions. In this,
there are eight recommendations (section VI in?) that are
very easy to implement for OSN operators to well guard
themselves. Moreover, parents must keep watch on their
children's pursuits on these social websites, etc. We are
obliged to instruct our children to be known of dynamic
threats and must communicate to them not to participate
with outsiders either in the actual world or in the
pragmatic world. Through these social networks, we can
improve our survival, but we need to take accurate
safeguards to preserve our secrecy and safety.

In the future, a researcher came out with the latest safety
and security threats, and evolve estimate and security
threats, and evolve and estimate the latest safety outcomes
and plans. Universally, investigators can take part in a
noteworthy title role by perceiving the use of outcome
collaboration and by putting beneficial methods and
algorithms. More secure and private algorithms can be
implemented at the time of registration.

According to HAYAT M. K.Y, the social media (SM)
program shows a variety of noteworthy questions of deep
learning (DL). He described the different-2 SM areas.
There are various deep learning techniques that have a
noteworthy plan to remember all the things that are of
great worth and they can represent the data from different-
domain SM programs such as operators’ behavior analysis,
abnormality identification, sentiment review, business
review, etc. Although various views have a strong
resource essential to work with the data heaps, improve
efficiency, and set down the calculation price, studying
well-organized data descriptions from different society
information origin and many more, however, need
effective and authentic DL-based methods. Furthermore,
they will dispatch important changes in several areas of
everyday life of a human being like e-commerce,
education, medicine, business, and many more.
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According to this paper, we have to take high-
dimensional data with deep learning algorithms to find an
accurate result. It can be implemented in the future.

According to Luceri L.%, SIDL (social impact in deep
learning), is an architecture based on DNN which
incorporates deep learning along with network science for
modeling and forecasting social supremacy with real-
world movements, like catching an affair or going in an
emplacement. It performs a pivotal position in forming
human behavior & influencing a person's arbitration in
innumerable sectors. In this review paper, the proposed
work has multiple SIDL techniques which have varied
degrees of network association along to overlook two
particular issues in deep neural networks i.e.,
intelligibility and scalability. To resolve the challenge, we
instigate G-SIDL, which brings into account the entire
social media platform; L-SIDL, considering the ego
network of every user; accordingly, C-SIDL, -breaks G-
SIDL into tiny sub-replica based on social media
associations. It evaluates and validates apply data from
propitiating, an occasion-based social media platform, and
geometrical, a position-Based Social media platform.
Lastly, traverse the usage of various deep learning
frameworks, and also provide the observation on the
interaction among social impact and people's privacy
entrusting consequence and some account of awareness
about the possibility of distributing delicate information.

Here G-SIDL that these techniques consult (page no. 20
on? ) discloses that these techniques are capable to
evaluate a respective behavior with great veracity
depending on the insight about friends' events. User action
and presence, in turn, can perform, sensitive data, which
is a topic that may not want to share in some cases (or
future). Though, the current analysis predicts the behavior
of humans using the knowledge determined by their
friends on an online social media platform. Eventually, we
can analyze the passably of using various deep learning
frameworks across the architecture by displaying some
encouraging impacts and also investigate the relationship
between social impacts and users' privacy representing the
alarm arrangement.

Aljably R.¥ planned a framework designed to assure the
user's protection in OSNs or multimedia social media
platforms. ML’ enamor detects various approaches with
ingress standard replica is the strategy impart to the
protection of security by notifying users and finding and
obstructing irregular actions. This had been done by
sending a questionnaire to the user in the dataset to
identify the current status of Facebook. It is successfully
tested on real data set and got 95% accuracy with the
Bayesian classifier & 95.53% accuracy with DNN and
LSTM -RNN. Due to too much data on social media e.g.,
31.25 million Facebook posts per minute we can use SVM,
isolation forest, PCA, etc.

In the future, we can observe our layouts to imply
numerous access control architectures and embody other
characteristics for ingress assent. We also proposed

observation using the adversary drilling method with
generative adversarial network (GAN) classifiers to
ascertain divergence. The classifier creator maps drilling
samples from a clatter precedent to information and
implements a comparator that identifies real and dummy
data.

Islam M. R.9 proposed a review paper where MID
(misinformation detection) in social media platforms has
to acquire an innumerable compact of observation and
review a progressive area of the research domain. In this
technique, there is the various similar label of deception:
false details, allegedly, unsolicited, fake news, and
disinformation, and talked about an issue from various
points of view on how disinformation misguides the
public on social media platforms. Deep Learning is a
successful and relevant method to count the
disinformation issues on online social media platforms. It
can be applied to enhance MID in case of unlabelled and
unnecessary data.

Though there are various pieces of work in the form of
issues like data clarity, data mass, domain difficulty,

accountability'?, explainability, characteristics
enhancement, collaborative conclusion, system security,
consolidating  outstanding information, temporary

modeling, etc. which can be enhanced in the next
investigation. But there is a forthcoming future scope is to
enlarge designing/modeling. So firstly, we can analyze the
operator's networks and their previous or old tasks on
social media platforms where the operator can think about
how they are connected to the open-out forgery news. next,
we can integrate the person's mental situation with the
operator's previous information, through which we can do
a step-ahead analysis of the operator's movement because
the propensity to enhance wrong information is correlated
with the person's mental situation.

Jain A. K.” discussed the various schemes which are
linked with the online social media platform viruses
(Fig.3) and their responses using dissimilar prototypes,
substructures, and encoded procedures that secure the
social media framework operators against various kinds of
attacks'”. The attacker can malevolently use linked
information (Fig. 2) for unlawful aims. Even there is a lot
of danger if attacked kids.

B Espionage
& For personal profit
For corporate profit

To promote political or social cause

Fig.2 Punishable Hacking Types in 2021 7

Here, the above was explained about the statistics of
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social media Platforms. This paper shows the positive and
negative factors of social media Platforms ' . In this,
various threats on social media platforms are described in
three categories i.e., Conventional, Targeted, and Modern
Threats where "spam, identity theft, phishing, etc" comes
under Conventional, "Cyber-bullying, Cyber-stalking,
etc" "comes in Targeted threats and "Click-jacking, profile
cloning, cross-site scripting, etc" comes in modern threat.
Such kind of survey describes the open challenges,
problems, and related safekeeping instructions to bring
out the reliability in online social media platforms.

some issues (Table3 & 4 in”) are necessarily required
to be set on by the use of some hybrid techniques,
prototypes, and threat identification devices.
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Fig.3 Worldwide Data Cracks in 20207

Gupta R.' proposed an approach where ML-based
SDA (secure data analytics) architecture is analyzed with
the help of the targeted region, various kind of attacks, and
the specifications to reduce such kinds of attacks (table 11
in'?). Here suggested systems (Fig.4) can find out only
what already exists in the database record. It does not have
any limit for unusual or hidden attacks because there is no
specific description or explanation of various attacks.
Here all possible attacks and their vindication
methodologies'® using ML & DL are described. One
comparison (Table 1 in') ) between the planned and
present safe information analytics survey.

‘ Possible search strings ‘

Data Analytics +

Machine Learning +

—¢

‘ Solution + ‘

Security + Privacy + ‘Data Secunty +

\ﬁ SECLII'E Data Analytics
Issues +

IMitigation Technigues

Fig.4 SNW in Strings'®

This paper shows the difference between traditional
SDA and ML-based SDA architecture. LSTM-RNN can
be used in ML-based architecture. It identifies the
inappropriate data from input information patterns
through learning and recalling the input information
pattern which provides safety!” against the sensor
information understanding.

Furthermore, instantaneous-time attacks based on
machine learning models would be investigated in the
future. Still, there are some research challenges in SDA
like data accuracy, multiple attack detection, etc.

Nasir J. A.'¥ says that the recent achievement of deep
learning procedures is used in complicated natural
language processing assignments, constructing an
optimistic solution for finding out the forgery news too.
Check (table 1 & 2 in'"). A hybrid model that is a
combination of CNN and RNN, is taken for
implementation in python on two large actual-world
forgery news!'? datasets. Past and present models of ML'®
are used for comparison with this hybrid model. In this
architecture, Past trends of the ML model cover
supervised learning and ensemble learning, present trends
cover un-supervised and semi-supervised learning, and
future trends cover reinforcement and deep learning.
Through the use of hybrid architecture, we found 100%
accuracy on the ISOT dataset (45000 articles) and 60%
accuracy on the FA-KES dataset (804 articles).

Task-Specific feature engineering?® along with
complex neural network algorithms can be used in the
future for fake news detection.

Kiruthiga. S?V proposed that a clone account can be
detected through the user's click outline and user actions
time duration to differentiate between a clone and a
genuine one on Facebook. Here the author is using Jaccard
similarity?? and cosine similarity algorithms to improve
the performance. The author has taken the Facebook
dataset'® for the experimental analysis. A naive Bayes
classifier is used to identify the network used by any
person. K means clustering is used for the same group or
school used by the same person. To identify the Cloning
attack®® on Facebook, he is using an enhanced Clone
Spotter algorithm (Fig. 5) because of the outline usage and
preference list of every user/person. He also prepared a
comparison table between Clone Spotter and Enhanced
Clone Spotter. Enhanced clone spotter provides more
accuracy for clone detection in terms of fake profiles.
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Fig.5 Clone Attack Detection?!

we can use different similarity algorithms to improve
the accuracy of clone detection and can also use the latest
data set in future.

Khayyambashi M. R.2> proposed a methodology to
differentiate between genuine and clone profiles by giving
an approach of two similarity algorithms along with a
predetermined threshold value. First, attribute similarity?®
is calculated with the help of weighted dice similarity
algorithms. Second, Friend network similarity is
calculated through three group categorizations. In this, he
prepared a friend list, excluded a friend list, and
recommended a list graph. This paper checks the profile
similarity by using ML and detecting the clone profile
{Fig.4, 5in?Y). In the future, more accurate results can be
obtained through advanced machine learning algorithms.

Agarwal A.?? described the performance comparison
with the classification ML algorithms. She used the
UNSW-NBI15 dataset and find the accuracy by using
SVM shown in Table.l, Naive Bayes, and KNN
algorithms?®, earlier it was using the initial BCDR-DO01
dataset with the same algorithms. In this, a confusion
matrix was generated and some reports are prepared for
Fl-score, precision, and recall which were used for the
training and testing phase of the model. An active and
passive intrusion detection system (IDS) was used along
with advanced ML algorithms. The latest dataset was
minimizing the time of every algorithm.

Table.1 Comparison with the UNSW-NB15 Dataset?”

Serial No. Classification Accuracy Obtained
Algorithms
1 SVM 97.7777 (highest)
2 KNN 93.3333
NB 95.5555

It means more datasets provide a more accurate result.
Due to the increasing ratio of cyber-attacks, we need to
use the future trends of ML-like deep learning algorithms
for classification and clustering with the latest dataset so
that it could be minimized because it cannot be resolved
completely because of social media platforms.

Sophia A.?® suggested using Entity Resolution for the

Clome Detection in b

detection of fake profiles by using a stenographic
algorithm for hiding the facts in pictures. Entity
Resolution is a procedure to recognize data records in a
solitary data source or transversely several data sources
that mention a similar actual-world entity and to connect
the record. By using a stenographic algorithm, an id is
generated for the profile pictures and we can differentiate
the real user and fake user IDs, also an alert message was
sent to the real user when a fake one was trying to create
the same image (Fig.6). Thus, fake users got blocked.
There is no experimental analysis in this paper. In the
future, it can be implemented on the latest dataset of
Facebook, Twitter, etc.

Kharaji M. Y.?) described the identity-cloned attacks in
detail. To resolve it, the author created a graph of the social
network. According to the similarities, it was divided into
different smaller communities then collect all the similar
profiles to the real one, and then calculate the
strength of the relationship among them through a graph.

USER REGISTER

MESSEGE
ALERT

Unique ID
UPLOAD Generation
IMAGE -
WATERMAR
KING
] PROFILE DATA BASE
DOWNLOAD ORIGINAL
IMAGE IMAGE
posT | |
IMAGE
COMPARE

ID

Fig.6 Architecture to Separate Genuine User ID from
Fraudulent ID?®)

To verify the graph of less strength of relationship, he
used the mutual friend system. This work had been done
on a Facebook dataset and compared with two previous
works. Here IAC clustering algorithm was used to detect
the small communities in the public network graph.
According to this paper, it is observed that identifying fake
identities can minimize the great extent of deception but it
is better to prevent than cure so as not to accept the
unknown user's request. Also, several fuzzy technologies
can be used to overwhelm the incorrectly typed data in the
operator's profile in the Facebook application.
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Fig.7 Identification of Original and Fake Accounts Using Al
Model*V

Kavin B.P.3D explained several spam detection artificial
intelligence approaches for Twitter’s social media
platform. Authors used SVM, ANN, and RF algorithms to

identify the performance with user-based and content-
based features and authors identifies that SVM is better as
compared to others but they used limited types of
characteristics and also applied only on Twitter with fewer
datasets. In the future, we can use more types of
characteristics and can also apply them to other social
media platforms with more and the latest dataset.

Saravanan A.3? identified the cloned profile by using
clustering and classification processes along with big data
map reduction techniques. Authors worked on parallel k-
means clustering and parallel SVM classification and
finally results are verified by using network and attribute
similarity. But They used only a sample of 1000 datasets.
As a result, Implementation takes less execution time due
to map-reduce techniques. They achieved higher accuracy
and precision of 98.19 % for the MIB Twitter dataset. In
the future, we can work with real-time datasets and also,
and we can use any other social media platform that is
more in demand.

Table 2. Comparative Study of Previous Related Work

Authors Proposed approach Methods Performance Parameter Future scope
Khayyamb | Attribute  Similarity, friend | Supervised only check profile similarity accurate results can be
ashi M. R. | network similarity algorithms, | Learning and find out the clone profile | obtained through advanced
(2013)® and weighted graphs algorithms machine learning algorithms
Kiruthiga. K means clustering and Naive | Machine Clone accounts detection rate | performance measures can
S (2014)*Y Bayes Classifier algorithms Learning is high because of using be increased by using the

Algorithms enhance clone spotter latest ML algorithms.
algorithm.
Mohamma | logistic regression, linear Support | Machine 97.6 % accuracy (highest) by | Deep Learning Algorithms
dreza Vector Machine (SVM) | Learning using Medium Gaussian SVM | and feature engineering can
(2018)? algorithm, Medium Gaussian be used for more accuracy.
SVM
Sophia A. Stenographic algorithm Cryptography Fake users can be blocked by | It can be implemented on the
(2020)*® techniques differentiating between real | latest dataset of Facebook,
and Fake's id through an alert | Twitter, etc
message
Aljably R. ML anomaly detection techniques | Machine 95% accuracy with Bayesian | Adversarial training procedury
(2020)® Learning and | classifier on a real data set and | with the generative adversaria
Deep Learning | 95.53% accuracy with DNN | network can be implementeq
and LSTM -RNN to detect abnormality
Gupta R. ML-based SDA architecture | Machine Provide more accuracy as | Furthermore,  actual-time
(2020)'» (unsupervised and semi- | Learning & | compared to traditional SDA | clone attacks on the ML
supervised learning algorithms) Deep Learning | architecture techniques would  be
investigated.
Nasir J. A. hybrid approach (RNN and CNN) | Deep Learning | more efficient and accurate | More  complex  neural
(2021)!9 for forgery news classification model on a specified dataset network & Task-specific
feature engineering can be
implemented in the future.
Agarwal A. | Worked on the Limited dataset | Machine SVM-97.777 Deep Belief Network,
(2021)*7 with SVM, NB, and KNN and no. | Learning KNN-93.333 LSTM, and Random Forest
of samples are very less. NB-95.5555 can be used with the latest
The highest accuracy was | dataset to find more
obtained with the latest dataset | accuracy.
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Kavin B.P. | Applied on the limited datasetand | Machine SVM is better as compared to | Social networking website
(2022)3Y only on Twitter with SVM, RF, | Learning others but performance is | thatis more popular among
and ANN identified with user-based and | all social media platforms,
content-based features can use more parameters
and the latest big dataset
with advanced ML and DL
algorithms to identify exact
output.
Saravanan | Worked on only a sample of 1000 | Machine Implementation takes less | A real-time large dataset is
A. (2023)%» | datasets of Twitter. Parallel k- | Learning and | execution time so this model is | needed to achieve higher
means clustering and parallel | Big Data map- | efficient. and more accurate results.
SVM classification algo are used | reduce
with  big data map-reduce | techniques
techniques.

3. State of Art of the Studied

The number of social media platforms like Facebook
users who have signed up to date is 2.963 billion and 1.5
billion FB user data are available for sale online. through
which hacking, spamming, scamming, interception, etc
are possible among which 6 million users’ information is
available online from India. There are 533 million (see Fig.
8) FB users’ account data (approximately 20% of all
accounts) leaked online. Also, it is difficult to manage
such kind of big data due to streaming data like
during/after Covid-19°%, data is increased at a very large
scale. Because of this, it is very difficult to control the
cloned attacks with full accuracy.

533 million (till 2023) FB user's
account data hacked
O FBuserid
name

email address

location

O o0o00o

gender

Fig.8 Basic Information to Hack the Data’”

It is concluded in Table. 2 that we must be on the safe
side to take care of our security & safety. Our account
information can be leaked through a number of different
factors, including FB user id, name, email address,
location, gender, age, phone number, public profile, etc.

Thus, all of the above represent that there is no option
in the “security & privacy setting” [ see the table.3] to
identify the clone attacks on Facebook i.e., a social media
platform, and only detection methodologies with different

accuracies are available in most of the previous researches.

Table.3: Various Threats along with Solutions in the Social

Media Platform
Threats | Cyber | Online | Identif | Fake Face | Phishin | Spam
1 Bulley | Predat | y | Profiles | Recognit g mers
XSolution ing ors | Clone ion Attack
Attack
D
Authenticati X J J J X J J
on
Mechanism
Security & J J X J J X J
Privacy
Setting
Fake Profile N X J J X X N
Detection
Coned X X J J J X X
Profile
Detection

In previous research, researchers are using different ML
algorithms in which most of the experimental analyses are
based on past trends and present trends algorithms of ML
with different-2 datasets of Facebook, Twitter, etc. In my
opinion, there is a very limited number of experimental
analyses with the future trends algorithms of ML which
covers Deep Learning (CNN and RNN) and reinforcement
learning. Only Nasir J.A. ' used the concept of deep
learning for experimental analysis with a specified dataset.
Also, Researchers can improve the recent ultra-model of
security products or can enhance security before any
activity.

4. Assessment of Review

In order to identify fake accounts and cloned attacks on
social media platforms, we are employing the RBM_CNN
Fusion method. According to this approach, I have taken
a victim named Rupa and a cloned Rupa and sent the
request to Rupa's family, relatives, and friends. Also, there
are two more cloned Rupa's family, relatives, and cloned
Rupa's friends, they both also send the request to Rupa's
family, relatives, and friends. If anyone accepts the request
then information is visible to attackers, and they will also
get cloned. Now attackers collect the information about
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Rupa and send the request to Rupa and her friends. To
eliminate such kinds of issues or cloned attacks, we are
using two deep learning methods RBM (Restricted
Boltzmann Machines) and CNN (Convolutional Neural
Network), and one more RBM_CNN Fusion Approach.
Also, there is a comparison among all these three to
measure the performance.

The following are the objectives of our research:

e To access the Social Dilemma dataset as input

e To identify the predominant parameters for
detecting fake accounts effectively and
optimistically.

e To train the deep learning model by bringing out
the latest technology-based DL methods and
algorithms i.e., the RBM_CNN Fusion approach
with the help of the latest dataset.

e To develop a DL-based method (combination of
RBM and CNN) on a benchmark database.

e To compare the result of the RBM_CNN Fusion
approach (and also to analyze the data visualization
through the pictorial view) with the result of
previous research like SVM, Naive Bayes, CNN,

etc.
Table 4. Gap Analysis

Authors Year Research Gap

Mohamm | 2018 It can recognize the clone accounts

adrezal but ids cannot be detected because of
less datasets.

HAYAT 2019 It cannot provide much effective and

M.K.Y reliable data due to more and more
SMA problems

Islam 2020 False information and forgery news

M.R.9 are still happening at a very large
level. It's an active topic and still,
and research is going on.

Nasir 2021 It can be used only for specified data

JAM sets for forgery news classification
because of the more complex neural
network.

Kavin 2022 Here, performance is identified with

B.P3D user-based and  content-based
features only. SVM is better but only
with a limited dataset and also
implemented only on Twitter i.e.,
one of the social media platforms.

Saravana | 2023 Here ML algorithm and big data

nA’? map-reduce techniques are used for
fast execution but it was not
implemented on real-time datasets.

5. Architecture of Proposed Approach

The connecting media heavily utilizes a social media

platform, which is what we'll employ. Following is the
architecture in Fig.9 of the RBM_CNN Fusion approach
in which there are two types of filtering one is
collaborative filtering in RBM and the second one is
filtering in CNN. Through collaborative filtering, we are
extracting the features as output and that output will work
as an input for CNN to enhance the collaborative filtering.
Now we will get the final output either a fake or real
account and the information goes to the admin. After that
admin will send an alert message to the user if there is any
fake account detected. Also, the admin will block such
kinds of identities permanently or will represent them as a
message i.e., suspicious identity.

datasetasa

: RBM classifier Collabqrauve
input filtering

Y

Output / Extracted features

Create graph to
represent the

performance
Alert message
use CNN to
Fake enhance
account collaborative

user  —— Admin

fitering

information
goes
to admin
whether yes orn

Admin will block
such kind of identities
permanently/ will show a
suspicious identity

Fig. 9 Architecture of RBM_CNN Fusion Approach

The proposed system includes the following
methodology:
e Data Extraction i.e., Facebook Latest Dataset
(Kaggle.com)

e Data pre-processes through one-hot encoding

e Data Partition: Training dataset (70%) and
Testing Dataset (30%)

e Building RBM CNN Fusion Model which
consists of two input layers, multiple hidden
layers, and 1 output layer with activation
function ReLU at the hidden layer and Softmax
at the output layer.

e Training and Testing datasets are applied to
RBM_CNN Fusion Model

e Evaluating for accuracy

e Compare the result of the “RBM_CNN Fusion

-2018 -
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Approach” with the previous latest research->
best result means high accuracy.

6. Result

Our survey result shows that we can have two options
to improve security or for the detection of cloned attacks
and fake profiles. First, we can provide security at the time
of registration on any social media platform. At present,
we are using a pin or a password for signup to the social
media platform but we can have a real-time face
recognition password at the time of registration. Second,
we can detect and prevent social media platforms to
identify cloned attacks and fake accounts by improving
the accuracy of the result as compared to previous related
research. Day-by-day data is increasing so we cannot
provide 100% security but by using big data map-reduce
techniques and deep learning algorithms, we can enhance
security.

The result of our proposed approach will enhance
security by detecting cloned attacks and fake accounts
using the RBM_CNN approach i.c., a fusion approach.
Also, it is a combination of two deep learning algorithms
which is very suitable and best with the latest big dataset.

7. Conclusion

Clone accounts can be identified using a variety of
machine learning (ML) or deep learning (DL) based
approaches [36] or models, according to prior or previous
years’ research on social media platforms. There are
various experimental analyses through ML. Some of them
are not using real-time datasets and have higher accuracy
with limited datasets, some are using the latest dataset but

these have less accuracy than the previous implementation.

According to my survey, social media platforms can still
be hacked on a large scale. Researchers tried to resolve the
same through third-party verification, but the public still
faces the problem of hacking the accounts. Here, we are
using real-time data sets and the Fusion approach which is
a combination of advanced ML and DL algorithms i.e., the
RBM_CNN Fusion Model through which we are finding
an efficient and high-accuracy result. There is no previous
related research available with the same approach till now.
however, we cannot find fully accurate results because of
the streaming data on social media platforms.

8. Future Work

In the future, it will generate additional vigorous and
effective security outcomes for finding out the forgery
profiles, clone identity attacks, fishing attacks, spammers,
and other threats, etc. due to the increasing number of
cyber threats. Also, Researchers can improve the recent
ultra-model of security products or can enhance security
before any activity in social media platforms.

Several people's attributes like the Resemblance
between Facebook Liking and other digital information

like browsing histories, exploration inquiries, or buying
histories advise that the ability to show the user's specific
is unlikely to be limited to preferences. Additionally,
several attributes were predicted that contain appropriate
training data, it may be probable to tell other attributes as
well.
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