SN KREZZ2MTIER Y R b

Kyushu University Institutional Repository

MREEFTRE R EMIEIRICEL 27 VY IVZERE - BUES
DIREY

PR, Rt
MRS EREBFRERL Y 5 —

https://hdl. handle. net/2324,/7183341

HhRIEER : 2024-03-08. Saga University Computer and Network Center
N— 30

HEFIBIGR -

KYUSHU UNIVERSITY




20249F3H8H
IEEXFREEHREERT > Y —
AR RS

*ﬁuft_l‘ﬁ“‘éfok:’fi& BHRIC KD
> )VFESE - BB EEORE]

FER SREE
TUMNKZE BB EAFREFE T > 5 —

ito.eisuke.532@m.kyushu-u.ac.jp



S XH=

Qul

« KIARIIFERREEDSTAX - JZ2 T -2 a>HhHERAFT E U THFEFR T,
« WINKRZF(ESTD [TZHILVZEIEAL (&, TETEBEHTUVEWEERETTY,
« XEFXLEIZBIFIRDT, ZHEBWNZIZIFD LMD ET,



2024F3H8H
IEFBEREFRSBHREET 5 —

RETREES > IRZ D I

1. (FUSIC

L FUSIC

BB IitT & S T

L T VREETOEREMS
FHEt & E%E

SMES T A

. AROT A >

. HNHDI(C

NoOouTs N




1. (FO&IC
C

(CEEHY ¥ - ETABE

- BIZEIROIZHNERIE ' S8 . PUGIEES
- DJDOF>izFEEER (20214:108)

. FTHIUT +BESHEE s #fn, JL>y bh—FR

- =
BBARIBY—EX - HEENN R T — R AN = I*'T\/

N e Foy b (X, 1RR)
_ gl - BEIEFSYIMELT, RT—
RR>TEOEW, S8 - KA b
- ZOR, IMMEBTEERIERERR TS .
O, IR CORER it SERDT  EWAEF—, %

XU [F4EEE] DHEK. HA [EKESE] THRMALERPIEE.



AFEXROANE

« BiE : 25U UIEEER " U TCTANY— MR TEIR
— ICH— REALN, B4 EmHfEl
- EFITDIONHEE ERICEENID)
- ANREZEIENTENUTE,

« KAEXRDAE
— BERANSTITSAIORET
- T REEIDOEREFDOIAME L
- SKIRGE EFIT - IRELEIBDESE
- AT LDEE (EH)



2024F3H8H
IEFBEREFRSBHREET 5 —

RETREES > IRZ D I

2. BEhERIMN & ST1THH)

L FUSIC

BB IitT & S T

L T VREETOEREMS
FHEt & E%E

SMES T A

. AROT A >

. HNHDI(C

NoOouTs N




2.1 JSON Web Token/Signature/Encryption (JWT, JWS, JWE)

* Web2 — EX(CH T DFIAEDESEIEDENZELDTZED (CE A
« FIAEFNEE, SRnIABEDERZRITFI DED > Token

* Token'|BE¥k7ZJSONC ECIR

* JSON’Z Base64 URL Encoding

FIFHBEEREE - Bl% JSON Payload EL T
ID Token > JWT > JWS
i=e=y]e

JWE




2.2 \Verifiable Credentials (VC) by W3C.

« Verifiable Credentials = [NBZIREE0lae/AB S EIERL DT>~ )LAERE ]
— VCT—74(&, JSON, JWT, JWS, IWE Fe, Ttk = A85E

o [F4TE] (Issuer) H' [{RIFE] (Holder) (CXF U THFH1T U=SEBAZE (Credentials) %,
[#R5EH] (Verifier) H'REE T = D87,

* Verifiable Data Registry : :ikB!F o852, EDAMEEET —~ DIERIARIEZ T T,

b Holder )
Issuer Issue _° E Send Verifier
(G ViEs Credentials Acquires, stores, Presentation Ve Eem WIS
) presents VCs )

Verify Identifiers Register Identifiers Verify Identifiers
and use Schemas and use Schemas and Schemas

Verifiable Data Registry
Maintains identifiers and schema

Figure 1 The roles and information flows forming the basis for this specification.
H B8 : Verifiable Credentials Data Model v1.1 (W3C)

https://www.w3.org/TR/vc-data-model/ (§#%77/7712.X 2024/2/14)
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- XA FTH— RICKDARANMERR

« QRO — R CHEABEREH Rz IRt > BA CEIEEZR5E 0] 6
— SHC (SMART Health Cards) A74&
— VDS-NC (Visible Digital Seal for Non-Constrained environment)
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- 11— RTHYE?
- #EFIDFI— KT, ISONT—4

- F17E, ERBHROIERE, BLXAHANPNER, KCEBRLDIREICH
IR FHEDURL
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https://www.digital.go.jp/policies/vaccinecert/faq_06
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https://www.digital.go.jp/policies/vaccinecert/faq_06

2.3 EB/\A )L EER LTI

* ISO/IEC 18013-5:2021
Personal identification — ISO-compliant driving licence — Part 5: Mobile driving licence (mDL)
application

— https://www.iso.org/standard/69084 . .html

Trade-In ID
Token for
~Identity Data

E—EB) Trust Lists
i

o4 PR
Human Identity Verification

Standardized
Exchange of ID Token

David Kelts, The New Mobile Driver Licenses — How to Use ISO 18013-5, Apr 24, 2019.
https://medium.com/@dkelts.id/mobile-driver-licenses-mdl-how-to-use-iso-18013-5-5albbcla37a3
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« I— X =Y 7J7 Queensland Digital Licence app

— https://www.qld.gov.au/transport/projects/digital-licence
— 202FENSEME. /CA/R— |, Driver license, Birth Certificate (X4 5IERR)

« EU. BRI CTHIARIEERTZZILIDFRIT CHEER
— https://www.jetro.go.ip/biznews/2023/07/66bc431cbb8dc76a.html
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- BO5IRE, FIYILEEREFE (FET) , WAL EOERT—4,
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« HRTEDTZH)VERREFE PE(F202286(C2EE RN
— https://ascii.jp/limit/group/ida/elem/000/004/067/4067464/
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e SAML Response CiR
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\

My Number Smart Univ. VC Shib.
IC card Phone Issuer IdP
NFC Y1 F+h—K /
< Touch, PN
.NB.’F!S..?'.‘T.’!.Q?!Y..,
*Aiﬂ% - BAE®
. Request credential >
< Redirect to IdP with SAML_Request |
Forward SAML Request I S
Promet T
OPW >
.§AM.L..Bs.%een.ss.ﬂ.'.'?..mﬁ'.'..@TE.‘T!‘@ ....................... '
Forward SAML_Response >:
' Create |
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"iss": "https://iss.kyushu-u.ac.jp/issuer",
"nbf": 1522508400,

EEEHEEEEEES

meaux$0¥$rggﬁ& 62217
@{
t

"exp'": 1711897199,

"iat": 1694659887,

“VC": {
"type": ["https://studentid.cards"],
"credentialSubject": {

"sidVersion": "0.1",
"name": [{"use": "usual", "family": "Kyudai", "given": "Taro"}1],

"nameKanji": [{"use": "usual", "family": "JLX", "given": "XEB"}],
"nameKana": [{"use": "usual", "family": "Fa1454", "given": "FOI"}],
"birthDate": "2000-10-01",
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"admissionYear": "2021£",
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Flutter (Dart=:8)

EJA TR =

BUWTWAIFr9—

X main.dart lib
FLUTTER_APPLICATION
> .dart_tool
> .idea
> android
> build
> ios
v lib
N clear.dart

iss.dart

main.dart

sprint.dart

verify.dart
linux
macos
test

web
windows

flutter-plugins

flutter-plugins-depe...

.gitignore

.metadata

I analysis_options.yaml

flutter_application_5...

pubspec.lock
pubspec.yaml
README.md

> PIRSAY
> 91L31>
> DEPENDENCIES

®2A20124 WO £

& L flutter_application

\ main.dart X

lib > main.dart > ...
import 'package:flutter/material.dart’;
import 'iss.dart';
import 'sprint.dart';
import 'verify.dart';
import 'clear.dart';

Run | Debug | Profile
void main() {

runApp (MyApp());
}

final Color customColor = OColor(@xFF85023e);
final Color customColor2 = OColor.fromARGB(255, 70, @, 32);

class MyApp extends StatelessWidget {
@override
Widget build(BuildContext context) {
return MaterialApp
title: 'Flutter Button Navigation',
theme: ThemeData(
primarySwatch: BEColors.blue,
), // ThemeData
home: HomePage(),
7 // MaterialApp
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