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Abstract

Nowadays machine learning techniques, which allow us to make inferences based on col-
lected data, become increasingly important for various domains. Therefore both theoretical
and practical research and development on it are also important.

In this thesis, we treat both theoretical and practical topics. As a theoretical topic, we argue
on performance of a probability density estimator based on the minimum description length
(MDL) principle, called MDL estimator. An MDL estimator is induced by a two part code
which is a kind of universal code. An important property of MDL estimators is that a statistical
risk of an MDL estimator is bounded by using the redundancy of the two part code which
induces the MDL estimator. Therefore a method of constructing a two part code with small
redundancy leads to an MDL estimator with high performance. There is a well known method
of constructing using the Fisher information matrix of the target class of models. However
it have focused on only exponential families, and a construction of two part codes good for
non-exponential families has not been known.

We improve the construction of two part code so that the two part code has small redun-
dancy for non-exponential families under some regularity conditions. We also provide perfor-
mance guarantees for the MDL estimator induced by the improved two part code. Further we
give examples of non-exponential families for which our method works well, mixture families
and contaminated Gaussian families.

Our construction of two part codes is based on model enlargement by using fiber bundles
of local exponential families. In analysis for contaminated Gaussian families, to give an upper

bound of statistical risk of our MDL estimators, we also use a technique of using typical sets.
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Abstract 5

Further we discuss the determinant of Fisher information of Gaussian distributions. This will
help us to study on MDL estimatiors for Gaussian mixture models, which is an important
example of non-exponential families.

As a practical topic, we argue on an application of machine learning for cyber security. In
particular we discuss network intrusion detection system (NIDS) based on machine learning.
NIDSs monitor network traffics and detect anomalies or suspicious behavior in it. When an
NIDS detects such anomaly or behavior, it issues an alert which provides security operators
with information useful for security operation to defend the network.

Since new approaches of cyber attack are emerging one after another, NIDSs should be
updated so that they can detect new atacks. However designing detection rules usually re-
quires expert’s knowledge and time, and it is hard to update NIDSs quickly. Machine learning
approach may ease this difficulty. If we have dataset of captured traffic including activities
of cyber attacks, machine learning models may be possible to learn rules to detect the attacks
from the data. This approach requires appropriate dataset. However experts do not need to
design new their handmade rules and can focus on more critical roles in security operation like
detailed investigation of detected malicious activities.

In this thesis, we propose a machine learning based approach for NIDSs which is based on
packet-level classification task. In our approach, we use features extracted from each captured
packet as input of a model and judge whether each traffic flow is malicious or not based on

classification results for each packet in the flow.
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Chapter 1

Introduction

The main topic of this thesis is on the density estimation problem. In statistical inference or
machine learning, the density estimation is an essential problem, where we estimate a proba-
bility density function behind of given data. In this thesis, we argue a density estimator based
on the minimum description length (MDL) principle. The MDL principle [1] supposes that
minimizing the code length, which we need to encode given data, leads to a good estimate for
the distribution behind the data.

We call density estimates based on the MDL principle as MDL estimates. We also call
density estimators which map given data to the MDL estimate as MDL estimators. An MDL
estimate for given data is defined as a minimizer of a code length of a two part code for the
data. We argue performance guarantees of MDL estimators in this thesis.

Another topic of this thesis is an application of machine learning to cyber security. Detect-
ing cyber attacks is crucial to execute appropriate actions for the attacks. Monitoring network
traffics is a basic process to detect cyber attacks. However investigating all monitored traffics
manually is impossible, because the amount of the traffics is usually too large. Therefore a
system which automatically detect suspicious behaviors in the monitored traffics is required.
In this thesis, we develop such a system based on machine learning and provide experimental

results using a bench mark dataset.
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Chapter 1 Introduction 7

1.1 MDL estimation

First, we provide an introduction the main topic of this thesis on MDL based density esti-

mation.

1.1.1 Motivation

There is an important property of MDL estimators known by the Barron-Cover’s theorem
[2,3]. The theorem claims that their losses measured by Rényi divergence [4,5] have an upper
bound given by using redundancy of the two part code which induces them. This fact implies
that when we design a two part code whose redundancy is small, we obtain a good MDL
estimator. This provides a justification of the MDL principle.

Then, we should design a two part code whose redundancy is as small as possible to obtain
a good MDL estimator. When we assume that the true distribution belongs to a certain target
class which is represented by a parametric model M, redundancy of two part codes is bounded
by using another notion of regret with respect to M. Under this assumption, a design of
two part codes based on Fisher information of M is known [6, 7]. It is known that if M is an
exponential family, regret of the two part code is close to minimax optimal. This fact provides a
sufficiently small upper bound of redundancy. Therefore, we can obtain a good MDL estimator
for exponential families by using the two part code. However, the target class M is often a
non-exponential family in practice. Then, it is needed to develop a novel design of two part

codes whose redundancy can be shown to be small for non-exponential families.

1.1.2 Contributions

In this thesis, we develop an improved method to construct two part codes such that we can
show a small upper bound of their redundancy also for non-exponential families which satisfies
certain conditions. The improved two part codes allow us to obtain good MDL estimators for
both of exponential and non-exponential families. Then, we evaluate upper bounds of redun-

dancy of them. By using Barron-Cover’s theorem, we also evaluate upper bounds for losses of
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Chapter 1 Introduction 8

MDL estimators induced by them. Further, we provide an example of non-exponential families
to which we can apply these result directly. The example is mixture families.

Further, we discuss another example of non-exponential families, contaminated Gaussian
location families. This families do not strictly satisfy some conditions we require. To overcome
this problem, we introduce a kind of typical set. We can show that the conditions are satisfied
under an assumption that given data belongs to the typical set. We also introduce a conditional
form of Barron-Cover’s theorem. By using it, we establish a performance guarantee of MDL
estimators for contaminated Gaussian location families.

The third contribution is a study on Gaussian distributions. The upper bound of regret
obtained for two part codes based on Fisher information we use have a term of the logarithm
of the integral of the square root of the determinant of Fisher information. This term must have
a finite value. To evaluate the integral, we introduce a special parametrization for Gaussian
distributions whose parameter includes eigenvalues of covariance matrix directly. It is shown
that a restriction of the range of eigenvalues of covariance is needed for that the integral has a

finite value.

1.2 Machine learning based cyber security

Network intrusion detection systems(NIDSs) are systems which monitor network traffics
and detect malicious behaviors in them. NIDSs takes an important role in cyber security. When
they detect a suspicious behavior, they report an alert including information on the detected
behavior. Experts of cyber security can use the alert to focus their resource on investigating
important traffics.

NIDSs have their rule to detect malicious behaviors. The rules should be updated when
new kinds of method of cyber attack appears to detect them. However the updating the rules
usually takes a cost. It requires time and skills of experts of cyber security to design a rule for
detection a new kind of attack.

Machine learning approach will be helpful. We can automatically obtain rules for detection

a new kind of attack by training a machine learning model using the data including the attack.
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This approach does not require experts to design new rules manually. Therefore the experts
can focus their resource on practical actions on detected attacks.

In this thesis, we propose a machine learning based NIDS. Our NIDS is based on packet-
level classification and consolidating them. Our experimental results show that the proposed

system can achieve high classification performance.
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Chapter 2

Improved MDL Estimators Using Fiber Bundles of

Local Exponential Families

2.1 Introduction

The density estimation problem is investigated. Given a data string x" = (xy, X, , X,)
drawn from an unknown p*, we want to estimate p*. We consider density estimation for
parametric families, based on two-part codes in accordance with an instance of the minimum
description length principle [1]. A two part code is used to compress the data string x", where
the first part is an encoding of a density and the second part is an encoding of the data by
the Shannon code using that density. In a parametric family M = {py : 6 € ® C RX}, a
density is described by an encoding of its parameter values. We choose the density which
gives the minimum code length of the two part code. In this way we can design an estimator,
which is called as an MDL estimator. We examine the information theoretic regret and the
statistical risk of these MDL estimators. The statistical risk of an estimator is the expectation
of the loss of the estimator. We employ the Rényi divergence [4] as the loss function. It is
known that if the true density is in the parametric family, then an upper bound of the risk of an
MDL estimator is given by the expected regret of the two part code which induces the MDL

estimator [6,7]. Hence, if we design a two part code which has small expected regret, then the
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Chapter 2 Improved MDL Estimators Using Fiber Bundles... 11

MDL estimator enjoys a corresponding risk bound.

Through this paper, the symbol log denotes natural logarithm and we measure code length
with nat. We allow code lengths to be a real value and to be considered over a non-countable
set. These settings allow us to consider the Shannon code length —log p(x) for encoding x
in some sample space X corresponding to a probability distribution p over X. Note that in
this setting, we implicitly quantize X independently on the distribution p and consider the
code length for the quantized version. The effect of the quantization can be ignored in the
comparison between distributions.

Let x* denote a string of n samples x" = (x1,x,,---,x,) € X". The regret of a code
REG(p™; M, x") is defined for each x" by the difference of its code length represented as the
Shannon code length —log p®™(x") from the minimum of the Shannon code lengths for densi-
ties in the family M, which corresponds to the maximum likelihood value of the parameters.

In this paper, we assume p* belongs to the K dimensional parametric model M. We try to
obtain the risk bound of MDL estimators through evaluating their regret bounds with respect
to M. It is known that when M is an exponential family, by using a quantization of M with
its precision and shape determined by the Fisher information matrix J(6), a two part code can
be constructed which enjoys the regret close to the minimax regret with respect to M. In fact,

Griinwald [7] gave an upper bound on the regret of such a code in the following form:
K Ka?
S logn +log f|J(0)|”2d0 + Ta _Kloga+ o(1), Q.1
)

where o(1) is a value which converges to O when n goes to infinity, and a, which is an arbitrary
positive constant, is a parameter of Griinwald’s coding scheme. Note that the upper bound is
minimized at a = 2.

The minimax value of the regret min,w maxex» REG(p™; M, x"), where the minimiza-
tion on p™ is taken over all distributions over X", provides a criterion of optimality. It is

known that the minimax optimal code with respect to M is the normalized maximum likeli-
(n)

nm

hood (NML) codes whose code length is —log p_ -, the Shannon code length corresponding to
the distribution with density pf]';’r)ﬂ(x”) o max,ep p(x") [8], which achieves the uniform regret

for all x". The code length of the NML code is called the stochastic complexity of the data
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Chapter 2 Improved MDL Estimators Using Fiber Bundles... 12

with respect to M. The NML code is the optimal in terms of the regret. However it does not
induce a density estimator.

The upper bound (2.1) is close to the asymptotic evaluation of the minimax regret given
in [9, 10] under certain regularity conditions, which is
s

Klo
g27‘(

5 + log f 1J(0)]'d6 + o(1). (2.2)
e

This means that the two part code for an exponential family is close to the optimal code in

terms of regret. To obtain a risk bound of a two-part MDL estimator, we may slightly modify

the code. In concrete, we simply multiple the model description length by a constant @ > 1.

For @ > 1 (allowing for no modification with @ = 1) the regret of the modified code has an

upper bound of the following form.

a(g logn + log f|J(9)|‘/2d9 ~ Kloga) + ko, o(1). (2.3)
0 8

This regret bound is also close to the minimax regret, for @ near 1. This leads to a suitable

upper bound for the risk of the MDL estimator.

The asymptotic regret bound (2.1) is shown only for exponential families. It would be
desirable to establish two part codes for non-exponential families with the same asymptotic
regret bound.

One could consider the same quantization as for exponential families. However, that would
suffer an increase of the regret caused by the difference between Fisher information and em-
pirical Fisher information, which is related to the fact that the model is not an exponential
family.

To overcome this difficulty, we use a model enlargement technique using both Fisher in-
formation and empirical Fisher information, which corresponds to a fiber bundle of local ex-
ponential families [11]. We design a new two part code using the enlarged model which has
the same asymptotics as the bound for the exponential family case.

Analogous concerns have arised previously [10] in the context of identifying the asymp-
totics of minimax regret (2.2) using Bayes codes, based on the prior of Jeffreys (with boundary

modification). This Jeffreys prior works for the minimax regret for exponential families, but
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to handle smooth non-exponential families as in [10, 12—14] a slightly enlarged family is used
with local exponential tilting (a fiber bundle) based on the discrepancy between Fisher infor-
mation and empirical Fisher information. The present paper establishes that a similar fiber
bundle allows two part regret conclusion do similarly carry over from the exponential family
case to the non-exponential case.

The regret bound (2.3) leads to the risk bound of the MDL estimators, owing to [2,3,7,15—
17], of the form of

Exnpdy(p||Pxn) < %(g logn + log f@u(e)vﬂde ~ Kloga) + Ié—f + 0(%) (2.4)
where py» denotes the MDL estimate obtained by the data X" and d, is the Rényi divergence
of order A (we assume 0 < A < 1) which is used as the loss function for estimators. Note that
a must satisfy @ > 1/(1 — Q).

We also show that the mixture families satisfy the assumptions we need to construct the
improved two part code. Then, the MDL estimator induced by the two part code for mixture
families has a nice risk guarantee. A mixture family is defined as the family of convex com-
binations of known probability densities. These mixture families provide typical examples of
non-exponential families.

The primary scope of this paper is estimation in a single parametric family, but we can use
the result of this paper to solve the estimation problem for multiple families, which includes
a role for the model selection. In fact, by introducing a three part code where the first part
is to encode which family and then a two part code within each family, we can construct a
code based on the multiple models. Then we obtain an MDL estimator based on the multiple
models. The risk of such estimator is bounded by using the upper bound of the risk of the MDL
estimator on each model which is provided by (2.4) with an additional term for the description
of the models. Such estimator allows us to select a model as well as to estimate a density with
a guarantee of the risk. This risk bound will exhibits the trade-off between complexity of the

models and the accuracy of their approximation.
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2.2 Preliminaries on code length and probablity distribution

In this section, we provide an introduction on the relationship with code length function

and probability distributions, which is an important background of the MDL estimation.

2.2.1 Relationship between code length functions and probability distributions

Let X be a measurable set and M be a set of probability mass or density functions over X.
Wecall [ : X — (0, o) as a code length function over X. This means that we consider /(x) is
a number of nats used to encode x € X. A code with the code length function / is a function
which maps each x € X to some nat string. We naturally require that the code is uniquely
decodable. In other words, there should exists an inverse function of it. Now we assume that
X is countable. It is a well-known fact that there exists some uniquely decodable code with the

code length [ if and only if the following Kraft’s inequality holds:

Z e < 1.

xeX

Let p be a (sub) probability mass function over X. We can easily see that the code length

function defined as

I(x) = —log p(x)

satisfies the Kraft’s inequality. We call the code length function defined by p as the Shannon
code length corresponding to p. Conversely when we have a code length function / which sat-
isfies the Kraft’s inequality, we can always regard it as the Shannon code length corresponding

to p defined by p(x) = e '™,

2.2.2 Non-integer code length

If we consider construction of a real code, code lengths of it should be an integer. However
the Shannon code length /(x) = —log p(x) is not always an integer. In this thesis, we always

allow such non-integer code length without rounding up.
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This can be justified in terms of the average code length per sample. In concrete, we regard
a probability mass function p over X as a probability mass function p™ over X" under the i.i.d.
setting for each n. That is, p™(x") = [T, p(x;). When we encode x" € X", we use the Shannon
code lengths [ (x") = —log p™(x") = — Y., log p(x;) with rounding up [I™(x")]. This code
length satisfies [™(x") < [I™(x")] < [™(x") + 1. By dividing each side by n and taking
expectation under X" ~ p i.i.d., we have Ex_,I(X) < Eanp(n)(l/n)l—l(n)(Xn)-l < Ex ,l(X) + 1/n.

Therefore,
. 1 (n)yn
lim ZEX”N‘DM) |—l (X )] = EX~pl(X)

holds. This implies that the difference between the expected average code length per sample
based on rounding up [™(x") and the expected code length for single sample based on I(x)

without rounding can be negligible, when n is large.

2.2.3 Code length for a non-countable set

In estimation problems, the set X is often non-countable. Even in this case, we can work
with the Shannon code length /(x) = —log p(x) defined by a probability density function p
over X. This can be justified by considering implicit quantization of X.

Let {A; |i = 1,2,---} be a cover of X such that inf,cx, p(x) > 0 and |A;| = fAi dx > 01is
well defined for each i. As long as we consider only distributions with the same support, such
cover can be constructed independently on the distribution p. We also take an arbitrary point
x; € A; for each i. Then we define pa(x;) = inf e, p(x)|A;] for each i. This function p, is a sub
probability mass function over {x;, x,, - - - }. Therefore there exists a uniquely decodable code

with the following code length function
Ia(x;) = —log pa(x;) = —log ;2{ p(x) — log|Aj. (2.5)

The term — log|A;| is independent on p. Therefore when we compare the code lengths between
different distributions, we can ignore this term. Taking the limit as the cover {A;} becomes

infinitely fine and ignoring the second term, we have a function over X, /(x) = —log p(x). This
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function may take negative values. This is caused by the ignoring the second term in (2.5). In
the context of the MDL estimation, code lengths are usually evaluated in the form of difference
between two codes. Therefore for our purpose, we can regard this function / as The Shannon
code length function over the non-countable set X even if it takes negative values.

Conversely when we have a function / satisfies

f g < 1, (2.6)

we can regard this as a Shannon code length function corresponding to a (sub) probability
distribution p based on the above discussion. The inequality (2.6) is a continuous version of

the Kraft’s inequality.

2.3 Two part codes and MDL estimators

In this section, we review the notion of two part code and MDL estimator. Then, we review
some results on the risk of MDL estimators.

An important result is the one given by [2,3,7, 15-17]. It states that the MDL estimator
induced by a two part code has an upper bound on its statistical risk which equals the redun-
dancy of the code, that is, when the redundancy of the two part code is small, then the upper
bound on the risk of the MDL estimator is small. Hence, to obtain a good MDL estimator, we
should construct a two part code which enjoys a small redundancy.

We note that the original form of risk bound in [2] is given by the index of resolvability,
which is an upper bound on redundancy and is related to the trade-off between complexity of
the models and the accuracy of their approximation.

Let X be a measurable set, M = {py : 6 € @} a parametric model of probability densities
over X, and {#,} a sequence of countable sets of probability densities over X. Usually each #,
is assumed to be a subset of M, but it is not always assumed. For a probability density p over
X, we let p(x") = []_, p(x,), i.e. we assume x" is i.i.d. Further, for each n € {1,2,.. .}, let L,

be a code length function satisfying the Kraft’s inequality on #,. For a fixed @ > 1, we define
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Chapter 2 Improved MDL Estimators Using Fiber Bundles... 17

a code length function Lf;') on X" as

LY (") = m;n(— log p(x") + aL,(p)). 2.7)
pePn

. Lo . .. .
Since e ) < 315 p(x)e 1P, we can see that Lig) satisfies Kraft’s inequality on X" (2.6).

When x" € X" is given, let p = p,» denote the minimizer of (2.7), i.e.

P = po = arg m;_)n(— log p(x") + aLn(p)).
pePn

Note that p(x") always means p,.(x"). Then, we can interpret LE’;) as the codelength of a two

part code, i.e. we encode p with the code length aL,(p), then we encode x" by the Shannon

(n) (m)

code corresponding to p. Let pi,’ = Piyopar

denote the sub probability distribution over X"

corresponding to LES) as

PR = e = e P,

n

Remark: We have used the superscript (n) in notations like ng) and pgp) to emphasize the fact

n

that they are functions over X" not over X. In particular, we remark that pip)(x”) does not mean
the i.i.d. density represented as a production of densities given by a distribution over X. We
often use the same superscript when we consider notions related to X" or distributions over
X"

The code length function Lfl';) depends on (?,, aL,) for each n. Hence in this paper, we call
a code with code length function Lﬁg) as “two part code LE;) based on (P,, aL,)”. We call the
function which maps x" to p,» as the MDL estimator defined by the two part code Lﬁg) based
on (P,, aL,).

It is known that a two part code with small redundancy gives a good MDL estimator. To
state it, here we give the definition of Rényi divergence and redundancy. Rényi divergence of
degree A € (0, 1), which is a measure of differences between two probability densities, between
p and ¢ defined as
@ )1—1.

- 1
di(pllg) = ~7— log Ep(p(X)
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The Rényi divergence is an increasing and continuous function of A, and the limit lim,_,; d,(pllq)

equals the Kullback-Leibler divergence below.

pX)
D(pllg) = E, log ——.
"0
Define the redundancy of a Shannon code corresponding to p with respect to p* as

@ (p* )y — P X"
RED™(p", p) = Eyr_|log pw)(Xn)]'
This is same as the Kullback-Leibler divergence D(p*||p™) when we regard p* as a distribution
over X" under the i.i.d. setting. We define

RED(n) = sup RED"(p", p{,)),
preM
if it is finite. When
RED(n)
m =

n—oo n

0, (2.8)

the two part code is a universal code for M.

The following theorem holds.

Theorem 2.1 (Barron and Cover 1991, Li 1999, Zhang 2004, Griinwald 2007). Let p* be an
arbitrary probability density over X. For arbitrary a > 1,1 € (0,1 —a™'],P, and L,, the MDL

estimator defined by (P,, aL,) satisfies the following inequalities.

7 K[| 2e 1 n * n . *|) = 1 =
Exo-pda(pllpx) < =RED™(p", pl2’) < min(D(pl|p) + ~La(p)). (2.9)
n PEP, n

n

The last side of (2.9) is the index of resolvability. We provide a proof in Section 2.9.1.

If (2.8) holds, Theorem 2.1 implies that the risk of the MDL estimator defined by this
two part code converges to 0, uniformly for p* € M. This kind of result on MDL estimators
first appeared in [2], where the bound is given as the index of resolvability and the squared

Hellinger distance d(p*, p) = [({/p* ()= +/ p(x))°dx is used instead of the Rényi divergence.

That theorem and its proof have been improved in [15] and [16]. Theorem 2.1 is of the form
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in [7]. The book [7] also provides a historical note on this theorem. The bound in Theorem 2.1
includes the bound in terms of the squared Hellinger distance, since d,zi(p*, p) < d, 2(p*llp)
holds. The bound in terms of a-divergence D,(p*||p) = 4/(1 —a?)Ex- (1 — (p(x)/ p*(x))1+®/2)
is also included, since D_,(p*|lp) < A~'d (p*||p) holds.

A probabilistic performance guarantee is also known [3, 18].

Theorem 2.2 (Zhang 2006, Chatterjee and Barron 2014). Let p* be an arbitrary distribution
on X. For arbitrary a > 1,41 € (0,1 —a7'],b > 0, P, and L,, the MDL estimator defined by

(P, aL,) satisfies the following inequality.

L )
Pr{d(p'llfxe) > ~ log 45

where Pr is measured with X" ~ p*.

This theorem provides an upper bound, which is exponentially small in 7, on the probability

of the event that the loss exceeds the value

~log pi(x") — (= log p"(x"))

by b.

We provide a proof in Section 2.9.2.

Theorems 2.1 and 2.2 imply that a two part code which enjoys a small regret provides an
MDL estimator with small loss (with a high probability) and risk, because a code with small
regret shows a small redundancy as well. Hence we pursue a two-stage code with small regret

for non-exponential families.

The regret of a code p with respect to M and x" is defined by
REG(p; M, x") = max{— log p(x") — (— log q(x"))}.
geM
Then, since the maximum over g € M is greater than at p* € M,

RED"(p", p) < E,-REG(p; M, x")
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holds.

In this paper, we assume that M is a signle parametric model M = {py: 6 € ® C R¥} (K >
1). Griinwald [7] provides a way of constructing a two part code which achieves the regret
bound (2.1). It is close to the minimax value (2.2), for exponential families. In the next
section, we will introduce the way of this construction and show its properties which lead to a
nice regret bound. Further, in the section 2.5, we will develop an extension of this method so

that we can obtain a small upper bound on the regret for non exponential families.

2.4 Griinwald’s construction of two part codes for exponential families

In this section, we construct a two part code (8,, L,) which is appropriate for our goal when
M is an exponential family, following Griinwald [7]. Then, we give an analysis on the code
length of the two part code, which provides the upper bound of the regret of the form (2.3)
close to the minimax regret. This analysis is finer than that of [7] and gives a bound for finite
sample size. In concrete, [7] provides only the asymptotic regret bound with o(1) notation
(2.3) and the strict form of the o(1) term is not shown. Our analysis provides the regret bound

of the form without o(1) notation,

1 K C,Kd>
—REG(p™; M, x") < - logn + log f 1J(O)]'%do + 8—“ — Kloga+r(n). (2.10)
a ® a

tp
The C, and r(n) are determined by some constants related to M and lim,_. C, = 1 and
lim,_,, r(n) = 0 hold. This bound asymptotically corresponds to the bound with o(1) notation
(2.3). However we provide the concrete forms of C,, and r(n). Therefore our bound (2.10)
holds for finite sample size n. This regret bound is shown later in Lemma 4 formally.

In this paper, we assume M is a K dimensional parametric model
M = {p6’ S ®}a

where O is a convex and compact subset of RX. We denote the maximum likelihood estimate

with respect to ® as

0=0(x") = arg max py(x"). (2.11)
6c®
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In this setting, we may assume that ® is a subset of a naturally determined parameter space
©. Here, “naturally determined” means that the space cannot be extended any more. For
example, the probability parameter for the Bernoulli model has the natural range [0, 1] and ®
may be an interval contained in [0, 1]. Then, when 0 is on the boundary of @, 0 is not always
a stationary point of the likelihood function over ®. In that case, the essential maximum
likelihood estimate, which is with respect to , is in @ \ ®. However, in this paper, we always
let the maximum likelihood estimate refer to (2.11) which is with respect to the restriction ©.
First, we put some assumptions on the model M for our analysis. We assume the differen-

tiability of the likelihood function.

Assumption 1. For all x and for all 6 € ©, log py(x) is 3 times continuously differentiable with

respect to 6.

Define the empirical Fisher information matrix by

N v &
Jii(0;x") = —— E 1
(0, x") n L 89i89j og pe(x;)

and let Ji (0; x) denote it for the case of n = 1. Further, we define the Fisher information matrix
J(0) as the expectation of J(0; x) as J(0) = Epgf (6; X). Then, we assume that for all 6 € ®, J(6)

is positive definite and the eigenvalues of J(6) are bounded on ©.

Assumption 2. There exist positive { and A such that for all unit vectors z and for all 6 € ©,

the following holds.

< JO)z< A
Assumption 3. The determinant |J(0)| is a differentiable function on ©.
Assumption 4. There exists Dy > 0 such that

sup |V < D,

|zl=1,6€®

where V, means the directional derivative with respect to 0 to the direction of z.
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Assumption 5. There exist k > 0 and b > 0 such that for all (6,,6,) € @ with |6, — 6,| < b,
the following holds.

Tje
max ZT 01)z <1+ «|6; — 6.
erk\o} 2T J(02)z

To handle the sequences x" for which the maximum likelihood estimate is on the boundary

of ®, denoted by 90, we use the following assumption.

Assumption 6. It is possible to construct a two part code ng)a(x") = —log pg;)a(x”) over

{x" 1 O(x") € AB} based on (7’2,(1L3), such that, for a certain d > 0, for all large n, for all
a > 0, for all x" with §(x") € 60,

1 <a(K—d)

(M, n
b ()l G =72

logn + o(log n)

holds.

Remark: If 0O consists of hyper surfaces in R, for example a surface of a polyhedron or
that of a sphere, it is easy to construct such p&?a withd = 1.

The code we investigate uses a quantization of ® based on the Fisher information matrix.
This quantization, which we quote from Griinwald (Chapter 10 of [7]), originates with the
analysis by Barron [6].

Let®, CO®bea quantized version of ® and P, ={ py:0¢€ ®,}). Further, let L, be a code
length function on ®,. When M is an exponential family of densities, we can show a small
upper bound on the regret of the two part code.

Fix a > 0. Here we introduce the construction of the two part code in [7]. First, we
partition each axis of RX into {[(i — 1)an™®, ian™P)},cz with O < 8 < 1/2. This partition defines
hyper cubes with side lengths an?. Note that Griinwald assumes 8 = 1/4, which is turned to
provide the best bound later in our analysis.

We construct a cover of ® which consists of these hyper cubes. We call the intersections of
O and these hyper cubes large cells. For each x", we define 6y = 65(x") as the center of mass

of the large cell which includes A(x"). Then, for all x", if 6 belongs to the large cell including
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Os(x™"), then

K
10— 6s(x")] < ‘/;“n‘ﬁ

holds. For each large cell S, let 6z be the center of mass of ©. Since the Fisher information

matrix J(6g) is positive definite by Assumption 2, we can define the ellipsoid
(12
(0:0-02)"102)0-02) < | (2.12)
4n

with the center 0.

For each large cell €, consider the hyper rectangle which circumscribes the ellipsoid (2.12)
and whose edges are parallel to it there axes. This is a small hyper rectangle centered in .
Next we construct a cover of each & using disjoint copies of that hyper rectangle with center
shifted to cover .

We call the intersection of ® and each of the hyper rectangles a small cell. Then for each
small cell, we put a quantized point on its center of mass. Let O, denote the set of all such

quantized points. Then, define L, as the code length of the fixed length code for ©,,:
L,(6) = 10g]®,|.
Now, define the MDL estimator induced by our (©,,aL,) as

0 = O(x") = arg m_i_n(— log pe(x™) + aLn(Q)),
0€®,
which is the point corresponding to the MDL estimate . Then, the code length of the two part

code is

—log pi(x") = —log py(x") + aL,(d).

Under Assumptions 1 to 5, we can show the following proposition and lemma

Proposition 1. Suppose Assumptions 1 to 5 hold. Let 0 denote any of the closest points in ©,

to 6. The quantization ©, satisfies the following inequalities for all x".

. .. 2
G- 0 106 - ) < 2O (2.13)
4n
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Further, for an arbitrary point on the line 6 between 0 and 0, we have
10— 65| < VKan™"*. (2.14)

Lemma 1. Suppose Assumptions 1 to 5 hold. The code length function L,(0) = 10g|®n| on 09,
satisfies the following inequality for all n > (VKa/b)"# and for all 6 € ©,,

K
L,(0) < 3 logn + log f@l](@’)l”zde’ — Kloga + rg(n),
where
rg(n) = log(1+Cn "> +log(1+Con”) + log(1+Cxn?), (2.15)

and C;,Cg and Ck are the constants provided in the proof.

The proofs of the proposition and the lemma stated above are given in Section 2.6. Note
that r3(n) is decreasing and lim,,_,., 75(n) = 0. We see in this expression for rg(n) that g = 1/4
provides the best bound with r(n) = O(n~'/%).

The following lemmas describe properties of the quantized space ©,,.

Lemma 2. Let 8 denote any of the closest points in ©, to 6. Under Assumption 5, for all
n > (VKa/b)'#,
< AT 2 AR A Ka2 B
sup (0—0)"J(0)O—-0) < —(1 + k VKan™). (2.16)
x":0e0° 4n

Proof of Lemma 2. Since § and 65 belong to the same large cell with side length an”,
16 — 65| < VKan™

holds. Therefore, from Assumption 5, when n > ( VKa/b)'/?, we have for all 6§ which belongs

to the same large cell as 0,

O -0)"IO)O-0) <O -0)T0s)6 - 9)(1 K «/Ean-ﬁ). (2.17)
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From the fact that § and 8 belong to the same small cell defined by using J(6s),

. . . K&
@ -0 105)(6 - 0) < 2L
4n

holds. By plugging in d for 6 in (2.17), we have (2.16). O

Lemma 3. Under Assumptions 4 and 5, the following inequality holds for all n > (VKa/b)'?,

for all X", and for all 8" between 8 and 0.

XA s~ C,Kd®
-0 1) - ) < 2L
4n

where
C, = (1 + k VKan™®)(1 + k VKan™"? 2 /2). (2.18)
Proof of Lemma 3. By using Assumption 5 and Lemma 2, we have
N AT R N Ka2 -8 , N
6-0)" IO -0) < ——(1+ k VKan™)(1 + k|0 - ).
n

Since ¢ and 6 belong to the same small cell, from Assumption 2, |6" — 0 < Ka? /4n{ holds.

Then,
s oapo o x . Ka? B ~1/24-1/2
@-06)J@E)0-06) < m(l +k VKan™)(1 + k NKan™"'<{7%/2).
O

Since # may not be the minimum solution to the description length, the regret of the two

part code is bounded by

REG(p™; M, +") < log # oL,

v py(x™)

By the Taylor’s theorem, for x" with 0 € @°, there exists @ between @ and 6 such that

po(x") E(@ _ @)Tf(el’xn)(é - ). (2.19)

lo =
E o) 2
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Then, we have

REG(p™; M, x") < g(é — 0@ )b - 8) + aL,©). (2.20)

tp °

When M is an exponential family and 6 is its canonical parameters, J(0; x") = J() holds for
all 6 € ® and for all x". Using this fact, we can show the following lemma from Lemma 1 and

Lemma 3.

Lemma 4. When M is an exponential family and © is the range of its canonical parameters,

our two part code has the regret which satisfies the following. For all x* with §(x") € ®°,

1 K
—REG(pyy; M, x") < 5 logn + log f 1J(0)|"/2d6 + f(n), (2.21)
a 0)
where
C,Ka?
f(n) = — Kloga + r(n),

8a

r(n)(= O(n~"*)) denotes rg(n) (2.15) with B = 1/4, and C,(= 1 + o(1)) is defined as (2.18).

The proofs of Proposition 1 and Lemma 1 and Lemmas 2 and 3 will be provided in Sec-

tion 2.6.

2.4.1 Note on boundary problem

The code pgj) is good for x" with & € ®°, but (2.21) is not guaranteed for x” with § ¢ ©°.

That is, pgj) is not enough for our purpose, and we need a bound for all x". For this point,

(n)d

important is Assumption 6, which requires existence of a code p,,

with small regret for x"

with 6 € 9©. That is, under Assumption 6, we can modify pfg) with the help from pg)a’ so that
the regret bound (2.21) holds also when 6 € 00.
Let l;(n) = n™* with d > 2t > 0. Define
—log p™(x") + aly(n), if 6 € ©,
~log p'Y (") = v (222)

—log p™(x") — arlog(l — e™1™), if § € HO.

tp
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In this scheme, p’fg)(x”) employs pgj) when 6 € ©°, otherwise it uses pg

and —a log(1 —e~"1™) are extra code length to indicate whether we use pg;) or pf;’)a. We employ

" The terms ali(n)

the MDL estimator defined by p’gj) for our purpose. Note that since /;(n) depends only on n,

MDL estimator outputs the same estimate as that by pig), when 6 € ®°, and the same one as by
pgj)a, otherwise.
Now assume that n satisfies [, (n) = n™ < 1/2 (i.e. n > 2'/*), then e "™ < 1 —[,(n)/2 holds.

Then, when n > 2!/, the following holds.
~log(l — ™™y < —log(l — 1 +1;(n)/2) = tlogn + log 2,

which implies that, if 6 € 4O,

(" (X" K—-(d-2
P og p(,gx ) +alog(l —e™™) < a(—( 2 logn + log 2),
Py p 2

holds. As for the case that & € ®°, we have
Py(x")
Py ()

Here, the former is smaller than the latter, when 7 is large. (Recall 2¢ < d is assumed.) Let

< a(Elogn +log f @) + fn) + L (m)).
2 ®

REG(n) = a/(g logn + log f [TO)I'?d0 + f(n) + L(m)). (2.23)
®

Then for large n, REG(p'Eg), M, x") < REG(n) holds for all x". Therefore, by Theorems 2.1

and 2.2, we have the following.

Theorem 2.3 (Bounds for exponential families). Let M be an exponential family which satis-
fies Assumptions 1-6. Let pxn be the estimate by the MDL estimator induced by p’ﬁg). When X"

is drawn from p* € M, for large n, we have
- 1 ——
Exnpda(p"ll Pxr) < ~REG(n)
and
37 e l—re0 —na~'b
Pr{dy(pllpx) > ~REG(n) + b} < e ",
n

where b is an arbitrary positive real and Pr is defined for X" ~ p*.
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Remark: The analysis may be generalized to two part codes with possible non-compact
parameter spaces taking advantage of a continuous prior probability density function w(6).
The parameter space may be split into moderately small regions such that within each region,
by continuity, w(6) and |J(6)| are nearly constant (these regions being described with length the
minus log of their prior probability). These regions are further quantized into the small cells
discussed above (described with length the log cardinality of them in each region). Then the

regret Lig)(x”) —log(1/py(x™)) in an exponential family has the bound

K IJ@)'?  Ka? 1
—logn+1lo — + ——Kloga+ O(-).
7 logn +log =7 + = ga+0(-)

In the case that f |J(0)|'/2d6 is finite the conclusion of Lemma 4 arises with the choice of

Jeffreys prior
@)'"?

h=———.
v [17(6)|"/2de

2.5 Extension to Non-exponential families

We have given the upper bound (2.23) of the regret for exponential families which is close
to optimal. What about non-exponential families? We find that for non-exponential families,
one cannot obtain similar upper bound by the same two part code as for exponential-families.
However, we can improve this two part code using a fiber bundle of local exponential families
[11] so that we can obtain a regret bound similar to (2.1) under some assumptions.

The inequality (2.20) itself still holds for non-exponential families, but J(0; x") differs from
J(0) in general for any parameterization. In particular it does even at @ = . Therefore, we have
to deal with the difference between them to evaluate an upper bound on (5 - Jj; x”)(é - 0)
for non-exponential families. In this section we describe our recipe based on fiber bundle of

local exponential families for the problem.

2.5.1 Fiber Bundle of Local Exponential Families

The fiber bundle of local exponential families was introduced by Amari and Nagaoka [11].

It provides a general method to obtain an enlarged model in the form of a fiber bundle whose
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fibers are the exponential family with respect to additional parameters. We use the enlarged
model as a model on which our two part code based. We show that this approach helps us to
solve the problem caused by the difference between J(0; x*) and J(6).

Following [12], we define a random variable V(6; x") which represents the difference be-

tween Fisher information and empirical Fisher information:
V(@ x") = J20) (0, x)T0) - 1,

where 1 is the unit matrix of order K. Note that E,,V(6;x") = JV2JJ712 - = 0. Let
B0 = [=&o, &TEK for a constant & > 0. For each § € ® and each ¢ € E, we define the

following density:

Pos(x) = po(x) exp(£ - V(6; X) - Yy(@)),
Yo(&) = log f po(x) exp(f V(b x))dx.

Here, &-V(6; x) denotes the Frobenius inner product of ¢ and V(6; x). Let pos(x") = [T~ Dog(x:).
Note that

Pos(x") = po(x") exp(n(€ - V(O ") = y(£))) (2.24)

holds. For each 6, the family M. (6) = {pg. : € € Zp} is an exponential family with the natural
parameter §. When & = 0, pgs equals py. The structure where for each 6, the exponential
family M.,(6) is supplemented to M forms a fiber bundle M = { Dog 1 (6,6) € © x Ey}. Fiber
bundles of this form is called as a fiber bundle of local exponential families. We use M to

construct our two part code.

2.5.2 Two-Part Codes based on Fiber Bundle of Local Exponential Families

We consider a finite subset Z, C E,, a quantized version of Z,. Let L,(¢) be a code
length function on =, satisfying Kraft’s inequality. Let ®, and L, be the same one as what we
constructed in the previous section. We employ a parameter space 0, x Z, for the two part

code using {pge}. Let L,(6,&) = L,(0) + L,(£). The two part code is denoted as (0, X Z,, aL,).
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Given the two part code, we define an MDL estimator as

(.6) =arg min _ (— log pes(x") + aL,(0, .f)).

(6,6€)€0, X5,
Note that the estimate p;; may be a distribution outside M. Define a sub probability distribu-

tion corresponding to the modified two part code as
Py () = pag(x)e 0.

We construct =, so that the new two part code has a good upper bound of its regret. Define

the matrix 8™ for each (I, m) as
[P = 1(G, j) = (I, m)),

where 1(-) is the indicator function. Then, using a positive decreasing sequence {u,} (we

determine later), let

L= {0 U {2, EP™  Lme (1,2, ,K}).

[1]

Here, =, for each n consists of matrices with single non-zero value u, or —u, and the zero
matrix. Therefore, |Z,| = 2K? + 1. We define the maximum norm of matrices defined as
IVl = max(V|.
Note that for all 8 € ® and for all x", we can select & € £, so that
§-V(0; x") = un|lV(0; Xl (2.25)

Actually, when the (i, j) element of V(6; x") satisfies |V;;(8; x")| = [|V(6; x")||y, either of +u, &) €
&, with the same signature as the element achieves (2.25). Note that by definition of the max-
imum norm, such index (i, j) always exists for V(6; x") # 0.

Since |E,| = 2K?+ 1, to encode & € Z,,, we could use the uniform code length log(2K> + 1).
However, we employ a variable length code to obtain a smaller regret bound. Let l,(n) = n™

(v > 0) and

. 1
L(n) = log Tt log(2K?).
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We design

l , iféE=0,
L= e

L(n), otherwise.

This L,(¢) satisfies Kraft’s inequality on Z, as the equality. Now, we have defined a new two

part code (® X Z,, aL,) with a hyper parameter u. Note that
L(n) < L(n) —log L(n) + log(2K?) (2.26)

holds, which follows from the inequality e™* < 1 — ¢”*x equivalent to e* > 1 + x.
We show that by choosing the value of u, properly, the two part code has a good regret

bound. The proper value is determined based on some assumptions on M.

2.5.3 Regret Bounds for the New Two-Part Codes

To obtain an upper bound of the regret of the new two part code, we need some prelim-
inaries and assumptions. Let 6, = (glogn/n)'/? (g > 0). We define two subsets of X" as

follows:

G = (X" VO, XDl < 6, 62" € ©°),
G, = (X" VO Xl > 6, B(X") € O}

We will show that our two part code based on (®, x E,, «L,) has the regret bound similar to
(2.21) for x* € G, and smaller regret bound for x* € G and large n. Consequently, the two
part code has the regret bound similar to the bound for exponential family cases (2.21) for
xX"€G,UgG, (ie. x" with 8(x") € ®°) when n is sufficiently large.

We need additional assumptions on M.

Assumption 7. There exist ¥ > 0 and b’ > 0 such that the following holds, for all x" € G,, for
all9:10 - 6| < V', and for all z € RX.

Z7JO, XNz < (1 + K10 - 0)7" T, Xz
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This Assumption 7 is used for x" € G,, while for x" € G¢, we use the following.

Assumption 8. There exist € > 0 and C. > 0 such that the following holds for all x" € G, and
for all 7 € RK,

max 27 J(6; x")z < CezT(f(é; XY + J(é))z.

0:l9-Bl<e
Assumption 9. There exist certain constants A > 0 and y € (0, 1) such that for all x" € G¢,

IV (@; x™")|p
mf — >
o:16-01< ||V (6 x™)||p

Note that for all x" € G, and for all 6 such that |6 — 0] < A, we have ||V(6; XNy > y0,.

Assumption 10. There exist certain constants 6 > 0 and B > 0 such that, for all i, j, k, |,

sup sup |E [Vii(6; X)Viu(6; X)]| <B.

Do
60 £:)1¢lm<6

The following theorem gives an upper bound of the code length of our two part code and

suggests the value of the hyper parameter u, as yd,/B.

Theorem 2.4. Under Assumptions 1-5 and 810, the two part code based on (0, X Z,, aL,)

with u, = y6,/B and yg/2B — va > 0 has the following regret bound for all n satisfying

I 1

Ka? C.Ka*> + alog(2K?) 1 a7
n> max{4— max{?, E}’ exp( 2] 2B —va ), T KL }, (2.27)
1 K
sup —REG(p{y; M, x") < = log " tlog f 1J(0))'%d6 + f,e(n), (2.28)
x":0e®° 2 2r ©
where
K an nKaZ
Jre(n) = 5 log2n — Kloga + é—(l + K6,) + r(n) + L(n),
(04
Cg,n = Co(1 + KK ar™ 07112 2), (2.29)

r(n) = log(1+Cyn™""*) + log(1+Con™*) + log(1+Cen™"'*).
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Remark: Note that lim,,_,., Cg, , = 1 and lim,,_,, r(n) = 0. (Recall that C, is given as (2.18)
and C, = 1 + O(n~'/*) for B = 1/4.) This result corresponds to (2.21) for exponential families.
Under Assumption 6, we can construct p’g)’) in (2.22) with pg’) = ﬁig). Let
REG( = o K 1oe 1 12
REG(n) = a5 log 5= +log [ [JO)"?d0 + fue(n) + Li(m)).
2 27T ®

Then, we have the following theorem.

Theorem 2.5 (Bounds for non-exponential families). Let M is a non-exponential family which

/(1)

satisfies Assumptions 1-10. When p* € M, the MDL estimator induced by p',,

satisfies the

following inequalities for large n.
T s lo—
Exprdi(pllpxe) < ~REG(n).
and for all b > 0,
7 ) s lo—r —na'b
Pr{dy(p*llpx+) > ~REG(n) + b} <ema'h
n

where Pr is measured with X" ~ p*.

We have obtained the bounds for non-exponential families which generalize the bounds for
exponential families given by Theorem 2.3.

In the rest of this section, we will prove Theorem 2.4. We need some definitions and
lemmas to prove the theorem.

Let ||V||; denote the spectral norm of a real-symmetric matrix V:
IVils = rlnla;(IZTVZI-
Z =
The following lemma provides inequalities between the maximum norm and the spectral norm.

Lemma 5. For an arbitrary K X K real-symmetric matrix V, the following inequality holds.

1
WHV”M < |IVlls < Kl[VIIm- (2.30)
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Proof of Lemma 5. To prove (2.30), we use the Frobenius norm defined as

VIE = V2.
i.J

By definition of |[V|[y;, V|5 < K?||V|[3, holds. Further, since ||V||? is the maximum squared
eigenvalue of V, and since ||V||% = Tr(V?) corresponds to the sum of the eigenvalues of V7,
which equals the sum of the squared eigenvalues of V, we have ||V||? < ||V|3. By combining
them, we have [|V|l; < K||V|ly. In the same manner, [|V||%> < K||V|? and ||V|}3, < [IVI|* holds.

Therefore, we have ||V|y < VK||V][;. O

We define a function g(6, &; x"), which appears in evaluation of the code length of our two

part code, as follows:

8(0,&x") = &- V(O; x") — Y(E).
The following lemma is used to provide an upper bound of the regret for x" € G¢.

Lemma 6. Let A be a constant A in Assumption 9. Suppose x" € G, and Ié — 6| < A. Then,

under Assumptions 9 and 10, for ¢ € E, satisfying (2.25),

s B
20,6 > w,|IV(0; ")l (1 - mun).

Proof of Lemma 6. When ¢ satisfies (2.25),
80, & 2" = wlIV(G; Xl — ¥5().

holds. First, we evaluate 5(§). Suppose |£;;| = u, and &y = 0 for (7, j') # (i, j). By the

definition of iy, we have

Wy(£)
d¢ij 1e=0

= EpeV,-j(G; X) =0
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As for the second derivative, we have for any v € RK*K,

P&
Z ViiVij DE0E, = Z viaviiEp, Via(0; X)Vi(0; X) — Z ViaVii Epy e Via(0; X)Ej, . Vif(0; X)

ijkl i jkl ijkl

2
= > viviBi, Via0: X)Vis(0: X) = (D vijE, V(6 X))
ikl ij

< Z [Viavijl B.

ijkl
Since ¢(0) = log f po(x)dx = 0, by Taylor expansion around &;; = 0, we have for all 6,
B B
Ui < 5 ;‘@,&A = S,

Therefore, we have

N PN B
8(0,&x") = u,|IV(O; xX)lw — Euz

n

5 B
> 1, |V(0: 21 (1 - mun).

n

Now, we are ready to show Theorem 2.4.

Proof of Theorem 2.4. Since we need the bound only for x* such that § € ©°, we suppose

6 € ©° in this proof. By (2.24), the code length of our code is

—log p (") = —log py(x") = n{& - V(B; x") — (@)} + aL,(8, &)
== lngg(xn) - ng(e’ é:’ xn) + al:n(97§)

< —log ps(x") — ng(8,& x") + aL,(6,d),

where 8 is one of the closest point in ® to § and & denotes the element of =, which we will

define depending on whether x" € G, or not. Hence, we have

Py(x") <1 Py(x")

— ng(8,& x") + aL, (6, &). 2.31
e <8 gy~ GE D+l BB @3

REG(py, ; M, x") = log
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We are to give upper bounds on the right side of (2.31).

Part I (x* € G,): First, we consider the case x* € G,, for which we let & = 0. Then, we

have

REG(5": M, ") < log 22

o oo e aL,(0,0).

By the same Taylor expansion as (2.19), we have
REG(py; M, x") < (9 O IO x")O - ) + aL,(®,0),

where @’ is a point on the line segment between 0 and 6. Recall 0 — 6P < Ka?/ 4nl. (See the

proof of Lemma 3.) Hence by Assumption 7, we have
REG(51; M, ¥") < g(é — 0T J@; 30 - O)(1 + K K2az2n7V2)2) + aL,(6,0),(2.32)
To evaluate the first term of the right side, we will prove
" J(0; Mz < 2 TO)(1 + V(O x),) (2.33)
for all z € RX and all 8 € @, as follows. By the definition of V(; x"), for all z € RX,
(202" V(6; ) *(0)2) = 2 J(O; 2Nz~ 2 J(O)z
and
1/2 2 T
120 =" g0
hold. Hence we have the following inequality for all 8 and x".
2 J(6: )z < 2 @)1 + V(O XL,

which is (2.33).
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Hence from (2.32), we have

REG(pys M, x") < g(é =0T I@)O - 01+ IV@2I)( + K K ag™ P72 /2) + aL,(6,0).

Then, by Lemma 3, and since [|[V(8; x")||; < K|[V(@; x|y < K6, holds for x* € G,, we have

C,Ka? = %
max REG(p{y; M. ") < 8“ (1 + K8,)(1 + KK 2al 207122y + oL, (6, 0)
x"eG,

Cgm,,Kaz <
< T(l + K6,) + a(L,(0) + l(n)), (2.34)

where Cg, , 1s defined as (2.29). Recalling l_,n(é, 0) = Ln(é) + [,(n) and Lemma 1, (2.34) is
bounded upper by « times the right side of (2.28). That is, we have the demanded upper bound
for x" € G,,.

Part Il (x" € G5): When x" € G¢ holds, IV(@; x")||5s is not bounded in general. However,
Lemma 6 allows us to achieve a smaller regret than the minimax value.

Let £ be an element of Z, such that (2.25) holds. Note that since (2.13) implies Ié - 0P <

Ka?/4n(, the condition |§ — 8] < A in Lemma 6 is satisfied when

Ka?

> .
" n

(2.35)

Since we let u,, = yd,/B, for the second term of (2.31), by Lemma 6,

Ou
ZB IV@: X"l

holds for n satisfying (2.35).
Next, we evaluate the first term of the right side of (2.31). By Taylor expansion, we have

pax) _ n@ -0 J@, )6 - b)
pi(x") 2

log

B

where ¢ is a point on the line between § and . Let € be so small that Assumption 8 holds.

Then, by Assumption 8, for all unit vector z, and for all 8 such that |6 — 9| < €, the following
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holds
I _ C 7@ 3"z + 27 I(B)2)
ZIOz ZJ0)z

which yields
2 J(0; Xz < 27 J(@)zC (1 + |[V(@; X)I,).

Now, assume

Ka?

Then, by Proposition 1, |é — 8] < € holds. Hence, by Lemma 3, the first term of (2.31) is

bounded as

P _ CCKa® (A + V@Il _ CuCeKa?(1+ KIIV(O: x")llu)

lo <
oD 8 8

Therefore, together with the bound for the second term, we have

Py C.C.Ka’

You IVE: e C,,CeKaz)
ﬁé’g(x”) 8 )

log = n
2B ||V(8; x")llm 8

— V@ )l

Under Assumption 9 and (2.35), we have

py(x") < C,C.Ka?
ﬁé,sz(xn) 8

VO, B C,C.Ka? )

1
g 28" 8

—IV@: ")l

When # satisfies

C,C.Ka?
> F—

" 4ys,

(2.37)

the second term is negative. Then when n satisfies (2.37), for all x" € G, since ||V(9; XN > 6,

we have

py(x)  C,CKa* ys.  C,C.Kd?

1 < +
%8 iz 8 28" 8

On.
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Now, when n satisfies (2.36) and (2.35), which are denoted by

Ka? 1 1
7 a5

and satisfies (2.37), we have the following upper bound of the regret.

K 2 1 62 I -
< CnCe 618( + 5n) _ %l’l + (I(Ln(g) + lz(n)) (238)

max REG( ﬁﬁ;’); M, X"

xX"eGy
Lastly, we will give the condition under which the bound (2.38) is smaller than (2.34). The

right side of (2.34) minus that of (2.38) is

Cg Ka*(1 + K6,) % C,C.Ka*(1 +6,) yo>
L,6) +1 - -
5 +aLy(®) + () o
C,C.Ka*(1 +6,) - yéﬁ
> — s + a(lr(n) — l,(n)) + 7B
y6? C,C.Ka*(1 +6,)

n—a(L,(0) + L(n))

n

> 5" 3 + a(log l,(n) — 10g(2K?))
755 2 2
> Sgh~ C.Ka” + a(log l,(n) — log(2K?))
1
= 7g2(1;gn — C.Kda*> — valogn — alog(2K?)
- (% - va) logn — C.Ka* — alog(2K?),

where the second inequality follows from (2.26) and we assume 7 satisfies 9, < 1 and C,, < 4.

Since yg/2B — va > 0 is assumed, the above difference is positive, if

C.Ka*> + alog(2K?)
vg/2B — va

logn >

holds. Finally, we consider sufficient conditions for 6, < 1 and C, < 4, respectively. Since

x > log2x holds for x > 1, we have log g > log(2log g) = log2 + loglog g for g > e. Further,

log n/n decreases when n > e. Therefore, if n > 2glog g, we have

_glogn < loglog g + log(2g) < 2logg

1.
n 2logg ~ 2logg

62
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As for C,, since we assume 8 = 1/4 here, when

- K*K2a* K*Ka?)
Therefore, (2.27) is a sufficient condition for (2.28). We have obtained the claim of the theo-

rem. =

2.6 Proofs of a Proposition and Lemmas

Proof for Proposition 1. Recall that the quantization is realized by the hyper rectangles which
circumscribe the ellipsoids defined as (2.12). Note that the ellipsoid of scale VK circumscribes
the rectangle which circumscribes the original ellipsoid.

In a hyper rectangle induced by an ellipsoid (2.12), the points farthest from the center of
mass 6 of the hyper rectangle are on its corners. Let 8" be one of these corners. Since |6 — 6|
is not greater than VK times of the largest length of the edges of the rectangle, all the corners
are inside of the following ellipsoid with VK times larger scale as

(0 -0 1) - 6) < Ij—az}
n
Therefore, (2.13) holds. Finally, (2.14) can easily be derived as well. O

Proof for Lemma 1. For each large cell S, let |®n’g| denote the number of the small cells which

intersect S. We will evaluate its upper bound. For a measurable bounded subset E C RX, we

o(E) = fdé’.
E

Let S denote the union of all the hyper rectangles which intersect &, and o, the volume

denote the volume of E as

of the hyper rectangles. Note that S C S and that o, = (an~'/?)X|J(0)7"/2. The number of
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small cells which intersect S is given by

1O,cl = - (2.39)

We will give an upper bound of o(S). Let Nz be the number of the small cells which
intersect the surface of S. First, we evaluate an upper bound of Ng. Recall that S is the
intersection of the convex set ® and a hyper cube (with side lengths an®), which we will
denote by C(S) here. Note that the number of the hyper rectangles to cover the surface of
C(©) is larger than Nz. When the number is maximized, the smallest edge of the rectangle is
parallel to an edge of the hyper cube C(€). Further the number is upper bounded by that for
the case in which the lengths of all the edges are equal to the minimum value. Since, from
Assumption 2, the maximum of the eigenvalue of J(6z) is at most A, the length of the shortest
edge of the rectangle is at least an~'/>A7/2. Then, we have

-B

K-1
Ns < 2K(m + 2)

< 2Kn(K_l)(l/2_B)(/_ll/2 + 2)K—1’

where the factor 2K is the number of the K —1 dimensional hyper cubes which form the surface
of C(). Let N, which is independent of &, denote the last side of the above inequalities. Then,

we have

7(®) < 7(©) +N.
Ohr Ohr

|®n6| =
Further, recall that o, = (an™"/?)X|J(62)|""/%. Then, we have
o(S) < o (S) + Noy,
< 0(&) + N(an "X J(62)7"*

< 5(Q) + 2KnEDWZA QY2 4 )K= (V2K J(92)| 712

< o(8) +afCn P,
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where we let
Z = min M)
and
C, = 2K(A'? + 2)K-1z7172,

Under Assumptions 2, Z~'/2 < £7X/2 is finite.
Since G is a subset of the hyper cube with side lengths an™®, which induces it, o(S) <

(an™®)¥ holds. Then,
a(S) < (an™®X1 + Cyn~ P (2.40)

holds.
When G N dO = 0, since S is a hyper cube, () = (an)X holds. We have

a(S) < a(G)(1 + Cn VP, (2.41)

Now, we can derive the following inequality under Assumption 4.

IRMOIRRL

A NV OSTIE

(1 + Con™®), (2.42)

where

_ KaDj
© = e IO

In fact, for all 8 € S, by Taylor expansion, we have

17(0)'* < |JO)"* + KaD,n™®

1/2
O
KCZDJ

< JO)'"*(1 + Con™?)

= 7O)]"*(1 +
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That is,

1/2
|- b

< ot + o

By integrating both sides, we have (2.42).
Finally, by using (2.39), (2.41) and (2.42), we have for & such that SN 90 = 0,

1Ol < a”*n* (1 + Cn™ 1P P)(1 + Con™) flJ(H)I”Zde.
S

Let ®, denote the union of large cells which have intersections with d®. By taking the summa-
tion over all large cells without intersections with ®, an upper bound of the number of small

cells induced by such large cells is evaluated as
a*n*?(1 + PP (1 + Con™P) f 17(0)|'*de
0\0,
<a*n*?(1 + Cn 1P PYA + Con™) f MOKS 2 (2.43)
e}
Next, we consider S (large cell) with S N 90 # (. Define a real number Wg as

We = max(max{6; : 6 € ®} — min{6; : 6 € B}).

Since O is included in the hyper cube with side Wg, the number of large cells (hyper cubes)

which have intersections with 90 is at most
2K (Woa™'nf + 2K < Ca™*Vn*1P, (2.44)
where
Cx = 25(Wo +2a)% .
By using (2.39) and (2.40), we have for all large cells,

|®n€| < (1 + Cjn_(1/2—3))A1/2nK(1/2_ﬂ)’
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where
A = r?%le(Q)l. (2.45)

From Assumption 2, A < AX is finite. By taking the summation of |®, | over the hyper cubes
which constitutes @y, since the number of them is at most the right side of (2.44), the number

of small cells induced by them is at most
CxA'"?a® VX2 F(1 + Cn~ 2P,
By adding this to (2.43), since 1 + C;n~1/2® and 1 + Cen* are greater than 1, we have

10,| < a Knk/2er™ f 17(0)]'2do,
€]

where
r(n) = log(1+C;n" ") + log(1+Cen™®) + log(1 + Cyxn") (2.46)
and
C A1/2
JK = K—l/za (247)
INUQIREXL
O

2.7 Application to Mixture Families

In this section, we will apply our result to mixture families which are an example of non-
exponential families.
Fori =0,1,2,--- ,K, let g; be a probability density function on X. The mixture family

which consists of {g;} is the family of convex combinations of {¢;} as follows. For r € [0, 1 /(K+
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1)], we define the mixture family M, by
K
Po(x) = Z 0iqi(x),
i=0
®=0,={0c[0,11¥:6;,>rforeachic{0,1,---,K}},
M:MT:{p9:86®T}’

where 6 = (61,...,0x)and 8y = 1 — Zfil 6;. In this paper, we fix 7 > 0. Note that the naturally
determined parameter space ©® equals @, with 7 = 0. In this paper, we consider the case that
7 > 0. Note that the set {§ € O : §, = 7} is a subset of 90.

Further, we assume that each g; cannot be represented as a convex combination of the

others, that is for all i > 0,

min D(gi| Y as9)) (2.48)

(2,7 ,...s aK)E[O,l]K“:Zj#l- aj=1 P
This condition guarantees that the Fisher information is positive definite.

We will show some properties of the mixture family. The empirical Fisher information of

the mixture family is given as follows.
(¢:(x) = qo(x))(g;(x) = go(x))
Pe(x)

The following Lemma holds for mixture families in general.

Jij(0; x) = (2.49)

Lemma 7. The empirical Fisher information of the mixture family is positive semi-definite.

That is, for all unit vectors z € RX \ {0} and for all x,
2L J(6; x)z > 0.
Proof. From (2.49), we have

0 x)z = Z(%(x) = qo(x) )(Qj(x) - qo(x) )ZiZj

= Po(x) Do(x)
ZY”2%?@EJ>O. (2.50)

i
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We can show the positive-definiteness of J(6). Therefore, the assumption of existence of

in Assumption 2 is valid for mixture families.
Lemma 8. When qq, q1, - - , qk satisfy the condition (2.48), for all 6, J(0) is positive-definite.

Proof. From Lemma 7, z J(6)z > 0 holds for all z # 0. Then, it is sufficient to show z J(0)z #
0 for all z # 0.
If z7 J(6)z = O for a certain z # 0, then 77 J(6; x)z = 0 must hold almost surely with respect

to py. It imples

Po(X) “

i

because of (2.50). Hence

K
D (@) = qo(x)z; = 0

=1
must hold almost surely with respect to each of gg, g1, - ,qx. (Recall 8; > 0 for all i > 0.)

Since z # 0, there exists i > O such that z; # 0. Let zp = — Z,ﬁl z;. Then

K
D 7ai(x) = 0
i=0

holds almost surely with respect to each of gg, g1, -+, gx. Note that z; # O for at least one .
Let b denote such j. Then, we have
0% = = > (@il2)g:(x).
i#b
Since this holds almost surely with respect to g,
Digsll ) (@i/2)q:) = 0
i#b

holds. This contradicts the condition (2.48). Therefore, z' J(6)z # 0. O
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For 6 € ©,, since 9; > 1 for all i, we have

qi(x) — qo(x) < 1

Po(x) T
Therefore,

A 1

holds for all 8 € ®,, x,i and j. This implies that ||J(8)||; < 1/72 for all # € @,. Then, from

(2.30), we have for all unit vectors z € RX,
K
T
< —.
rgré%)rcz J(0)z < =

Therefore, Assumption 2 is valid for the mixture family M, with
- K
A= =
This gives an upper bound on A defined by (2.45),
- K\kx
K _
A<A¥= (ﬁ) .

Further, since

9 5 gn(x) — qo(x) »
—Jij(0;x) = -2——J,(6; x), (2.52)
96, Po(x) !
we have for all z € RX,
0 s 2 74
2" J(0; )] < =27 J0; 0z, (2.53)
(96;1 T
From Lebesgue’s dominated convergence theorem, (2.53) implies
d ¢ 2 ¢
—z2 J(O)z| < 7' J(O)z.
69hz ( )z| i’ 0)z
From this, we can show the following lemma which implies that Assumption 5 holds with
- T
b=
2VK
and
2
k= =K. (2.54)

T
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Lemma 9. For for all z # 0, when 0y, 6, € ©, satisfies |6, — 6] < T/2 VK,

' J(6))z <

2e
SR o1+ VK9, -0 2.55
TI60e — VK6, - 6 (2.55)

holds.

Proof. Since 7' J(0)z > 0, from (2.53), we have

2

T

0
—log ' J(0)z <
a6, ogz J(O)z <

for all i, 6 € O, and z # 0. From Taylor expansion, for all 8,6, € ®, and z # 0, there exists 6’

between 6; and 6, such that

0
T _ T T _
logz J(61)z = logz J(6,)z + Eh 2, logz 1(9)2‘9:6/(91 02)ns

where (0, — 6,);, denotes the A-th element of §; — 6,. Then from (2.53), we have

2
logz" J(6))z < logz J(6,)z + = Z|(91 — 6l
T h
2
<logZ' J(6y)z + - VK|9, - 6]

Therefore,

ZTJ(_91)Z < 2 VKBi=6al/7
21 J(6)z

<14 2VKIO = Vi, ~ 6| o2 VEIO1-02/7
T

holds. Here, we have used the inequality ¢’ < 1 + te' derived from e > 1 —t. When

67 — 6] < 7/2 VK, the second term is not larger than 2e VK |6; — 6,|/T. Hence we have the

inequality (2.55). O

The equation (2.52) leads to the following Lemma, which implies that Assumptions 7 and
8 are satisfied with &’ = 7/2 VK(= b) and ¥ = 2e VK /7 = k.
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Lemma 10. For all z, when 0 € O, satisfies |60 — 0 < 7/2 VK,

7 Jon, )z < (1

2e VKIO - 0\ 7 o 4
Ml il ‘/_T' ')ZTM, )z (2.56)

holds. Further, for an arbitrary constant € > 0, for all x" and for all 0 such that |6 — 6] < e,

C. = 62 VKe/t
€

satisfies the following inequality for all unit vector 7 € RX,
2 J0; XNz < CZTJ(0; Xz (2.57)
Proof. From (2.52),

'aieh(sz(O; XNz + s)’ < 2(ZTJA(0;x”)z + s)

-
holds for any positive number s. Since z' J(6; x*)z + s > 0 for any 6 € @, by the same way as

Lemma 9, we have
IO XNz +s< € ‘/E'Q_@'/T(ZTJA@; XNz + s),
which is
2T J0; X))z < € VKIe-4/ 2L J(0; Xz + (€2 VKio-di/r _ 1)s,

2 VK|6-0|/7 i

Since e s bounded and s can be arbitrarily small, we have

S0 X"z < 2 VKOATT 7@ 3z, (2.58)

Hence, similarly as (2.54), we can obtain (2.56). Derivation of the inequality (2.57) is straight-
forward from (2.58). O

From Assumption 2, for all 6,

1
1720l < —
V¢
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holds and hence, we have

K
I772(0) Il < \/;

In addition to this, derivatives of J(#; x*) and J(0) is bounded. Then, the derivative of V(0; x")
is also bounded. Therefore, Assumption 9 holds. The following lemma implies that Assump-

tion 10 is satisfied.

Lemma 11. For mixture family M., for all 0 € O, and x, the following holds.

KVK

2

IV 0l < + 1. (2.59)

Proof. For all unit vectors z € RX,

Z(I0)T6; )T 0))z < 1105 0)II 1T 2(O)z)
= 1J(6; 2)ll,z" T (0)z

Y VCESI N AP

holds. From the second inequality of (2.30) and (2.51), ||f(6; Xy < Kllf(@; Oy < K/7?
holds. Since eigenvalues of J~!(6) are inverses of eigenvalues of J(6), we have ||/ ()|l < 1/Z.

Therefore, by using the first inequality of (2.30), we have

KVK

IT~2@)J(0; )T 2Ol < =5
{t

By adding the unit matrix /, we have (2.59). O

Therefore, we can apply Theorem 2.4 to the mixture family.

Theorem 2.6. For the mixture family, we can construct a two part code for x" with § € @°

whose regret is bounded by (2.28).
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To obtain the risk bounds as in Corollary 2, we have to care the sequences x" with 0 € 90,
that is, we have to show the target model satisfies Assumption 6. In fact, we can construct

an extra two part code in Assumption 6. When # € 90, some elements of 8 equal 7. First,

consider a special case that 0; fori = 0,1,2,...,K are larger than 7 and the others equal 7.
Define

®’ ={0€ 0O :0xy1 =0k =-=0k =1},

O ={0€0®;: 0k =0g2="=0k =1},

e° = {0e®,: Vi< K,,Gi >tand Ogy = Ogryp = -+ =0 = 7}

Then, ®° c ® c @ holds and the special case here corresponds to the case that H(x") € @°.

Note that the set of densities {p, : § € '} is the set of all the convex combinations of

K
g =(-1K=-KNgi+7 ), a

j=K'+1
fori € {0,1,...,K"}, which is the mixture family based on the set of probability densities
{q; : 0 <i < K'}. Further, {p, : 6 € ®'} can be a target model for Theorem 3 with the dimension
K’. Therefore, we can construct a two-part code whose regret for the set {x" : § € ®"°} is not
larger than

K/
> logn + o(log n).

In this special case, though we fix the elements of 6 which has the value larger than 7, there
are C(K, K’) cases for each K’ € {k : 0 < k < K — 1}, where C(K, K’) stands for a binomial
coefficient. The case that § € 90 is included in one of the above cases. Description of the value
K’ and the choice of 8’s elements larger than 7 require extra code length to describe which case
applies, but such code length does not depend on n. Therefore, the worst case regret for the

case that § € 90 is

logn + o(log n).

Hence, Assumption 6 with d = 1 holds for the mixture family M, and we have the following

theorem.
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Theorem 2.7. For mixture families, the two part code constructed in this section induces an

MDL estimator which satisfies the followings. For all p* € M and large n,

T e loere
Exvprda(p7llpxe) < - REG(m)

and

. l— .
Pr{dy(plljpx:) > “REG(n) + bl < e

hold, where

1—— K 1/2 a0y CgmnKa2
—REG(n) = 3 logn +log | |J(6)|'°d6" + “8a (1+Ko6,)+r(n)—Kloga+co+c,
a ® 04

and cy, ¢’ > 0 is small constants used in the coding, which we can select arbitrarily. For the

definitions of Cg, , and r(n), see (2.18), (2.29) and (2.46).
Note that lim,_,o, ¥(n) = 0 and lim,,_,., Cg, , = 1 and C, = et VKe,

We will finish this section with evaluation of values or upper bounds of some constants

which determine the upper bounds in Theorem 2.7. We already have seen

. K
1<5

and
K
A< (;)K.

Then, we have an upper bound for the constant
VK k-1, VK\k
(= +2) ()"

C;= Q2+ 2K A2 < (==
T T

Further, since
min{f; : 0 € B, } =1

and
max{f; : 0e€®,}=1-Krt
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hold for all i, we have Wg = 1 — (K + 1)7. Hence, we have
Cx =28(We +2a)% ! =281 — (K + D7 + 20)%71.

We also have an upper bound on Ck, defined as (2.47):

< ( \/E)K Cga
T 7 [ 1IO)'2de
The constant D, in Assumption 4, which determines Cg, depends on {g;}. We cannot evaluate

it generally. If we have an evaluation of D, for given {g;}, we can determine Cg and then r(n).

2.8 Concluding Remarks

We have developed a way of construction of two part codes which have regret bounds
asymptotically close to the minimax regret for non-exponential families under Assumptions 1—
10. The regret bounds are given by Theorem 2.4. The regret bounds lead to the risk bounds of
MDL estimators induced by the two part codes, which are given by Corollary 2.5. Our two part
codes and MDL estimators allow us to estimate probability densities in the non-exponential
families which satisfy Assumptions 1-10, under guarantee of the risk. Further, we have shown
that mixture families satisfy the assumptions we need and have constructed such codes for

mixture families. To examine other families is a future work.

2.9 Proof of Theorems 1 and 2

This section provides a proof of Theorem 1 and 2. Both are the well known results which

imply that a good two part code defines a good MDL estimator.
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2.9.1 Proof of Theorem 1

Since d,(pllg) is increasing in A € (0, 1), the proof for the case that 1 = 1 —a~! is sufficient.

Hence we assume it. We have

- 1 (X" = 1 (X" Ln p
B(d:(pllp) - ~ log p(nf( ))) =E(du(p"lIp) - ~log ’; ((X,,)) -2 n(” ) (2.60)
o nd(pllp) Liog 28 1
=2p(=L log =0 = Lh)
:%E log exp(m ; log % - Ln(p))
@ nd(p*lp) 1. p'(X") ”
S; logEexp(d— o 08 m - Ln(p))
@ nd(p*llp) 1. p'(X") .
S; logE;exp(T - a o m - Ln(p))
@ ndy(p*lp) 1. pi(X") _
_; log ; E CXP(T - a log W - Ln(p))

The first inequality follows from Jensen’s inequality. The summation in the last line is

S Bexp ndﬁ(p 1P 1,0, p*(x”)_Ln(p)):Zexp(nciﬂ(z*||ﬁ>)e_L,,@E( PG e

s a p(x™) o pr(x")

where

p(X) l/a B p(X;) 1/(1 B pX) -1 p(X) \n(1-2
E(p (Xn) l_[p (X) B l_[E(p*(xo) ‘E(p*oo) '

Further, recalling the definition of Rényi divergence

= exp(n(1 = Dda(p’lIp))

= exp(n(l - /l)(_ 1 i 1 log E(S(X) ))1_1))

exp( ”JA(Z*HI_’))

B i
“E(Cm)

Hence

nda(p lp) 1. p'X") _ ~L,(p)
> Eex -1 ~L(p)= Y et P <1, 261
2. 08 Sy~ L) 5° o
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which implies

1 p
E(d(p'llp) ~ - log ;Zm )<0

This is the first inequality in the theorem. The second inequality is derived as follows

pr(X") )
p(Xn)e—Oan(P)
1 (X"
:—Emin(log—_ p'X) )
n g o pXMeehip)
pr(X") )
p(Xm)e=Ln(D)

1 1
~RED"(p", pyy)) =~E(log
n n

1
<—min E(log
n pep

| . _
=—min(nD(p"||p) + aL,(p))
n pep

L.(p
= min(D(p'l1p) + L),
peP n

2.9.2 Proof of Theorem 2

Note that (2.61) implies that the expectation in the fifth line of (2.60) is not greater than 1.

Hence, by Markov’s inequality, we have

a - pX")
which is
3 S| ee 1 *(Xn) —na-
Prl{dy(pllp) > ~ log Lo 4 b} < e
n ptp (Xn)
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Chapter 3

MDL Estimators for Contaminated Gaussian

Location Families

In this chapter, we consider an application of MDL estimators developed in the last chapter to

an example of non-exponential families, contaminated Gaussian location families.

3.1 Introduction

We have obtained MDL estimators which enjoys a good risk bound for non-exponential
families under certain assumptions by using the fiber bundles of local exponential families.
We also have seen that the estimators can be applied to mixture families. In this chapter, we
consider the contamination models [19] as another example of non-exponential families.

The contamination model we consider here is defined as

po = (1 =ve)qe + v.go,

where gy is a model of regular data and g, is a model of noise. In particular, we assume that gy
is a 1 dimensional Gaussian location family N(6, 1), while gy is also a Gaussian distribution
with mean 6 and variance larger than 1. This simple model of contamination is noted in [20]
as the first example and was considered by Tukey [21]. We call such models as contaminated

Gaussian location families.
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It is difficult to show that the assumptions required for our results in the previous chapter
strictly holds for the contamination models. Instead of doing so, we show that when given data
belongs to a certain typical set, we can obtain the required properties for nice performance
guarantee for MDL estimators. The idea to use a typical set for such a purpose was introduced
by [22], [23] to extend the result of [2] to supervised learning. Actually, we use the following

theorem, which is a conditional version of Theorems 2.1 and 2.2.

Theorem 3.1. Let A, be any event with probability P, > 0. Forall A € (0,1 —a "1 and b > 0,

the following hold.
T el 1 “(X") [
Eld.(p Ix)AA] < —E[log £52214,] - Z10g P, (3.1)
n oxm) n
- 1] ex 1 p*(Xn) 1 -na~'b
Pr{dy(plljpxe) — ~log ) > blA, | < e (3.2)

Note that this Theorem includes Theorems 2.1 and 2.2 as the case of A,, = X”. When there

exists an upper bound of regret REG,4 (n) such that for all x" € A,

REG(p;); M, x") < REGy, (n),

Theorem 3.1 gives us the following guarantees for the MDL estimator defined by (#,,, aL,),
7 el l—r a
E[di(p"lIpx)IAL] < ;REGAn(”) - log P,
and

1 I

1 1 —na~
Pr{d (" llpxe) = ~REGy, (1) > blA, | < 5.

3.2 Contaminated Gaussian location families

In this section, we discuss some properties of our contaminated Gaussian location families.

We show that our model can satisfies conditions we need to obtain a regret bound, when given
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data string belongs to a certain typical set. Then, we can obtain a conditional regret bound
which leads to a conditional risk and loss bound by Theorem 3.1.

We consider only the case gy is Gaussian location family with unit variance I as follows.

1
go(x) = N(x16,1) = G exp(—§|x - o).

Further, we assume the contamination is also Gaussian which has the same mean of g, and

fixed variance s2I, where s > 1 is a known constant.

1
2 2
go(x) = N(x16, s°1) —2—S2|x .y )

= —(27T)K/2S exp(

Our setting on gy is easier one than traditional setting in which g, is not assumed to have a
known expression [19]. However, our model py = (1 — v.)gs + v.gp still has a difficulty for
MDL estimation. This kind of model which the contamination has the same location parameter
also has been discussed in [21], [20].

This model py is determined by v, and s. The following constant 7'y defined by s determines

the points where gy(x) = gg(x) holds.

52 «
T, = 2s2_110gs ,

The empirical Fisher information of contamination model M is

(00 = (1 = y (LY, Ye (862
J:0 = (=0 (p(,(x)) " S2(Pe(x))
s2+1 qo(x) go(x)
—v.(1 -, I
Pl )
52— 12 qo(x) go(x) &
- c 1 - Ve Za
(S ) )20 Pol)

(3.3)
where
$ij = 2(6:0) = (x; — 6)(x; - 0)).

To see the property of J, we provide Figure 3.1, a graph of J(6 = 0; x) for the case of K = 1,
s = 5and v, = 1072, The vertical lines in Fig.3.1 shows |x| = T,. If and only if |x — 6| = T,
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Jio; x)

—100 15 =50 75 0o 25 50 75 100

Figure 3.1: A graph of J(0; x) when s = 5, v, = 1072,

qo(x) = go(x) holds. Note that J(6; x) can be negative and then J(8; x*) can be close to 0.
This causes that the properties given by Lemma 13, which we describe later, breaks. However,
J(; x) is positive for x within the vertical lines. This implies that if the data x” includes many
points x which are close to the true mean #*, J(6; x") can have the positive lower bound for 6

close to 6*. We can show similar properties required by the previous Assumptions for such x".

3.3 A typical set of data strings with good properties

In this section, we define A, a subset of X" which characterized by the constant 7. Then
we show that each x" € A, have required properties to show the good regret bound and the
probability P, = Pr{X" € A,} is exponentially high in n. Using this A,,, Theorem 3.1 provides
us with the performance guarantee of the MDL estimator.

First, we introduce random variables fori = 1,2, --- , n, for given r € (0, 1),

Y = L(X; - 0| < rTy),
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where 1(-) denotes the indicator function. Further, define

n
ny = Z Y,'.
i=1

The random variable n; denotes the number of x; in x* which satisfies |x, — 6*| < rT,.

Let ]_C € (0, 1). Define a sequence {A,} by
ny
Ay =[x e X" = > (3.4)
n .
and

P,=Pr{X"e€A,} = f p(xX"dx".
Ay

To show properties of A, and P,, we put some conditions on the model. We assume that

the parameters of the model v, and s satisfy the following conditions.

41 -v) > %e (3.5)
and
(1 =vo)(1 + B)O(T) — B > 0, (3.6)
where @(") is defined by
O = | NGO Ddx

for all d € (0, 00). Note that these conditions hold for sufficiently large s for any small v... For
r € (0,1), ©(rT;) is a continuous and increasing function of r.and ®(0) = 0. Therefore under

the condition (3.6), there exists r € (0, 1) such that

(1 =vo)(1 +B)PT,) =B =0 (3.7)

and for all r € (r, 1),

(I =vo)(1 +B)O(Ts) = B > 0 (3.8)
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holds. We also put a condition on the true parameter 8*. Define
1-r
_ K
0, = {9 e R*||0] < 5 TS}.

Hereafter, we assume that 8* € O, so that for all 8 € ®,, |x — 6| < rT implies [x — 0] < T.

The following Lemma implies that we can select ]_‘ which defines {A,} with properties we
need. In concrete, J(6; x") has properties we need for x" € A, and that this subset of data A, is
a kind of typical set i.e. P,, which is the probability of the event that x" € A,, is exponentially
high in n.

Lemma 12. Under the conditions (3.5) and (3.6), for all r € (r, 1), where r is defined by (3.7),
and for all ' such that

0 < ¢’ < By, min{l, (1 = vo)(1 + B)P(Ty) — B},

where

2_1 K
ve(1 = vo) log —
YV

c

Bs,v(, = (1 - Vc)2 - 2s )
S

and

1 s2-1 k1= Ve
P28, ¥ togl4s" =),
we can select f € (0, 1) so that for all x" € A,, for all 6 € ©, and for all unit vector z € RK,

IO x> (3.9)

holds, further

1= P, < e 2°%00Ton

holds, where y. € (0, 1) is defined by

B+ {B,
T (1= v)(1 +B)OCT,)

Ye
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Under Assumption 1, this Lemma leads to the following Lemma.

Lemma 13. There exists constants ky,k, > O such that for all 6,,6, € ©,, for all unit vector z

and for all X" € A,, the followings hold.

T j6,; x" .
2 IO 6, =) (3.10)
ZIJ(0; x")z

and

Z'J(6))z
L J(0))z

<1+ k|0, — 6,.
The following Lemma implies that Assumption 2 holds.

Lemma 14. Under conditions (3.5) and (3.6), the followings hold. For all r € (r, 1) and for
all§ € O,,

Amin(J(0)) 2 ¢,
where
¢ = {1 =v(1 +BIOCT) ~ Be|Bsy, > 0
and there exists 1 > 0 which is determined by s and v, such that
Amax(J(6)) < A.
Further, we can show the following Lemma, which implies Assumption 8 holds.

Lemma 15. Under Assumption 2, there exists € > 0 such that for all unit vector z € RX, for

all X" and for all 6 € ©, such that |0 — 0| < e

IO, Xz < 7 J@; X"z + 2 J(0)z.
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Lemmas 12-15 imply that for all x" € A,, the regret bound in Theorem 2.4 holds for our
contaminated models. Theorem 2.4 gives us an upper bound of the regret of a two part code

using a fiber bundle of local exponential families.

Lemma 16. Under conditions (3.5) and (3.6), there exists a constant r € (0, 1) such that for
all r € (r, 1), we can construct a two part code which satisfies the following. For large n and

forall X" € A, such that § € @,
1 o). w o K.ooon 1/2
REG(p M, x") < 5 log > +log | J(O)'“db + fire(n), (3.11)
JT o,

Let REG(n) be the right side of (3.11), By this Lemma and Theorem 3.1, we have the

following Theorems.

Theorem 3.2. Under the same setting as Lemma 16, for all A € (0,1 — a™'], there exist a
constant r € (0, 1) such that we can construct a two part code which satisfies for large n under

the assumption 6" € ©,,
- . . 1—— a
Exi<p,. [da(qo | Px)IX" € A,] < ZREG(H) 7 log P,

Theorem 3.3. Under the same setting as Lemma 16, for all A € (0,1 —a~'] and b > 0, there

exist a constant r € (0, 1) and a two part code which satisfies for large n under the assumption

0 €0,
- 1 —— -
Pr{dy(qe||px) > —REG(n) + b} <e™ ' + (1 = P,).
n
From Lemma 12, the probability P, converges to 1 exponentially.
3.4 Proofs

Proof for Theorem 3.1. We start from (2.61),

nda(p p)y 1. p'"X") _
ZE —log 50X — Ln(p)) <1

pep
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By exchanging the summation and the expectation, we have

d,(p*llp) 1 (X"
EZ exp(w - - log 1;(()(")) - L,,(ﬁ)) <l.

peP
Since exp(-) is a positive function, this implies
ndu(pllp) 1

pr(X")
Eexp(——22 — ~1
eXp( a P )20.4)

—L(p) < 1. (3.12)
In general, a conditional expectation of a non-negative random variable satisfies

1
El4,] < 5-E['].

n

Then, from (3.12), we have

dpllp) 1 (X"
p(n Aprlp) logp( )

) 1
- Zlos S - La(p))An] < 5

E[ex
By taking logarithms of both side, using Jensen’s inequality, and multiplying both side by «/n,
we have (3.1).

By using Markov’s inequality, we have

X" 1 .
P X7 > exp(nba™") IA,,} < P—e‘”b“ .

. 1
Pr{d(p'llp) - ~ log

P (X")

This is (3.2). O

Proof for Lemma 12. For a real symmetric matrix A € R¥X_let A,,,.(A) and A,,;,(A) denote
the maximum and minimum eigenvalue of A respectively. To show (3.9), we evaluate a lower

bound of A, (Ji (8; x™)). Since $is semi-positive definite,
Anax(E) < Tr(X) = |x - 6

holds. Then, from (3.3), we have for all 8 and for all x € X,

2 2
A (G0 3) 5(1 =y (BN L Vo8 AL 400) g)
Ve = =0 (pg(x)) ’ S2(P9(X)) i 52 el V)Pe(X)Pa(X)
g1y 3o(x) go®)
- (1 =ve)—=—===—|x — 6", 3.13
() =05 i G139
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To evaluate this lower bound, define

8ul)

v=1—-v.+v, .
‘ CCle(x)
This variable v takes values over (1 — v,, ). From definition, |x — 6]> can be written as a

function of v as follows.

2 K

s s k1= Ve
_110g(V—Cv—s - ) (3.14)

2 _
|x — 6 —2s2

Further, define

We show the following Lemma.

Lemma 17. When v. and s satisfy the condition (3.5), the following holds. For all 6 and for

all x € X,
qo(x)go(x) ) s* k1=
——|x - log(4s® ——). 1
2o T SR og(4s ” ) 3-15)
Proof. First, the followings hold.
go(x) _ 1
pe(x) 1 =ve+v.go(x)/qo(x)
1
T
and
go(x) _ I
po(x) (1 = ve)ge(x)/ge(x) + ve
_ 8o(x)/qo(x)
1 = ve +vego(x)/qo(x)
1
= —(v —(1- vc)).
VeV
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Then, we have

qo(X)ga(x) _ 1 1 -v,

Pa(x) VeV o VeV
Therefore, from (3.14),
2 1 1-— ; K
9800 g <o (L - L ey j00(S)
Py(x) s2=1\v.v VeV Ve
2
= 2S2 1f(v). (3.16)
Then, we show the following.
1-v
< log(4s—=). 3.17
f(V) B 4Vc(1 - Vc) Og( * Ve ) ( )

Let T > 1 — v.. We evaluate upper bounds of f(v) forv € (1 — v, T]and v > T respectively.

First, we evaluate an upper bound for v € (1 — v, T]. Since in this case,

holds, we have

Further since for all v > 0,

1 1 -v, 1
<

vev vyt T dv.(1-v,)

holds, we have forallv e (1 —v,, T],

K

1 s
f(v) < —4‘Vc(1 _— log(v—CT).

Next, we evaluate an upper bound for v > T. Since (1 — v.)/v.v* > 0, for all v > 0,

K

fv) < vi log(;v)

c &
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holds. The right side of this is a decreasing function of v for v > (v./s)e. Then when we select

T > (v./s)e, the following holds. For allv > T,

K
1T log(s T).

Ve Ve

fv) <

Therefore, forallv > 1 —v,,

1 sK sk
fv) < max{m log(V—CT), T log( T)}

Ve
holds. By letting T = 4(1 — v.) to minimize the right side, we have (3.17). From (3.16) and
(3.17), we have (3.15). m|

When |x — 6] < Ty, v < 1 holds. Since f(v) is an increasing function for v < 2(1 — v,), for

allv <1,

K

f) < f(1) = log(=)

s
Ve
holds. Therefore, by ignoring the second and third terms in (3.13), since gy(x) > gy(x) for

[x—0] < Ts,forall x e Xand 8 € ® such that |[x — 6| < T,
Amin(J(6; X)) > By, (3.18)

holds. Further when |x — 6| > T, from Lemma 17 and by ignoring the terms except the last

one in (3.13), we have
Amin(J(0; X)) = ~B.B . (3.19)
When 6 € ©,, for arbitrary 6 € O,
60 —6°| <(1-nT,
holds. Then, for all x such that |x — | < rT,

lx—6| < T,
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also holds. Therefore, for all x” € X" and for all 8 € ©,, since at least n; data in x" satisfies

|x - Ql < TS’
DuinJ0: ) = 2B, — (1 - 2)BeB,,,
n n

holds. Let " € (0, By,,). Define J_‘ €(0,1)as

BS7V(,' - g/
(1 + ﬁc)Bs,vc .

Then, define A, by (3.4). In this case, we have for all X" € A,,

]_f:

Amin(J(0; X)) > £
This implies (3.9).

Finally, we evaluate the probability P, = Pr{X" € A,,}. Since

Pr{iIX -0 <rT,} =(1-v,) qo(x)dx + vcf gy (x)dx
|x—0%|<rTy

|x—6*|<rT;

> (1 =v)@(rTy),

we have

En; > n(1 — v )®GT,).
Define

—1- Be+ /By,
v (1 —vo(1 +BIOGTy’

When v, and s satisfy

O(rTy) > P

1-v.1+p.

and we select ¢’ so that

0< g/ < Bs,vc{(l - Vc)(l +ﬁc)cD(rTs) _ﬁc}»
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Y. € (0, 1) holds. Therefore, from Chernoff bound, we have
1- Pn = Pr{X” ¢ An} < e—l_%ylz,d)(rTs)n.
O

Proof for Lemma 13. By Taylor expansion, for all 6,,6, € ®,, for all x" and for all unit vector
z € RX, there exists 6 between 6; and 6, such that
IO Xz = 2T J(62)z + Zij.(e- | ziz(0 — 6>)
1s 2 hijaeh ij\YUs o= i< j\Y1 2)hs
where (6; — 6,), denotes h-th elements of 8; — 6,. From Cauchy-Schwarz inequality, for all
v e RK,
Z v; < \/Elvl
holds. Further from Assumption 1, there exists a constant D > 0 such that for all A,i, j €

{1,2,---,K}, for all 8 € ® and for all x",

0 .
20, JU(Q,x”)‘ <D

Therefore, we have
L JO; )z < 27 J(0y; Xz + KVKDIG, - 6,).

From Lemma 12, since for all x" € A, 7/ J (61; x")z = ¢’ > 0 holds, we have

T j(6,; x" K VK
ZA(—I)Z <1+ _,\/_D|gl — 6.
2 J(6y; x")z 4

By letting 6, = 8 and x; = K VKD/', we have (3.10).

Assumption 1 also implies that

]a%hj,-j(e)' <D.
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Therefore under Assumption 2, we have

TJ6 KVK
M <1+ —\/_D|91 -0,
L J(0,)z ’

in the same manner. O

Proof for Lemma 14. Fisher information is defined by
J(@) =E,,J(6;X)
= f J(O; x)po(x)dx + f J(6; x)pe(x)dx.
[x—=0|<rTy [x=0|>rT

Then,
Anin(J(O)) 2 Pr{IX = 61 < 1T} inf  Ain(J(6;.20)
+Pr{|X — 6] > rT) |x_ier|‘fr . Amin(J(8; X))
holds. From (3.18) and (3.19), we have

/lmln('](e)) > Pr{lX - Ql < rTx}Bs,vC - PI'{'X - 9' > rTs}ﬁch,vc

> {1 =v)®CT (1 +B0) = BB

For all r € (r, 1), from (3.8), this right side is positive.

To show the upper bound of A,,,x(J(0)), we use the fact that
Amax(J(0)) < [IJ(O)lls < KIIJ(O)]ps-

It is sufficient to show an upper bound of [|J(§)|ly. Since J(@) = E, J(6;X), IJO)lly <

maxg,xllf (6; x)||5s holds. Therefore, we show an upper bound of l7(8; )|l5s. In the same manner

as (3.13),
i0- 2 96(X)N2 V_f go(0)\2 7+ 1 1 46(x) go(x)
A 6100 1= (L) + SO0+ = =
st 1y (%) go(x)
P i
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holds. Further since go(x)/pg(x) < 1/(1 —v.) and gy(x)/pe(x) < 1/v. hold, we have

. s +1 st =1y qo(x) go(x)
Amax(J(0; X)) < 2 + vel =) =[x - 0P
52 ( 52 ) Po(x) po(x)
Therefore, from Lemma 17, we have
" 2+1 1s2-1 1-v.
A (F(0: ) < 252~ + =T~ log(dsK —2), (3.20)
S 2 s Ve

From (3.18), (3.19) and (3.20), we have
I196; 0l < 2,

where

N 241 18-1 1=
A :max{Bs,vc,,BCBs’vﬁ’zs S"z' +§S . log(4sK VCV )}

Finally, we have

Amax (J(B)) < 4,

where

O

Proof for Lemma 15. From (3.3), the partial derivatives with 6 of J(0; x) are also polynomial
of go(x)/ pe(x), go(x)/ pe(x) and (go(x)gs(x)/ pe(x)*)(x — O)", where m = 2 or 3. Then, in the
same manner as Lemma 17, we can show that there exists a certain constant D; > 0 such that

for all unit vector z, v € RX, for all 6 € ®, and for all x* € X",

IV,z" J(0)z] < Dj.
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Therefore, by Taylor expansion, we have
' J(O; ¥z < 27 J@; X"z + Dyl - 4.

Since 7' J(8)z > ¢, when

-0 < <,
Dj

we have

sz(H; XMz < sz(é; XMz + ZTJ(@)z.

3.5 Concluding remarks

We showed that we can construct a two part code for contaminated Gaussian location
families whose parameters satisfy the conditions (3.5) and (3.6), such that for appropriately

selected r € (0, 1), the following regret bound holds for all x* € A, such that e Q.
1 K
—REG(p™; M,, x") < = log — +log f 1J(6)'2d6 + foe(n).
(04 P 2 27T 0,

This set A, ¢ X" defined by (3.4) is a kind of typical set. That is the probability of the event
X" € A, converges to 1 exponentially (Lemma 12). Therefore, the regret bound holds with
high probability for large n.

By using Theorem 3.1, the regret bound leads to the following conditional risk and loss

bounds of the MDL estimator induced by the two part code
- . N l— a
Exr-p, [du(qollpx)X" € A,] < ~REG(n) -~ —log P,
and
- 1 —— -
Pr{dA(qg*H Pxr) > —~REG(n) + b} <e™ b4 (1-P).
n

Since A, is a typical set, these bounds are sufficiently tight for large n.
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Chapter 4

On Jeffreys factor of Gaussian Distributions

The topic of this chapter is quite different from the previous chapters. In this chapter, we
consider the integral which appears in the evaluation of minimax regret of parametric models.
We focus on Gaussian distributions. There is an important example of non-exponential family
which is closely related to Gaussian distributions, called Gaussian mixture models (GMM).
We expect that the discussion in this chapter may be helpful to consider two part codes for

GMM.

4.1 Introduction

Gaussian Mixture Model (GMM) is an example of non-exponential families, which is im-
portant in practice and more complicated than mixture families. A density of GMM is rep-
resented as a mixture of Gaussian distributions, which have identical parameters respectively.
The difference between GMM and mixture families, whose components are Gaussian, is that
each components of mixture has parameters respectively. Then, when we fix the parameters of
each components, we can recognize the model as a mixture family.

In this chapter, first, we discuss the determinant of Fisher information of multi-variate
Gaussian distributions parametrized with mean u and covariance X, which we need to quantiz-

ing the parameter space of multi-variate Gaussian distributions. Then, we discuss the integral
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of the square root of the determinant. This integral appears in the evaluation of minimax re-
gret (2.2) and also in the regret bound of two part codes introduced in the previous chapters.
In conclusion, we can see that the restriction of the range of eigenvalues of covariance X is

essentially required.

4.2 Parametrization for covariance of Gaussian distributions

Let K > 0 be an integer. The probability density function of Gaussian distribution with
mean y € RX and covariance £ € RE*X which is semi-positive and symmetric, is written as

1
exp(—5(x - W' (x = ).

1

These parameters u and X have a degree of freedom K and K(K — 1)/2 respectively.

The covariance X is restricted to positive definite and symmetric matrices. This restriction
makes it difficult to consider Fisher information with respect to £. We introduce an alternative
parametrization to X. We use the fact that any positive definite and symmetric matrix X can be

diagonalized as
T =VIAY, 4.1)

where A is a positive valued diagonal matrix whose elements are an eigenvalue of X, and V is
an orthogonal matrix. When a positive valued diagonal matrix A and an orthogonal matrix V
are given, they determine a certain positive definite and symmetric matrix X by (4.1). Now, A
can be parametrized directly by m eigen values 0 < 4; < A, < --- < A,,. Further, V can be

represented as a product of K(K — 1)/2 Givens rotation matrices defined as follows. For each
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k,le{l,2,---,K}and B € (0, ),

cosp ifi=j=kori=j=1,
sin 8 ifi=k j=1,
Gl](k,l?ﬁ): —Slnﬁ lfl:l,]:k,

1 ifi=ji#k,l1,

0 otherwise.

The matrix G(k, I, 8) is an orthogonal matrix which represents the rotation on (k, /) plane and S
means an angle of the rotation.

Define
S(K) ={(k, DIk, €{1,2,--- ,K},k < [}.

This can be regarded as the set of all distinct planes spanned by two axes of RX. The number
of such planes is |S (K)| = K(K — 1)/2. By using appropriate sequences {k;} and {/;}, S(K) can

be represented as

S(K) = UKED2k, 1)),

=1

Then, we define foreachr=1,2,--- ,K(K —1)/2,

G.(B) = Gk, 1, B).

Finally, for ¢ = (¢, , dxk-1)2) € (0, HKED2 we define

K(K-1)/2

Gor= ] Gue.

r=1
This provides a parametrization for orthogonal matrices.

Now, we have a parametrization of covariance matrix X by using eigenvalues A = diag(4,,--- , Ak)
and ¢ € (0, ;)KK=D/2,

Z(A, ¢) = G(®) AG(9).
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Define a composite parameter 8 = 6(u, A, ¢) as
O =i fori=12,--- K,
Ok i :/lifOI'l': 1,2,--- K,
02K+[ = ¢i forl: 1729“' ’K(K_ 1)/2'

This defines a parametrization of Gaussian distributions,
Po(9) = = expl-2(x - W GHA G@) (x o)
¢ (2m)K12|A|-112 2 :
We can assume that the eigenvalues Ay, - - - A¢ are in the ascending order,
Ay <A <0 < Ak

This parametrization ahs an advantage that we can use eigenvalues as a part of parameter

directly. Then by letting all eigenvalues be positive, the positive definiteness of X is ensured.

4.3 Fisher information of Gaussian distribution

For our parametrization, the derivative of —log py(x) with respect to u is

0
_a_ log pg(x) = —Z_I(X — /J) (42)
u

Therefore, a part of the empirical Fisher information and Fisher information with respect to u
is 7!, Since (4.2) has a factor x — u whose expectation is 0 and another factor X~!' does not
depend on x, the expectation of the second derivative with respect to i and other parameters is
0. This means that cross components of Fisher information with respect to ¢ and others are 0.
To calculate the Fisher information with respect to other parameters, it is easy to use an
alternative representation of the Fisher information by using Kullback-Leibler divergence,
2

0
Jij(0) = WDKL(pHHPH’) oo
i
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It is known that the Kullback-Leibler divergence between Gaussian distributions can be written

as
|A’| K 1 , , ,
Dk1(pollpe) = S+ ST @+ =) (= )
|A| 2 2
Since
2 1
log|A'| = —=1;;
and
’ 2
B o vH = o
hold, a part of the Fisher information with respect to eigenvalues is a diagonal matrix
1 1
Ja(0) =diag| —., -, =—)-

Next, we calculate a part of the Fisher information with respect to ¢. For general ¢, it
is complicated to calculate the Fisher information. However for each ¢, when we introduce a
transformation Y = G(¢)X, the distribution of Y, is N(G(¢)u, A). Since the Fisher information
is invariant for such transformation, it is sufficient to evaluate the Fisher information of Y
whose covariance is diagonal. This implies that we need only to consider the case of ¢ = 0.

Fort = 1,---,K, let E; be the diagonal matrix whose k;-th and /;-th elements are 0 and

others are 1. The derivatives of Gives rotation matrices can be denoted as

8351 G,(6, + ) E,,
;;[ ~-G,(6) + E..
Then,
¢ = G/(3) - E;
a¢a;¢ y <Gi(g) - E)G/(3) )
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holds. Let E] = G,(r/2) — E,. For each t, the k,/, element of E7 is —1, the /;k; element is 1 and
other elements are 0. Then when ¢ = 0, the second derivatives of X~! with respect to ¢ can be

denoted as follows.

a ’ ’ ’ ’
¥ = EEIN - ENE] - EATET + AEE]
8¢;a¢; ¢/:O 1=y 1 J J i 1=y
By using this, we can calculate the trace
(A =4;)? . .
1 ot ——=  fori=j,
S rrrra i WA E I : (43)

109 = 0 fori#j

Therefore, a part of the Fisher information with respect to ¢ is a diagonal matrix J4(6) whose

elements are given by (4.3).

4.4 On Jeffreys factor for the parametrization using eigenvalues

Now, we have the Fisher information in the form of block diagonal matrix
J(0) = diag(Z™", Ja (), J4(6)).
Then, we have the determinant

17(@)] = [Z7'] X [JA(O)] X [T45(0)]
C ISP = )

- 2K (/11“'/1K)K+2

Finally, by using the result, we discuss the normalization factor of Jeffreys prior. By in-

4.4)

tegrating the square root of (4.4), we can obtain the normalization factor of Jeffreys prior.
However, the calculation for general K > 2 is too complicated. Then, we show only the result
for K = 2. Since (4.4) depends on eigenvalues only, we calculate only the integral with respect
to 4; and A,. To calculate the integral, by using constants 0 < Apin < Amax, We limit the range

of integral to Ay, < A1 < Ay < Anax. We have the double integral

Amax A
f (f zlj(g)“/zdﬂl)dh B %(/11 " ,11 )log jll: B (zim B Ajl)

Amin Amin max min

When Ay, — o0 or Ay, — 0, this integral diverges to co. Then, the Jeffreys prior of Gaussian

distributions cannot be defined properly without such restriction for eigenvalues of covariance.
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Chapter 5

A Practical Study on Machine Learning Based
Cyber Security

The increased usage of the Internet and network-connected systems has exposed them to a
greater number of cyber threats. These threats are becoming more sophisticated, and the global
cybersecurity landscape has seen a steady increase in reported incidents in recent years [24,
25]. These incidents range from conventional attacks such as ransomware, phishing, denial
of services (DoS), to novel, hybrid, and emerging threats that have a strong impact on the
infrastructure and digital assets managed by organizations.

To protect against these threats, intrusion detection is an indispensable technique for main-
taining enterprise security. Network Intrusion Detection Systems (NIDSs) [26,27] are used to
monitor networks or systems and raise alerts when abnormal activities or policy violations are
detected. NIDSs use a variety of techniques such as signature-based detection and anomaly-
based detection to identify potential threats. When an NIDS detects a threat, it raises an alert
to notify the security team, allowing the team to take immediate action to prevent the attack
from causing any further harm.

As cyberattacks continue to evolve, they are becoming increasingly diverse and complex,
making them harder to detect and defend against. To effectively counter these evolving threats,

adaptive NIDSs are highly recommended. Among the different types of NIDSs, machine learn-
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ing (ML)-based systems have shown particular promise in detecting novel attacks by analyzing
network traffic generated by these attacks and adapting their detection strategies accordingly.
One significant advantage of ML-based NIDSs is their ability to learn from data without requir-
ing manual rule design by security analysts. This allows for faster and more accurate detection
of novel attacks, enabling organizations to keep up with the rapidly changing threat landscape.

The detection of network intrusions relies on the analysis of communication information
transmitted between attacking and target hosts through packets. As the smallest unit of network
communication, packets carry crucial control and payload information and are the primary
analysis target for intrusion detection. ML-based NIDSs can be categorized into two types
based on their analysis target. The first type uses packets directly as the analysis and alert
triggering objects, resulting in each alert corresponding to a single packet [28,29]. The second
type aggregates packets into sessions that contain more communication information and uses
these sessions as the analysis and alert triggering objects [30,31].

Packet-level analysis has inherent limitations [32]. Firstly, the sheer number of packets can
be overwhelming, resulting in a significant number of false positive alerts that can be challeng-
ing to manage. Secondly, not all packets contain essential information for intrusion detection.
For example, control packets used to establish TCP connections carry specified information
about communication tools, but not particular information about the communication contents
itself, making them difficult to classify. To address these limitations, session-level analysis
can provide a more comprehensive picture of network communication and help reduce false
positive alerts. However, session-level analysis can be challenging to implement, requiring the
tracking of packets across multiple network connections and handling complex communica-
tion scenarios.

In this paper, we present a novel solution to overcome the drawbacks of packet-level anal-
ysis in network intrusion detection. Our proposed approach defines a session as a collection
of consecutive packets that participate in communication and leverages the packet-level clas-
sification outcomes to identify whether the session is normal or anomalous. By reducing the
number of targets for classification, our approach leads to more accurate and reliable predic-

tions based on all packets that contribute to the communication. Furthermore, our approach
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does not rely on session-level characteristics, which enables the adoption of various packet-
level classification techniques and effortless integration of new features or classifiers.

The paper presents the following contributions:

1. We introduce a novel approach to consolidate packet-level classification outputs to make
intrusion detection predictions for communication sessions rather than doing session-
level classification directly. Our approach not only effectively reduces the number of
alerts but also improves the accuracy of the detection. Further, our approach is inde-
pendent to how the packet-level prediction is obtained. Therefore, we can use arbitrary

packet-level methods with our proposed approach.

2. We develop a prototype system for the proposed approach, which uses statistical features

extracted from packet headers.

3. We evaluate the effectiveness of our approach on publicly available benchmark datasets,

and report promising results that demonstrate the efficacy of our approach.

Overall, our proposed approach and prototype system offer a practical and effective solu-
tion to improve the accuracy and reliability of network intrusion detection, which is increas-
ingly important in the face of evolving and complex cyber threats.

The rest of this paper is structured as follows: Section 5.1 provides a comprehensive survey
of intrusion detection techniques that use ML-based methods and our differentiation strategy
compared to related works. Section 5.2 describes our approach for network intrusion detection
using packet-level features. Section 5.2.1 describes methods for the packet-level classifica-
tion and extraction of packet-level features. Section 5.2.2 presents the proposed approach
for consolidating packet-level classification outputs to predict session-level anomalies. Sec-
tion 5.3 reports on experimental results from publicly available benchmark datasets. Finally,

Section 5.6 concludes the paper.
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5.1 Related Work

The use of ML-based NIDS in cybersecurity has grown significantly over the past decade.
Researchers have focused on developing more advanced machine learning algorithms such as
decision trees, support vector machines, and neural networks for anomaly detection and classi-
fication. In recent years, deep learning models like convolutional neural networks (CNNs) and
recurrent neural networks (RNNs) have shown significant improvements in the accuracy of
IDS [33,34]. Ensemble learning and transfer learning have emerged as promising approaches
to enhance the detection rate and reduce false alarms. Researchers are also collecting large-
scale cybersecurity datasets and exploring alternative evaluation routes [35]. Additionally, the
focus is on developing more efficient and accurate IDS that can detect evolving and sophis-
ticated attacks in real-time while addressing scalability, cost-effectiveness, and transparency
issues. There is a growing emphasis on cloud-based solutions, which are more scalable and

cost-effective [36].

5.1.1 Data Type and Public Dataset

ML-based NIDS relies on several data types to detect and classify attacks accurately. Two

primary types of data that researchers use are packet-level and session-level data.

e Packet-level data includes information from individual packets within a network flow.
Packet-level data can be further divided into header and payload information, where the
header includes information such as source and destination IP addresses, port numbers,

and protocol types. In contrast, the payload includes the actual content of the packet.

e Session-level data includes data from the sequence of packets between two network
nodes over a period of time. It can provide insights into the behavior of network users,
applications, and services. It can be used to identify traffic patterns that indicate a botnet

or other malicious activity.

The use of either packet-level or session-level data in ML-based NIDS research varies de-

pending on the research objectives and the desired level of granularity. Researchers choose
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which type of data to use based on the requirements of the model and the specific objectives
of the research. In summary, using different data types in ML-based NIDS research enables
researchers to develop more accurate, efficient, and effective models to detect and classify
network intrusions more accurately and in real-time.

Next, public datasets of network traffic have been extensively used by researchers to evalu-
ate their models and compare their results with those of other studies. These datasets comprise
large-scale network traffic data from different sources, such as honeypots, computer networks,
and other online services. Public datasets are essential for developing NIDS because they
provide a standardized evaluation framework, facilitating the reproducibility of results across
different research groups. In [37], a comprehensive survey of 34 different public datasets was
conducted, focusing on 15 different characteristics (data format, data volume, traffic observa-
tion environment, etc.). In [34], the authors examined 30 different public datasets in detail,
focusing on the types of attacks that each dataset contains. Prominent datasets include the
long-used DARPA9S [38,39], KDD99 [40], and NSL-KDD [41], as well as UNSW-NB15 [42],
ISCX2012 [43], Kyoto2006+ [44], CTU13 [45], and CSE-CIC-IDS2018 [46].

5.1.2 ML-based NIDS by Data Type

In this section, we present several related studies of ML-based NIDS by the type of in-
put data (packet-level, session-level, and hybrid) used in the analysis. Each related study is
summarized in Table 5.1, which lists the data type and features used, datasets used, training
models, evaluation results, and any other unique contributions. We use the abbreviations for
kinds of ML models in the table. (AE: AutoEncoder, DT: Decision Tree, NB: Naive Bayes,
SGD: Stochastic Gradient Descent, PCA: Principal Components Analysis, IF: Isolation Forest,
RF: Random Forest, SVM: Support Vector Machine, k-NN: k-Nearest Neighbor, ENN: Elman
Neural Network, SNN: Shallow Neural Network, FENN: FeedForward Neural Network, MLP:
MultiLayer Perceptron)
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Packet-Level Data Analysis

Here we present related works on ML-based NIDS that analyze packet-level data. Packet-
level data can be divided into two categories: either only header information is used, or payload
information is also used.

Mirsky et al. [28] proposed a framework, Kitsune, that uses an ensemble of autoencoders
to differentiate between normal and abnormal patterns. The results showed that Kitsune could
detect various attacks with performance comparable to existing offline algorithms, even when
running on low-power devices like Raspberry Pi. Hwang et al. [47] argued that detecting
malicious traffics at the packet level, rather than through flow-based preprocessing, reduces
detection time significantly, making it suitable for real-time analysis requirements. Gwon et
al. [48] used embedding techniques to embed time-series and categorical information, achieved
a binary classification accuracy of 99.72%, and significantly improved performance. Shrestha
et al. [49] evaluated various machine learning models, of which the decision tree algorithm
performed best with a maximum accuracy of 99.99% and a minimum false negative of 0%.
Verkerken et al. [50] demonstrated that all machine learning models they tried could exhibit
high classification scores on an individual dataset but could not maintain those scores when
applied to a second, unseen but related dataset, prompting the need for further research on
techniques to improve the generalizability of the models.

Header information is easy to handle as feature values because its format and value range
are uniquely defined. On the other hand, payload information is of variable size and requires
ingenuity to treat it as feature values. Conventional methods for handling payload informa-
tion mainly use simple statistics such as payload length and entropy, losing a lot of informa-
tion [51,52]. Recently, with the development of natural language processing-based embedding
techniques, research on embedding payloads into low-dimensional vectors while preserving

the content information (semantics) of the payload has become popular [29, 53].
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Session-level Data Analysis

Next, we surveyed related studies of ML-based NIDS that analyze session-level data. There
are three cases of analyzing session-level data: when the public dataset is session-level data
in the first place [54,55], as in KDD99 and NSL-KDD; when NetFlow data is obtained from
PCAP data [57,58]; and when defining sessions originally [56,59].

Gaikwad and Thool [54] proposed relevant features from the NSL-KDD dataset to im-
prove classification accuracy and reduce the false positives rate. Potluri and Diedrich [55]
claimed that DNNs have the capability of parallel computing, which makes them suitable for
looking through large amounts of data with accelerated performance, making them a powerful
tool for intrusion detection systems. Verkerken et al. [56] showed that an autoencoder yields
the highest area under Receiver Operating Characteristics (AUROC), followed by one class
support vector machine, isolation forest & principal components analysis, respectively. This
outperforms previously proposed techniques when tested against the same evaluation set, CIC-
IDS2017. The Netflow-based datasets generated by Sarhan ef al. [57] were labeled to solve
binary-class and multi-class classification tasks from four public datasets. Preliminary results
using the generated Netflow-based datasets showed similar binary-class classification results
as the four original datasets but lower multi-class classification compared to all of the original
datasets. Engelen et al. [59] showed how data collection issues could significantly impact
model evaluation, provided recommendations for anticipating and preventing such problems
in the future, and stressed the importance of considering representativeness when developing
high-quality benchmark datasets. They also illustrated how small changes made during the
dataset preparation process could significantly improve machine learning benchmarks on the
final dataset.

Finally, there are hybrid analysis studies that simultaneously handle both session-level and
packet-level data. Hindy ef al. [61] emphasized the importance of using flow-based features to
discriminate between malicious and normal traffic, whereas packet-based features could suffice

for traditional network attack detection needs.
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5.1.3 Our Differentiation Strategy Compared to Related Work

Here, we gained an understanding of how current research on ML-based NIDS is being
conducted. We found that most of the existing studies were conducted only using ML as a
tool, and few studies comprehensively evaluated the practicality of ML as an NIDS. Also, al-
though they claim high performance, they have only evaluated accuracy limited to given public
datasets. The system is not guaranteed to work well even if the network environment or data
changes. Furthermore, they often use only given features from public datasets or generalized
features and lack ingenuity and consideration for features. We expect richer information, such
as packet headers, payloads, and sessions, should be used in a hybrid manner.

We consider that ML-based NIDS should be studied by comprehensively discussing the

following aspects.

e Diversity of known/unknown attacks in the training data and how to prepare for them

Cost of analyzing alerts

Real-time performance considering processing time and required hardware resources

Learning by integrating features with rich information

Categorization (multi-class classification) and explainability of alerts (root cause and

severity of attacks)

e Generalization capabilities such as model re-training and transferability

Regarding the first item, how to prepare training data, we have proposed a technique to retrans-
mit any traffic data with tcpreplay [62] and utilize alerts from multiple state-of-the-art NIDS to
label the attack information [63,64]. Then, in this study, we proposed a methodology to reduce
the cost of analyzing alerts by doing session-level classification. Our session-level approach is
based on consolidating packet-level classification results rather than doing session-level clas-
sification directly with some session-level features. Our method is independent to how the
packet-level classification is done. Therefore, when a novel packet-level classification ap-

proach is developed, we can use our session-level approach with it. The remaining aspects are
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future work, and we plan to continue our research and development steadily toward the goal

of a highly practical NIDS and a comprehensive security operations tool [65].

5.2 Methodology

In this section, we describe our approach for traffic classification. Firstly, we introduce
the packet-level classification method. This method uses features extracted from each packet
to determine whether the packet is benign or malicious. Secondly, we introduce our main
contribution: the session-level traffic classification based on the packet-level classification.
This approach consolidates outcomes of the packet-level classification to classify each session,
where a session is defined as a collection of related packets. This approach can be used with
arbitrary packet-level classification methods. Further, this method does not require designing

new features extracted from sessions.

5.2.1 Packet Level Traffic Classification

Traffic monitoring is basically done by capturing packets. Therefore, using features ex-
tracted from each of captured packets is one of the natural ways. Traditional machine learning
classifiers output their prediction y for a given feature vector x. In the binary classification
case, y belongs to {0, 1}, and in the multiclass classification case, y belongs to some set of
classes. In packet-level classification, each packet yields a feature vector to be input to classi-
fiers. Therefore, classifiers generate predictions for each packet.

In more detail, many machine learning models for classification output their predictions in
probabilistic form. In the binary classification case, a model outputs a real number in [0, 1].
We can interpret this as a probability of the event that the input sample is a positive sample.
This value can also be interpreted as confidence in the event. In the multiclass classification
case, a model outputs a real vector with the same dimension as the cardinality of the set of
classes. The output vector has a constraint that all components are in [0, 1], and their sum

equals 1. Such a vector can be interpreted as a discrete probability distribution over the set
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of classes. Each component of the vector is interpreted as a probability of the event that the
input sample belongs to a corresponding class. When we have such a probabilistic output, we
transform it into a prediction y described above. In the binary case, we apply some threshold to
it. If the output probability is smaller than the threshold, we decide y = 0 otherwise, y = 1. In
the multiclass case, we choose a class ¢ whose corresponding component in the output vector
is maximum, then we determine y = ¢ as a prediction. These probabilistic forms themselves
also can be helpful as supplemental information in using predictions.

For packet-level classification, a classifier requires features extracted from each packet as
its input. In this paper’s experiments, we employ features used by Kitsune [28], an anomaly
detection system. The Kitsune features are computed by processing packets successively. We

introduce the Kitsune features below and discuss other features.

Kitsune Features

Kitsune [28] is a neural network-based anomaly detection system. Kitsune includes a
packet-level feature extractor that focuses on frequencies or densities of traffic between the
same hosts. Kitsune uses features extracted by its feature extractor for input to its anomaly
detector. Kitsune’s anomaly detector also contains some unique techniques. However, we can
use the feature extractor independently. Though Kitsune features were designed for anomaly
detection, they also can be used for packet classification and can achieve good performance
[66].

A feature extractor of Kitsune has internal states called incremental statistics. To update
the states, the feature extractor uses information from a captured packet. In concrete, it uses a
timestamp, a packet size, MAC addresses, IP addresses and TCP/UDP ports related to them.

For more detail, an incremental statistic is a 3-tuple of real values denoted as IS, =
(w,LS,SS), where A > 0 is a parameter to determine a decay rate of its time decay. The mem-
bers of the incremental statistic (w, LS,SS) stand for *weight’, ’Linear Sum’ and ’Squared
Sum’ respectively. The weight reflects the count for packets, and the linear/squared sum re-

flects the cumulative sum of (squared) values on which the incremental statistic focuses.
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Each incremental statistic 1§, is related to a data stream determined by MAC addresses, IP

addresses, and TCP/UDP ports. Each packet is related to 4 data streams of different types.

e srclP : an IP address of source of packet

e siIcMAC-IP : (srcMAC, srcIP), a pair of MAC address and IP address of the source of a
packet

e Channel : (srcIP, dstIP), a pair of srcIP and an IP address of the destination of a packet

e Socket : (srcIP, srcPort, dstIP, dstPort), a 4-tuple of IP addresses and TCP/UDP ports
used by a packet

The Feature extractor updates these 4 incremental statistics for each packet. Each incremen-
tal statistic is initialized by zero values. The 3 types of incremental statistics except for the
Channel-type focus on the frame length of a given packet. On the other hand, a Channel-type
incremental statistic focuses on a jitter value defined as the difference between the timestamp
of a given packet from the timestamp of the last packet transmitted with the same IP addresses.
Let x denote the frame length or the jitter value of a given packet. For a packet with a times-

tamp ¢, each incremental statistic is updated using the following.

7 - 2_/1(1_[1'&51)

(w,LS,SS) « (yw+ 1,yLS + x,ySS + x%),

where f,c means the timestamp of the last packet related to the same stream and < mean
updates of variables on the left side. These updates use only information on a given packet
under processing except the last timestamp t#,;. Therefore, it can be done successively without
large memory consumption.

After the updating, we can calculate some scalar statistics based on updated (w, LS, S S).
For srcIP and stcMAC-IP types, 3 kinds of statistics are defined. For Channel and Socket
types, 7 kinds of statistics are defined. Therefore, we obtain 3 + 3 + 7 + 7 = 20 kinds of

statistics from the incremental statics of 4 types.
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The parameter A of an incremental statistic takes a role to determine the intensity of time
decay done by multiplying y. The feature extractor uses multiple values of A for a data stream.
For each packet and value of 4, the extractor extracts 20 features described above. Finally, the
extractor concatenates these features over the values of A and outputs the concatenated vector
as a vector for a packet. In [28], 4 = 5,3,1,0.1,0.01 are employed. The extracted feature
vectors are 5 X 20 = 100 dimensional vectors. In this paper, we use the same setting.

Kitsune features have a shortcoming in terms of their computation time. The longer the
feature extractor is working, the longer its average execution time per packet is getting. This
shortcoming is caused by increasing the number of statistics to be updated. In our experiments
using EPYC 7702 64-Core Processor, the feature extractor could process about 290 packets per
second in average for a PCAP file with about 64000 packets, and about 60 packets per second
in average for a PCAP file with about 1140000 packets. However, this problem can be eased
by limiting the number of statistics to be updated. When we limit the number of statistics, the
required time to process a packet is bounded and a certain processing packet rate is guaranteed.

However, in the experiments reported in this paper, we did not employ such modification.

Discussion: Other Packet-Level Features

The extraction algorithm for Kitsune features uses only timestamps and header informa-
tion of packets; MAC addresses, IP addresses, port numbers, and frame lengths. The algorithm
does not use the payload information of packets. Then, Kitsune features can be used even when
we cannot access payloads. However, some kinds of anomalies will have important informa-
tion in their payload of packets. To detect such kinds of anomalies, Kitsune features may not
help. Another limitation of Kitsune features is a difficulty of parallelization of extraction. Be-
cause the extraction procedure depends on the successive processing packets in their temporal
order.

Methods using payload information to detect anomalous packets are also argued. For ex-
ample, Hassan et al. [29] introduced packet-level features based on payload information called

payload embeddings. It employs Word2Vec [67], a famous word embedding technique used
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in natural language processing. Word2Vec transforms each byte in a packet’s payload into a
fixed-length vector called a byte embedding. A payload embedding is the mean vector of byte
embeddings of bytes in a packet’s payload. Word2Vec model allows payload embeddings to
extract contextual information of bytes in a payload. The payload embeddings can be calcu-
lated for multiple packets in parallel.

In contrast to Kitsune features which use only header information, payload embeddings
use only payload information. Therefore, it may increase detection performance by combining

both features. It is a future work.

5.2.2 Session Level Traffic Classification

We explained a packet-level classification method. Unfortunately, packet-level classifica-
tion has some defects. First, in general, multiple packets are transmitted to achieve a purpose.
For example, when we transmit some data using the transmission control protocol (TCP), the
data are transmitted through a TCP connection. A TCP connection usually consists of multiple
packets, including packets for connection establishment via the 3-way handshake and packets
that contain partitioned data as their payload. Then, seeing only a single packet in such pack-
ets may not capture important characteristics in the traffic. Further, the number of captured
packets is usually very large. When we classify each packet and report the result for them as
packet-wise alerts, the number of reported alerts can also be too large. Too many and too fine
alerts will be a heavy load for security operators to explore.

We define a session as a collection of packets transmitted to achieve the same purpose.
Then, we propose an approach to convert packet-level predictions into session-level predic-
tions. Our definition of sessions naturally reflects the property that a purpose of traffic is
achieved by transmitting multiple packets. Further, the number of sessions is obviously smaller
than the number of packets. Then, the number of reported session-level alerts will be sup-
pressed. These properties allow us to overcome the defects of the packet-level traffic classifi-
cation we described above.

When traffic is through a TCP connection, the TCP connection itself is a collection of
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packets. However, other protocols do not have such an internal structure. Even if a traffic
protocol is TCP, the whole connection is not always captured completely. Our definition of

sessions can be applied to traffic regardless of their protocol and also to incomplete captures.

Definition of Sessions

We define a session as a set of packets that are transmitted through the same connection.
In this definition, the connections are identified via IP addresses and port numbers used for the
transmission. In concrete, packets transmitted between the same IP addresses and the same
port numbers are members of the same session. We can also use the timestamps of packets to
define sessions. For example, a packet that is transmitted after a large interval from the last
arrival of the packet using the same IP addresses and ports can be regarded as an initial packet
of a new session. If we employ this definition, a threshold for the interval has to be determined
carefully. In this paper, we employ the simple definition without using timestamps. So, the
session to which a given packet belongs is identified by an unordered pair of 2-tuple {(source
IP address, source port number), (destination IP address, destination port number)}. Figure 5.1
explains the definition. The packets between the IP address X.X.X.X with port number x and
the IP address Y.Y.Y.Y with port number y belong to the session s1. The session s2 consists of

other packets between Y.Y.Y.Y:y and Z.Z.Z.7Z:z.

Consolidating Packet Level Prediction to Session Level

We expect that session-level traffic classification will achieve more effective performance.
However, in a natural way, we need to design session-level features used for the classification
alternatively to packet-level features. Such design of features is not explicit. This paper pro-
poses converting packet-level predictions to session-level predictions. We can do session-level
classification without designing some session-level features.

Assume we already have packet-level predictions by some way. For example, we can
obtain them by extracting Kitsune features and inputting them to some classifier. However, the

approaches described here do not depend on how the packet-level predictions were obtained.
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Captured Packets

pl from X.X.X.X:x to Y.Y.Y:y

p2 from Y.Y.Y.Y:y to X.X.X.X:x

p3 from X.X.X.X:x to Y.Y.Y.Y:y

p4 from Y.Y.Y.Y:y to X.X.X.X:x
p5from 2.Z.2ZZ:zto Y.Y.Y.Y:y
p6 from Y.Y.Y.Y:yt0o Z.2Z.Z:z

Sessions

SI XX X.X:x-Y.Y.Y.Yy

s2Y.YN.Yy-2.22.7:2

Figure 5.1: Explanation for the definition of session
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We can use any features or techniques to obtain packet-level predictions.

The most simple way of converting packet-level predictions to session-level is taking in-
clusive disjunction over packet-level predictions in each session. In other words, we predict
that a session is positive if and only if the session contains at least 1 packet predicted as pos-
itive. This approach depends on only the most suspicious packet in each session and can
be regarded as assigning the session the maximum of predicted probabilities for packets in the
session. This procedure realizes sensitive detection of suspicious sessions. Even if most of the
packets in a malicious session do not include sufficient clues to detect them, there will often
be a packet that can be detected in the session. In such a case, we can detect the malicious
session via the converting procedure above. Figure 5.2 shows an explanation of this method.
In this figure, the packet p3 is predicted as malicious by a packet-level classifier. Therefore,
the session that contains it is predicted as malicious at the session-level. The other session
consists of packets p4, pS, p6 does not contain a packet predicted as malicious. The session is
predicted as benign. We call this simplest approach the basic approach in this paper.

The consolidating can be regarded as a binary classification problem that we classify each
session based on the information extracted from the packet-level prediction results for the
packets in the session. We can use an ML approach to solve this problem. In other words, we
train a classifier that classifies sessions based on the packet-level prediction. In this approach,
we design some features calculated from the output of the packet-level classifier. For exam-
ple, the maximum, mean, or standard deviation of output (probability) in the sessions can be
used. Note that if the maximum is directly used as the output of the classifier, this approach
corresponds to the basic approach described above. This approach is a more flexible version
of the basic approach and will balance the trade-off between evaluation metrics. In this paper’s
experiments, we compare this trainable approach to the basic approach.  In summary, we

examine the following two approaches for consolidating predictions.

e Basic approach: The maximum packet-level prediction among a session is used as a

prediction for the session.

e Trainable approach: Some statistics are calculated for each session by using packet-
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Example of malicious sessions Example of benign sessions

pl : benign

p2 : benign

Packet-level
Prediction

Packet-level
Classifier

Figure 5.2: Explanation for the session-level classification method using packet-level predic-

tion

Graduate School of Information Science and Electrical Engineering, Kyushu University



Chapter 5 A Practical Study on Machine Learning Based Cyber Security 96

level predictions among it. A trainable classifier classifies each session based on the

calculated statistics.

Discussion: Other rules for consolidating

There are other rules to determine a prediction for each session using packet-level predic-
tions. We can use the rate of the number of suspicious packets in each session. For example,
if a given session consists of 10 packets and the number of suspicious packets in them is 2,
the rate of the session is 0.2. Now, we output a real value in [0, 1] for the session. This is
the same situation as the binary classification with output in the probabilistic form. We apply
a pre-determined threshold to this rate, for example, 0.5. In this case, this session contains
suspicious packets. However, the rate is smaller than the threshold. Therefore, the session
is predicted as benign. Note that the simplest rule described above is a special case of this
rule using the rate. In other words, we can obtain the same result from these rules by using a
sufficiently small threshold.

Using the number of detected packets is another choice. In this approach, we fix an integer
threshold. When the number of detected packets in a session exceeds the threshold, the session
is regarded as malicious. This approach is a natural extension of the basic approach. However,
there is a shortcoming that the optimal threshold will depend on the size of each session.

Therefore, we need to design a variable threshold mechanism based on session size.

Discussion: A merit of the basic approach

The basic approach is the simplest and trivial approach. This approach may lead to too
sensitive detection and low precision. The trainable approach may overcome this shortcoming.
However, the basic approach has a property that it can output a conclusion in the middle of a
session. If we detect a malicious packet in the middle of a session, we can conclude the session
is malicious based on the basic approach. This realizes the most quick detection. Further, we
need not to process the remaining packets in the session. Other approaches which refers whole

of a session including the trainable approach will not have these property. The approach based
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on the detected packets discussed above also has this property. However, when we employ a
variable threshold based on session size, this property will be lost.

The results of our experiments, which are shown later, show that the basic approach can
achieve sufficiently high performance when we have a good packet-level classifier, and we can
enjoy the merit described above without loosing the performance significantly. Therefore the
basic approach can be a practical choice in terms of both performance of classification and the

number of packet to be processed.

Discussion: Multiclass Classification as A Future Work

In this paper, we focus on binary classification methods. However, if the packet-level
classification method can be used in the multiclass case, the session-level classification will be
possible to be done in the multiclass form. For example, the majority voting in each session
can be done by using the outcomes from the packet-level multiclass classification method.
Using the mean value of the packet-level outcomes will also be hopeful. These extensions to

the multiclass classification are future work.

5.3 Experiments

In this paper, we show the experimental results of the binary classification method we

proposed.

5.3.1 Dataset

Since our method executes packet-level prediction, we need a dataset which provides
packet-level samples and labels. Unfortunately, to the best of our knowledge, there are no
datasets which provide explicitly packet-level labels. Existing labeled datasets are basically
provided as a set of statistical features with labels and the features were extracted from a flow,

which is a sequence of packets defined by a tool used for generating the dataset. Even when
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packet-level samples are included in a dataset, they are only an auxiliary material without la-
bels. Further, the flow-level features usually do not contain sufficient information to identify
which packets are a member of the flow. Therefore, we cannot use the provided labels directly
for evaluations of methods which require packet-level processing. However, some datasets
provides meta information which help us to obtain packet-level labels.

We use an open dataset CSE-CIC-IDS2018 [46]. This dataset provides a set of PCAP files
and meta information on attacks that the PCAP files contain. The PCAP files were separated
based on their date of capture and the IP address of the host machines. This dataset contains
PCAP files for 10 days. Our experiments employ the 7 days of these 10 days except for 02/21,
03/01, and 02/28. The PCAP files of the victim IP on 02/21 are too large (20GB over) for
our environment. The PCAP files of the victim IP on 02/28 and 03/01 contain only 2 and 3
malicious sessions, respectively. Then, our data splitting process for experiments described

later will not work properly for the data of these days.

5.3.2 Preprocessing

To use the PCAP files in the dataset for our experiments, we need some preprocessing.

Merging PCAP Files

Most of the attacks that appear in this dataset targeted a single IP address. Then all traffic
of each attack belongs to the PCAP file(s) related to the victim’s IP address. We call such
PCAP files 'main PCAP files’. The packets in the main PCAP files are always related to the
victim’s IP address. To make various IP addresses appear in the data we use, we merge other
PCAP files on the same day to the main PCAP files. We call these PCAP files ’additional
PCAP files.” The choice of additional PCAP files is done by the following procedure for each
day. First, we sort the PCAP files on the day except for the main PCAP files in ascending order
of their file size. Second, we employ the PCAP files from the head until the sum of file sizes of
employed files exceeds the total file size of the main PCAP files. Finally, we merge all PCAP
files in the main PCAP files and employ PCAP files. In other words, we generate a new PCAP
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file that contains all packets in the main and the additional PCAP files. The packets are sorted

in ascending order of their timestamp.

Labeling Data

In the experiments in this paper, we employ a classifier based on supervised learning. Su-
pervised learning approaches require labeled data for their training. Many datasets including
CSE-CIC-IDS2018 usually do not provide packet-wise labels. However, many datasets pro-
vide meta-information on attacks. For example, attack names, duration, and IP addresses of
victims or attackers are provided. For the experiments, we generate packet-wise labels by us-
ing such information. In concrete, packets that match the information of an attack are labeled
the attack name. The others are labeled benign. For binary classification, we convert benign
labels into negative and attack names into positive.

In our experiments using CSE-CIC-IDS2018, we use meta-information on the duration
and IP addresses of attacks. For example, the dataset provides meta-information that from
’2018/02/14 10:32’ to *2018/02/14 12:09°, an attack *FTP-BruteForce’ was executed by the
attacker with IP address *18.221.219.4° and the victim’s IP address was ’172.31.69.25’. We
can label packets in 2018/02/14 using this information. In concrete, the packets transmitted
in the duration 2018/02/14 10:32 to 2018/02/14 12:09 between IP addresses 18.221.219.4 and
172.31.69.25 are labeled 'FTP-BruteForce’. Meta-information on other attacks is also pro-
vided. Packets not labeled any attack name by this procedure are treated as packets of benign

traffic and labeled " BENIGN’.

Splitting Data

The dataset is provided in the PCAP format. Unfortunately, the dataset is not separated in
the train/test format. Generally, for fair evaluation, it is preferred that data used for the training
and the testing phases are independently prepared. For some techniques like neural networks,
data used for validation are also preferred. It can be used to avoid overfitting.

To generate data in train/test format from a single data, random shuffling, and sampling
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to split data sets are often done for machine learning settings.  Also, researches on NIDS
[27,29] usually employ this standard method to split data. However, this splitting lacks some
concern for a property of packet capture data. In the case of packet capture data, each packet
will have relationships with nearby packets. Then, simply shuffling and sampling packets
may cause the leakage problem that the training data include samples implicitly containing the
answer for the testing data. To avoid this problem, we split data at the session level. First, we
assign each session to one of the train/validation/test data. Then, we split the PCAP file into
3 PCAP files corresponding to train/validation/test, respectively. So, we have the split data in
the PCAP format. The assignment for sessions can be done randomly. However, for the reason
of reproducibility, in this paper, we assign sessions periodically in the respective classes. In
concrete, we assign the first session with class "BENIGN” to the train set, the second to the
validation set, the third to the test set, the fourth to the train set, and so on. Sessions with
other classes are also assigned in the same way, respectively. The proportion of each class in
each subset becomes about the same. This session level splitting approach can help models
to avoid the leakage problem caused by using packets from the same session as packets in a
test set. This will lead to fairer evaluation. A possible shortcoming of this methods is that this
method will be affected by the difference of numbers of packets of each session. When there
are sessions with large number of packets and with small number of packets, This method may
cause the split sets with imbalanced packet numbers. Further, such sessions may have different

natures. When the number of sessions is small, these concerns may appear explicitly.

Over-Sampling

The number of packets related to some attacks is usually less than the number of benign
packets. In other words, many datasets of the captured traffic are imbalanced data. Training
using imbalanced data causes poor performance of trained models. To overcome this problem,
over-sampling techniques are often used. In our experiments, we employ an over-sampling
technique SMOTE [68, 69], which synthesizes samples with minority classes using neighbor-

ing samples.
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5.3.3 Detail of Experiments

Our experiments were done for data each day. We employed 3 kinds of binary classifier,
feed-forward neural network(FFNN), XGBoost [70] Kitsune anomaly detector [28].

The FFNN is also known as multi layer perceptron and is one of basic methods for ML-
based NIDSs. The XGBoost is an open source system which provides effective implementa-
tions of algorithms based on gradient tree boosting [71]. The XGBoost is known as a popular
choice of ensemble method for various application of machine learning. The Kitsune anomaly
detector is the original usage of features we used. This is an anomaly detector rather than a
binary classifier. It outputs anomaly scores which belong to (0, c0), which are based on recon-
struction errors of auto-encoders. However, we can use it for binary classification by setting
an appropriate threshold for anomaly scores.

In each experiment, we executed the preprocessing described above for the data of the day.
Then, Kitsune feature extraction was executed for each split of data. After the extraction, a
classifier was trained by using train/validation data, where the validation data was used for
the early stopping technique. After the training, we obtained predictions for packets in the
test data by the trained classifier. We converted the packet-level prediction to the session-level
prediction. Finally, we evaluated the predictions.

We implemented FFENN classifiers by using the TensorFlow framework. Packet-level FFNN
classifiers used in our experiments had 3 hidden layers, and each of them had 64 ReLLU units.
Batch normalization layers also were put after each hidden layer. In training, Adam optimizers
were used with an initial learning rate of 0.001. The early stopping patience parameter, which
determines the timing of early stopping, was set to 10. When the early stopping work, the
weights of the classifier, which minimize the loss for the validation data, were restored.

We used XGBoost classifiers with default setting in XGBoost Python package version 1.6.2
except for early_stopping_rounds parameter was set to be 10. This parameter takes a similar
role to the patience parameter for FFNN classifiers.

For experiments using a Kitsune anomaly detector, we used the reference implementation

available at Github [72]. Since Kitsune is an anomaly detector based on auto-encoders [28],

Graduate School of Information Science and Electrical Engineering, Kyushu University



Chapter 5 A Practical Study on Machine Learning Based Cyber Security 102

we used only benign samples in the train sets to train the models. The parameters were set to
be the same as the example code in [72] except for the number of samples used to train the
anomaly detector. The default setting uses a limited number of samples to train the anomaly
detector. However, we used all benign samples in the train set.

To execute binary classification based on outputs from a trained classifier, we need to
select a threshold to be applied to them. For a given packet, when a classifier outputs a value
smaller than the threshold, we consider the packet benign. Otherwise, we consider the packet
malicious. The FFNN and XGBoost classifiers output a value which can be regarded as a
probability. Therefore, we employed 0.5 as the threshold for them. In contrast, the output of
Kitsune is not a probability but an anomaly score. Therefore, there are not a natural threshold
like 0.5 for a probability. We employed the 95% quantiles of the anomaly scores for the
benign samples used for the training as a threshold for the anomaly scores for executing binary
classification based on them.

To obtain session-level predictions, we used the basic approach and the trainable approach
to convert predictions. In the basic approach, a score of a session is the maximum of packet-
level outputs of classifiers in the session. In the trainable approach, we defined a 6 dimensional
session-level feature that consists of the session _size, the positive_count, the positive_rate (pos-
itive_count / session_size), the maximum of the outputs, the mean value of the outputs, and the
standard deviation of the outputs. In this definition, the session_size is the number of packets
consisting of the session, the positive_count is the number of the packets predicted as mali-
cious. Using these features as input, we trained a session-level classifier. For packet-level
FFNN classifiers, we used a FFNN with a single hidden layer with 128 ReLLU units followed
by a batch normalization layer. For packet-level XGBoost classifiers and Kitsune anomaly
detectors, we used an XGBoost classifier with the same setting as the packet-level.

The training data and the validation data is originally the same as the training data for
packet-level classifier. However, we converted them into session-level based on the same pro-
cedure as the basic approach. Settings for the optimization is same as for the packet-level
classifiers.

In the experiments using FENN classifiers, the training and evaluation steps, including the

Graduate School of Information Science and Electrical Engineering, Kyushu University



Chapter 5 A Practical Study on Machine Learning Based Cyber Security 103

initialization of weights of a classifier, were executed 10 times. This is because the perfor-
mance of neural network-based classifiers generally depends on their weights that are initial-
ized randomly. The performance measures we show in the next subsection are the mean value
of the results of the 10-time evaluations. In the experiments using XGBoost classifiers and
Kitsune anomaly detectors, we executed these steps only 1 time. Because, the XGBoost algo-
rithm with its default setting is deterministic, and the reference implementation of Kitsune we

used fixed the random seed so that its behavior is also deterministic.

5.3.4 Results of Experiments

We employed the following measures for evaluation, *True Positive(TP)’, *False Posi-
tive(FP)’, *True Negative(TN)’, "False Negative(FN)’, *Accuracy’, ’Precision’, 'Recall(a.k.a.
True Positive Rate)’, *True Negative Rate(TNR)’, and "F1-measure(F1)’. The TP is the num-
ber of positive(malicious) samples predicted as malicious correctly, and the FP is the number
of negative samples predicted as malicious. Conversely, the TN is the number of negative
samples predicted as benign correctly, and the FN is the number of positive samples predicted

as benign. Other measures are defined by these numbers as follows.

A TP + TN
T =
CUraeY = TPy FP+ TN + FN
Precision TP
1S1 =
TP + FP
Recall TP
e =
T TP+ EN
TNR = N
TN + FP
F =2 Precision - Recall

Precision + Recall

We also employed ‘Area Under the Curve of Receiver Operating Characteristic curve (RO-
CAUC)’. Only ROCAUC is independent to the threshold.
Note that in our results by FENN classifiers shown later, all metrics are a mean value of

10-time experiments. This is because TP, FP, TN, and FN are not integers in the results.
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Results of Packet Level Traffic Classification

Table 5.2 shows the measures of the packet-level predictions of our experiments using
FFNN classifiers, XGBoost classifiers, and Kitsune anomaly detectors.

In the experiments, packet-level classification using XGBoost classifiers seems to be the
best. It achieved F1-measures exceeding 98.5% for all days. FFNN classifiers achieved F1-
measure of about 98% at most and notably poor F1-measure for 02/23 and 03/02, about 62%
and 76% respectively. The results for Kitsune anomaly detectors seem to be the worst. Their
Precisions are low for many days, and their Recalls are extremely low for 02/14 and 02/23.
Their F1-measures are at most of about 84%.

These measures can be improved if we can select more appropriate threshold. However,
the ROCAUCSs, which are independent to the selection of a threshold, were also achieved the
best values by XGBoost classifiers.

Table 5.3 shows the number of packets (n_samples) and the number of packets predicted
as malicious correctly (n_detection) for each malicious class in a day using FFNN classifiers,
XGBoost classifiers, and Kitsune anomaly detectors. It also shows class-wise Recall defined
as n_detection / n_samples. Note that class-wise Precision and F1-measure cannot be defined
for our experiments since our experiments are of binary classification. It is shown that FFNN
classifiers and XGBoost classifiers tended to overlook attacks labeled SQL Injection. Recalls
of other attacks were high. Especially, the XGBoost classifiers achieved Recalls exceeding
99% for all other attacks. It is also shown that Kitsune anomaly detectors tended to overlook
many kinds of attacks, even though other classifiers detected them well.

The numbers of packets labeled SQL Injection are especially small. This might cause in-
sufficient fitting even though we used oversampling technique. The traffic of BruteForce-Web
and SQL Injection are included in the data from 02/22 and 02/23. In Table 5.3, the Recall
achieved by FFNN classifiers for BruteForce-Web on 02/22 is about 99%. However, the Re-
call for the same kind of attack on 02/23 is about 21%. In the table, the Recall achieved by
XGBoost classifiers for SQL Injection are about 17% and 94% on 02/22 and 02/23 respec-

tively. Such difference in Recall implies that the characteristics of a kind of attack can vary in
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other data.
There is a possibility that we can improve performance by using other classifiers. For
example, classifiers using payload information of packets will be effective for attacks whose

characteristics are in their payload. The SQL Injection will be a kind of such attack.

Results of Session Level Traffic Classification

Table 5.4 and 5.5 show the measures of the session-level predictions achieved by using each
classifier. These results show that the trainable approach tended to suppress the number of FPs
and to achieve better Precision than the basic approach for each classifier. Further, when we
used XGBoost and Kitsune anomaly detectors, the trainable approach tended to achieve better
Fl-measures than the basic approach.

However, when we used XGBoost classifiers, the difference between the basic and the
trainable approach was relatively small. Indeed, using XGBoost classifiers with the basic
approach achieved sufficiently good performance. In particular, their Recall was saturated and
using the trainable approach did not improve it. As we described above, the basic approach
has some advantage caused by its simplicity. Therefore, using XGBoost classifiers with the
basic approach will be an attractive choice. We discuss the advantage of the basic approach
based on the prediction by XGBoost classifiers in the next subsection.

We also provide results on class-wise Recall at the session level. Table 5.6 shows the
number of sessions (n_samples) and the number of sessions predicted as malicious (n_detected)
for each malicious class in a day. It is shown that using XGBoost classifiers achieved detecting
most of the malicious session with both the basic and the trainable approach.

As well as the packet-level results, all approaches suffered from low Recalls for SQL in-
jection class. The small number of samples of this class may cause this problem. There is
another possible reason for this problem. That is the property of the class and the features we
used. Attacks of SQL injection is done by sending requests which contain some malicious
SQL statements. Therefore, essentially, important footprints of this kind of attack will appear

in payloads. However, Kitsune features we used in the experiments do not refer to payloads
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of input packets. These facts may be the reason for the poor performance. Using other kinds
of features will help us ease this problem. For example, lida et al. [73] proposed to use both
Kitsune features and payload embeddings [29] with experimental results in which high Recalls

were achieved for SQL injection.

An Advantage of the Basic Approach

When we use the basic approach, we can operate the session-level prediction by using only
the some number of first packets in each session.

We simulated the situation using the packet-level prediction results by XGBoost classifiers
shown above. In concrete, we processed successively process the packet-level predictions in
the temporal order of packets. When we found a packet predicted as malicious, we concluded
the session to which the packet belongs was malicious and ignored the rest of packets belong-
ing to the same session. For a fixed natural number £, if all of first k packets belonging to a
session were predicted as benign, we concluded the session was benign and also ignored the
rest of packets. We call this procedure as first k prediction procedure. We executed simulations
of the first k prediction using k = 1, 5, 10, 15, co. The value k = co means that when all packets
in a session were predicted as benign, we needed to process them all to conclude the session
was benign. This setting is a baseline.

Table 5.7 shows the results of this simulation using all samples of sessions in the all days.
The n_processed column presents the average number of packets processed to conclude a ses-
sion was benign/malicious. Each row presents results using k described. Table 5.8 shows
class-wise Recalls and average numbers of processed packets in each session.

Table 5.7 implies that we could achieve good performance of session-level classification by
using only a few packets from a head of each session. The n_processed for the baseline (k = o)
was about 17. In contrast, it for the k = 15 simulation was about 9. Interestingly, even when
we used only the first packet of each session (k = 1), the better F1-measure than the baseline
was achieved. The Recall decreased from the baseline, however, the Precision increased. The

improvement of the Precision and the F1-measure could be observed for all k. This means that
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packets of head parts of many FP sessions were classified correctly. Also the Table 5.8 implies
that most of attacks in the dataset could be detected using only the first packet of each session.

In conclusion, the first k£ prediction procedure could achieve good session-level classifi-
cation efficiently in terms of the number of packets to be processed by a classifier. In our
environment with AMD EPYC 7702 64-Core Processor, XGBoost classifiers took 0.0026 sec-
onds to classify each packet in average. Since the difference in n_processed between k = 1
and k = oo was about 16, using k = 1 saved about 0.04 seconds in classification a session in

average. Using k = 5 which maximized the F1-measure also saved about 0.03 seconds.

Reduction of the number of targets

Table 5.9 shows the number of packets (n_packets), the number of sessions (n_sessions),
and the ratio of them for each class and each day in the dataset used in our experiments before
train/validation/test splitting. This shows that the numbers of sessions are smaller than 10% of
the number of packets in the dataset. The Total row in the table shows the numbers of packets
and sessions of all the classes and all the days, and the ratio of them. It is shown that the
total number of sessions is about 5.9% of the number of packets in whole of the data we used.
Then the conversion from the packet-level to the session-level could decrease the number of
detections, as also shown in Tables 5.2 — 5.6. Table 5.10 shows the numbers of malicious
packets predicted as malicious, the numbers of sessions predicted as malicious , and the ratio
of them using each classifier. When we issue alerts corresponding to a target(packet or session)
predicted as malicious, these numbers correspond to the number of alerts. In our experiments
regardless of kinds of classifiers and the basic/trainable approaches, the numbers of detected
sessions of each class were less than about 10% of the number of detected packets for most of
days. The Total row in the tables show that our methods using FFNN and XGBoost classifiers
achieved reducing the number of detection to less than 2.5% of the number of the packet-level
detection in whole of the data we used. Our method using Kitsune anomaly detectors also
achieved reducing the number to less than 10%. These results imply that the session-level

prediction will lead to a more organized alert set than the packet-level prediction.
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5.4 Comparison of Experimental Results

We want to provide comparisons of metrics between our approaches and other approaches
reported in related researches. However, almost all existing researches use the CSE-CIC-
IDS2018 dataset as a flow-level dataset. They executed the classification of flow samples
using extracted features defined by the generation tool used for the dataset. Such experiments
are essentially different from our experiments using packet-level features extracted from the
raw packet samples to classify session samples.

The most critical difference is between the definitions of our session and the flow. Ba-
sically, both are defined as a set of packets transmitted with same IP addresses and ports.
Indeed, our session is just defined as this. However, the definition of the flow seems to involve
timestamps of the packets and consider the notion of time-out. Therefore, a session may be a
union of multiple flows. Unfortunately, details related on the time-out could not be found and
flow samples in the dataset do not contains sufficient information to identify which packets are
related to them.

The procedure for splitting data to separate a test set is also different. As described above,
we executed the splitting with the consideration on the leakage problem. Most of the related
works do not describe the procedure for data splitting in detail. Their procedure is probably
the random splitting, which is the most standard one without the consideration on the leakage.

For such reasons, it is difficult to compare our results to results in the existing researches in
the truly fair manner. In this paper, we compare our results to results reported in some related

works. However, this is just for reference.

5.4.1 Comparison to Results of References

We cited experimental results from 18 related works. The works were found in a survey
paper [74] on works using the CSE-CIC-IDS2018 dataset. Table 5.11 shows session/flow level
metrics(Accuracy, Precision, Recall, F1-measure) for the CSE-CIC-IDS2018 dataset achieved
by related works and our approaches with good performance using XGBoost classifiers with

the basic approach and first k(k = oo, 1, 5) prediction procedure. The referential values in the
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table were cited from Table 2 of [74] except for F1-measure. The F1-measures were calculated
from the Precisions and Recalls.

In our experiments whose results shown in Table 5.7, the k = co was a base line and
achieved the best TP and FN, the k = 1 achieved the best FP, TN and Precision, and the k = 5
achieved the best F1-measure. This is why we employed these k in the comparison.

The cited values are the best respective values reported in each original paper. Note that
some papers evaluated their results in class-wise manner and the cited evaluation metrics of
them were for a certain class.

Some related works [75-78] achieved a complete classification for the dataset, whose
metrics were 100%. The evaluations in [75] were executed class-wise and their performance
for BruteForce-Web/XSS, and SQL Injection were not good (F1-measures were at most 51%).
The related work [76] focused on detection of DoS and DDoS attacks and their experiments
used only the part of the dataset including DoS/DDoS attacks. The related work [77] did not
provide details on their experiments. However, it seems to have focused on detection of Botnet
attacks and used only the part of the dataset including them.

Except for such works, our approaches overperformed most of the related works in terms of
Accuracy and F1-measure. Therefore, our approaches were sufficiently competitive in terms of
the classification results. Especially, the approach with k£ = 1 and k£ = 5 also has an advantage

in terms of the quickness of the detection.

5.5 Discussion on Future Works

In this paper, our experiments are done by using a public dataset CSE-CIC-IDS2018 and
a packet-level classification method that uses Kitsune features and a feed-forward neural-net

classifier. There are some future works to evaluate our session-level classification method.
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5.5.1 Training using other datasets

As shown in Table 5.1, there are other public datasets used to evaluate ML-based NIDSs.
To use various public datasets and compare the performance of our method for them to other

NIDSs is future work.

Using real traffic data

Further, in practice, we will want to use some real traffic data to adapt models to real
attacks. Evaluating our method using real traffic data is also future work. In our experiments,
we used a public dataset providing meta-information on the contained attacks. Then, we could
use the information to label traffic for the training. To use real traffic data for training models,
we require information on attacks in the traffic. One of the reasonable ways to obtain such
information is to use alerts raised by existing NIDSs [63,64]. An alert from an NIDS provides
us with information to identify packets related to the alert and the kind of anomaly related to
the alert. We can label packets in real traffic data by using such information. The performance
and the characteristics of models trained with this approach will depend on what kind of NIDS
we used. We can use multiple kinds of NIDSs to label the data. A model trained with such

labels will have a characteristic that integrates the characteristics of the NIDSs we used.

5.5.2 Using other classifiers

In our experiments, we used FFNN, XGBoost, and Kitsune as a classifier for packet-level
classification. The many classifiers used in the related works in Table 5.1 can also be used
with our approach. Also, the Kitsune features can be replaced or combined with other features.
Exploring a combination of a classifier and features that allow our method to achieve better

performance is future work.
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5.5.3 Fair Comparison to Other Methods

We provided a comparison of experimental results of our session level classification to
the related works. However as described above, the comparison is not in a fair manner for
the reason of the difference in the dataset usage and the definition of sessions and flows. To
compare our approach to related works in a fair manner, conducting experiments based on
the same dataset usage and a modified definition of sessions is required. Such additional

experiments and evaluation are future works.

5.6 Conclusion

The proposed approach for session-level analysis in network intrusion detection addresses
the limitations of packet-level analysis, resulting in improved classification performance.By
consolidating packet-level classification outputs obtained by using XGBoost classifiers, this
approach reduces the number of false positive alerts, making it easier for security teams to
manage and prioritize threats. The effectiveness of this approach is demonstrated through ex-
periments on public benchmark datasets, which achieved an F1-measure of about 99%. The
experimental results also showed that our approach can reduce the number of packets to be pro-
cessed by a classifier without significant loss of classification performance. This research high-
lights the potential of machine learning-based network intrusion detection to adapt to evolving
cyber threats and provides a foundation for future research aimed at improving the accuracy

and efficiency of NIDSs.
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Table 5.1: Summary of the recent related studies of ML-based NIDS

Data Type || Paper, Year Dataset Model Result and Contribution
NSL-KDD,
i) Plug & Play deployment ii) Unsupervised
CIC-IDS
Mirsky learning iii) Online processing iv) Low re-
2017, AE
1281, 2018 source requirements v) Efficient feature extrac-
UNSW-
tion framework
NBIS
Proposing a word embedding mechanism to ex-
Packet ISCX 2012,
Hwang tract packet semantic meaning; adopting LSTM
- USTC-TFC NN, LST™M
[471, 2019 model for learning temporal relation between
Header 2016
fields in the packets headers
Gwon [48], Utilization of both time series and categorial
UNSW-NBI5  LSTM. SVM
2019 info along with LSTM-based approach for IDS
DT, NB, Combined with 5G technology integrated into
Shrestha CIC-IDS
SGD, K- unmanned aerial vehicles (UAVS) to detect vul-
[491,2021 2018
Means nerabilities & cyberattacks effectively
CIC-IDS Proposed an inter-dataset evaluation strategy
Verkerken AE, SVM,
2017, CIC- that could be used in future research as well as
[50] 2021 IF, PCA
IDS 2018 real-world applications
Constructing new datasets from existing ones
Park  [51],
Kyoto 2006+ RF which can be further utilized for training pur-
2018
poses while building IDS
Clustering algorithm employed by ENN largely
Packet || Fang [52], ENN with reducing missing text info; SVM eliminating
DARPA9S
- 2020 SVM negative impact caused due to noisy data, thus
Payload improving overall performance
Application of word embedding technique,
Goodman Word2Vee
DARPA 2009 Word2Vec, achieved a high area under curve
[531, 2020 with SVM
(AUC) value
CIC-IDS
2017,
Shallow neural networks were employed to
ISCX
Hassan SNN with  generate vector representations for bytes and
2012,
1291, 2021 k-NN their corresponding payloads and achieved high
UNSW-
accuracy in intrusion detection
NBIS,
CTUI3
Ensemble method of machine learning with
Gaikwad Bagging and REPTree base class provides
NSL-KDD REPTree
[541, 2015 high classification accuracy, low FPR, and fast
model building time
DNN can be effectively utilized for IDS with its
Potluri parallel computing capabilities that allow them
NSL-KDD DNN
1551, 2016 to look through large amounts of data quickly
and accurately
AE yields the highest area under Receiver Op-
. Verkerken AE, SVM,
Session CIC-IDS 2017 erating Characteristics (AUROC), followed by
(561, 2020 IF, PCA
SVM, IE, and PCA, respectively
UNSW-
NBIS,
Sarhan BoT-IoT, SVM, RE  NetFlow features extracted from packet capture
[571.2021  ToN-IoT, DT files of four benchmark NIDS datasets
CIC-IDS
2018
LSTM achieved comparable performance with
CIC-IDS
Corsini FFNN in the CIC-IDS 2017 dataset while ob-
2017, LSTM, FFNN
1581, 2021 taining superior performance on the CTUI3
cTUI3
dataset
Uncovering a series of problems related to traf-
Engelen fic generation, flow construction, feature extrac-
CIC-IDS 2017 RF
1591, 2021 tion, and labeling; investigation into causes be-
hind these shortcomings
Evaluation focused on increasing detection
148, RE  rates by reducing false positives and false neg-
Almseidin
KDD99 DT, MLP, atives, resulting in DT having the lowest false
1601, 2017
NB negatives and RF having the highest average ac-
Hybrid
curacy.
Demonstrated that the ML model can be suit-
NB, DT,
Hindy [61], ably employed for IDS requirements for net-
MQTT RF, SVM,
2021 works using the MQTT protocol and published
k-NN
the generated dataset.
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FENN
TP FP TN FN  Accuracy Precision Recall TNR F1 ROCAUC

02/14 1374640.2 244049 1192225.1 37627.8 0.9764 0.9826 0.9734 0.9799 0.9779 0.9910
02/15 96766.1  1331.5  296503.5  22679.9 0.9425 0.9875 0.8101 0.9955 0.8824 0.9915
02/16 70240.7  6314.0 2081636.0 121.3 0.9970 0.9186 0.9983 0.9970 0.9565 0.9980
02/22 9505.6 2574 54165.6 2174 0.9926 0.9736 0.9776 0.9953 0.9756 0.9957
02/23 6477.9 206.9 64127.1 6516.1 0.9131 0.9571 0.4985 0.9968 0.6174 0.9877
03/02  220767.0 27934.8 7839642 107144.0 0.8815 0.8933 0.6733 0.9656 0.7635 0.9606

XGBoost
TP FP TN FN Accuracy Precision Recall ~TNR F1 ROCAUC

02/14 1407076 10608 1206022 5192 0.9940 0.9925 0.9963 0.9913 0.9944 0.9997

02/15 119018 1359 296476 428 0.9957 0.9887 0.9964 0.9954 0.9925 0.9996
02/16 70352 15 2087935 10 1.0000 0.9998 0.9999 1.0000 0.9998 1.0000
02/22 9648 212 54211 75 0.9955 0.9785 0.9923 0.9961 0.9853 0.9966
02/23 12961 112 64222 33 0.9981 0.9914 0.9975 0.9983 0.9944 0.9995

03/02 326892 7404 804495 1019 0.9926 0.9779  0.9969 0.9909 0.9873 0.9996

KitsuneAD

TP FP TN FN Accuracy Precision Recall ~TNR F1 ROCAUC

02/14 39601 6345 1210285 1372667 0.4754 0.8619 0.0280 0.9948 0.0543 0.9150

02/15 119238 45840 251995 208 0.8896 0.7223  0.9983 0.8461 0.8382 0.9320
02/16 69940 142273 1945677 422 0.9339 0.3296  0.9940 0.9319 0.4950 0.9492
02/22 9680 8402 46021 43 0.8683 0.5353  0.9956 0.8456 0.6963 0.9575
02/23 1953 4926 59408 11041 0.7935 0.2839 0.1503 0.9234 0.1965 0.8858

03/02 180570 40690 771209 147341 0.8350 0.8161 0.5507 0.9499 0.6576 0.8288

Table 5.2: Results of packet-level classification. The bold values mean the best values of each

metric for each day among the kinds of classifiers.

FFNN XGBoost KitsuneAD

n_samples | n_detected Recall | n_detected Recall | n_detected Recall

SSH-BruteForce(02/14) 1412268 | 1374640.2 0.9734 | 1407076 0.9963 39601 0.0280
DoS-GoldenEye(02/15) 86017 73801.9 0.8580 85830 0.9978 85995 0.0280
DoS-Slowloris(02/15) 33429 22964.2  0.6870 33188 0.9928 33243  0.9944
DoS-SlowHTTPTest(02/16) 70362 70240.7 0.9983 70352 0.9999 69940  0.9940
BruteForce-Web(02/22) 6078 5991.4  0.9858 6060 0.9970 6067 0.9982
BruteForce-XSS(02/22) 3592 3504.1 0.9755 3579 0.9964 3592 1.0000
SQL Injection(02/22) 53 10.1  0.1906 9 0.1698 21 0.3962
BruteForce-Web(02/23) 5446 1167.7 0.2144 5428  0.9967 10 0.0018
BruteForce-XSS(02/23) 7424 5298.5 0.7137 7416  0.9989 1943 0.2617
SQL Injection(02/23) 124 11.7 0.0944 117 0.9435 0 0.0000
Bot(03/02) 327911 | 220767.0 0.6733 326892 0.9969 180570  0.5507

Table 5.3: Number of packets in each class and the class-wise results of packet-level classifi-

cation. The bold values mean the best values for each class among the kinds of classifiers.
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FENN
Basic Trainable

TP FP TN FN TP FP TN FN

02/14 | 4705.0 20.7  93368.3 10.0 | 4705.0 0.0 93389.0 10.0
02/15 | 64883 114.7 252243 5427 | 6611.5 23224 23016.6 419.5
02/16 | 47050 176.5 159999.5 0.0 | 4704.7 1.0 160175.0 0.3
02/22 61.8 219 4502.1 22 55.9 0.5 4523.5 8.1
02/23 64.3 12.9 5933.1 10.7 26.0 2.6 59434 49.0
03/02 | 23429.2 3139.1 41259.9 7131.8 | 21609.1 1392.2 43006.8 8951.9

XGBoost
Basic Trainable
TP FP TN FN TP FP TN FN
02/14 4705 1 93388 10 4705 1 93388 10
02/15 7031 103 25236 0 7031 100 25239 0
02/16 4705 1 160175 0 4705 0 160176 0
02/22 61 4 4520 3 60 0 4524 4
02/23 75 7 5939 0 75 0 5946 0

03/02 | 30545 861 43538 16 | 30482 572 43827 79

KitsuneAD
Basic Trainable
TP FP TN FN TP FP TN FN
02/14 1405 1554 91835 3310 4705 2 93387 10
02/15 7031 2864 22475 0 6960 79 25260 71
02/16 4705 13942 146234 0 0 0 160176 4705
02/22 62 1318 3206 2 12 3 4521 52
02/23 32 398 5548 43 62 1 5945 13

03/02 | 20811 2616 41783 9750 | 28237 1765 42634 2324

Table 5.4: Results of session-level classification for TP, FP, TN, and FN. The Basic column
shows results of the basic approach and the Trainable column shows results of the trainable
approach. The bold values mean that the values are better than that achieved by the opposite

approach for each kind of classifiers.
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FENN
Basic Trainable

Accuracy Precision Recall ~ TNR FI ROCAUC | Accuracy Precision Recall ~TNR F1  ROCAUC

02/14 0.9997 0.9956 0.9979 0.9998 0.9968 0.9995 0.9999 1.0000 0.9979 1.0000 0.9989 0.9996
02/15 0.9797 0.9832 09228 0.9955 0.9507 0.9984 0.9153 0.8613 0.9403 0.9083 0.8721 0.9929
02/16 0.9989 0.9669 1.0000 0.9989 0.9825 1.0000 1.0000 0.9998 0.9999 1.0000 0.9999 1.0000
02/22 0.9947 0.7517 0.9656 0.9952 0.8420 0.9800 0.9981 0.9897 0.8734 0.9999 0.9248 0.9830
02/23 0.9961 0.8252 0.8573 0.9978 0.8365 0.9984 0.9914 0.9118 0.3467 0.9996 0.4980 0.9274
03/02 0.8630 0.8980 0.7666 0.9293 0.8180 0.9566 0.8620 0.9401 0.7071 0.9686 0.8052 0.9363

XGBoost
Basic Trainable

Accuracy Precision Recall TNR F1 ROCAUC | Accuracy Precision Recall TNR F1 ROCAUC

02/14 0.9999 0.9998 0.9979 1.0000 0.9988 0.9989 0.9999 0.9998 0.9979 1.0000 0.9988 0.9989
02/15 0.9968 0.9856 1.0000 0.9959 0.9927 0.9998 0.9969 0.9860 1.0000 0.9961 0.9929 0.9980
02/16 1.0000 0.9998 1.0000 1.0000 0.9999 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
02/22 0.9985 0.9385 0.9531 0.9991 0.9457 0.9987 0.9991 1.0000 0.9375 1.0000 0.9677 0.9909
02/23 0.9988 0.9146 1.0000 0.9988 0.9554 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
03/02 0.9883 0.9726 0.9995 0.9806 0.9858 0.9995 0.9913 0.9816 0.9974 0.9871 0.9894 0.9966

KitsuneAD
Basic Trainable

Accuracy Precision Recall TNR F1 ROCAUC | Accuracy Precision Recall TNR F1 ROCAUC

02/14 0.9504 0.4748 0.2980 0.9834 0.3662 0.9608 0.9999 0.9996 0.9979 1.0000 0.9987 0.9988
02/15 0.9115 0.7106 1.0000 0.8870 0.8308 0.9945 0.9954 0.9888 0.9899 0.9969 0.9893 0.9995
02/16 0.9154 0.2523 1.0000 0.9130 0.4030 0.9831 0.9715 0.0000 0.0000 1.0000 0.0000 0.5000
02/22 0.7123 0.0449 0.9688 0.7087 0.0859 0.9204 0.9880 0.8000 0.1875 0.9993 0.3038 0.5914
02/23 0.9268 0.0744 04267 0.9331 0.1267 0.9109 0.9977 0.9841 0.8267 0.9998 0.8986 0.9764
03/02 0.8350 0.8883 0.6810 0.9411 0.7709 0.8694 0.9455 0.9412  0.9240 0.9602 0.9325 0.9773

Table 5.5: Results of session-level classification for other metrics: Accuracy, Precision, Recall,
TNR, Fl-measure, and ROCAUC. Basic column shows results of the Basic approach and
Trainable column shows results of the Trainable approach. The bold values mean that the

values are better than that achieved by the opposite approach for each kind of classifiers.
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FENN
Basic Trainable

n_samples | n_detected Recall | n_detected Recall

SSH-BruteForce(02/14) 4715 4705.0 0.9979 | 4705.0 0.9979
DoS-Slowloris(02/15) 2326 1785.4 0.7676 | 2057.8 0.8847
DoS-GoldenEye(02/15) 4705 47029 0.9996 | 4553.7 0.9678
DoS-SlowHTTPTest(02/16) 4705 4705.0 1.0000 | 4704.7 0.9999
BruteForce-XSS(02/22) 14 14.0 1.0000 | 13.4 0.9571
BruteForce-Web(02/22) 45 45.0 1.0000 | 42.5 0.9444
SQL Injection(02/22) 5 2.8 0.5600 | 0.0 0.0000
SQL Injection(02/23) 11 52 0.4727 | 0.1 0.0091
BruteForce-XSS(02/23) 24 24.0 1.0000 | 23.7 0.9875
BruteForce-Web(02/23) 40 351 0.8775 | 2.2 0.0550
Bot(03/02) 30561 23429.2 0.7666 | 21609.1 0.7071
XGBoost
Basic Trainable

n_samples | n_detected Recall | n_detected Recall

SSH-BruteForce(02/14) 4715 4705 0.9979 | 4705 0.9979
DoS-Slowloris(02/15) 2326 2326 1.0000 | 2326 1.0000
DoS-GoldenEye(02/15) 4705 4705 1.0000 | 4705 1.0000
DoS-SlowHTTPTest(02/16) 4705 4705 1.0000 | 4705 1.0000
BruteForce-XSS(02/22) 14 14 1.0000 | 14 1.0000
BruteForce-Web(02/22) 45 45 1.0000 | 45 1.0000
SQL Injection(02/22) 5 2 0.4000 | 1 0.2000
SQL Injection(02/23) 11 11 1.0000 | 11 1.0000
BruteForce-XSS(02/23) 24 24 1.0000 | 24 1.0000
BruteForce-Web(02/23) 40 40 1.0000 | 40 1.0000
Bot(03/02) 30561 30545 0.9995 | 30482 0.9974
KitsuneAD
Basic Trainable

n_samples | n_detected Recall | n_detected Recall

SSH-BruteForce(02/14) 4715 1405 0.2980 | 4705 0.9979
DoS-Slowloris(02/15) 2326 2326 1.0000 | 2320 0.9974
DoS-GoldenEye(02/15) 4705 4705 1.0000 | 4703 0.9996
DoS-SlowHTTPTest(02/16) 4705 4705 1.0000 | 0 0.0000
BruteForce-XSS(02/22) 14 14 1.0000 | 12 0.8571
BruteForce-Web(02/22) 45 45 1.0000 | O 0.0000
SQL Injection(02/22) 5 3 0.6000 | 0 0.0000
SQL Injection(02/23) 11 0 0.0000 | O 0.0000
BruteForce-XSS(02/23) 24 24 1.0000 | 24 1.0000
BruteForce-Web(02/23) 40 8 0.2000 | 38 0.9500
Bot(03/02) 30561 20811 0.6810 | 29155 0.9540

Table 5.6: Numbers of sessions in each class and the class-wise results of session-level clas-
sification . The bold values mean that the values are better than that achieved by the opposite

approach for each kind of classifiers.
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TP FP TN FN Accuracy Precision Recall TNR F1 n_processed

k=1 46948 756 333017 203 0.9975 0.9842  0.9957 0.9977 0.9899 1
k=5 47107 891 332882 44 0.9975 0.9814  0.9991 0.9973 0.9902 4.1344
k=10 47120 960 332813 31 0.9974 0.9800 0.9993 0.9971 0.9896 7.3950
k=15 47121 964 332809 30 0.9974 0.9800 0.9994 0.9971 0.9896 9.1985

k=oco 47122 977 332796 29 0.9974 0.9797 0.9994 0.9971 0.9894 16.9571

Table 5.7: Results of the simulation of the first £ prediction procedure with XGBoost classi-

fiers. The bold values are the best values of each metric among all .

k=1 k=5 k=10 k=15 k=co

Recall n_processed ‘ Recall n_processed ‘ Recall n_processed ‘ Recall n_processed ‘ Recall n_processed
SSH-BruteForce(02/14) 0.9972 110.9975 1.0045 | 0.9979 1.0053 | 0.9979 1.0053 | 0.9979 1.0053
DoS-GoldenEye(02/15) 0.9996 110.9998 1.0011 | 1.0000 1.0015 | 1.0000 1.0015 | 1.0000 1.0015
DoS-Slowloris(02/15) 0.9991 1| 1.0000 1.0021 | 1.0000 1.0021 | 1.0000 1.0021 | 1.0000 1.0021
DoS-SlowHTTPTest(02/16) | 0.9989 1| 1.0000 1.0021 | 1.0000 1.0021 | 1.0000 1.0021 | 1.0000 1.0021
BruteForce-Web(02/22) 0.9556 1109778 1.1778 | 1.0000 1.2667 | 1.0000 1.2667 | 1.0000 1.2667
BruteForce-XSS(02/22) 0.9286 11]0.9286 1.2857 | 0.9286 1.6429 | 1.0000 1.7857 | 1.0000 1.7857
SQL Injection(02/22) 0.0000 1] 0.0000 5.0000 | 0.4000 8.4000 | 0.4000 8.6000 | 0.4000 8.6000
BruteForce-Web(02/23) 0.9750 110.9750 1.1000 | 0.9750 1.2250 | 0.9750 1.3500 | 1.0000 1.4250
BruteForce-XSS(02/23) 1.0000 1| 1.0000 1.0000 | 1.0000 1.0000 | 1.0000 1.0000 | 1.0000 1.0000
SQL Injection(02/23) 1.0000 1| 1.0000 1.0000 | 1.0000 1.0000 | 1.0000 1.0000 | 1.0000 1.0000
Bot(03/02) 0.9944 1|0.9992 1.0085 | 0.9995 1.0115 | 0.9995 1.0115 | 0.9995 1.0115

Table 5.8: Class-wise Recalls and averages of the number of processed packets using first &

prediction with XGBoost classifiers

Table 5.9: Number of samples before splitting

n_packets n_sessions n_sessions/n_packets

BENIGN(02/14) 3667015 280354 0.076
SSH-BruteForce(02/14) 4237098 14146 0.003
BENIGN(02/15) 875580 76065 0.087
DoS-GoldenEye(02/15) 258137 14116 0.055
DoS-Slowloris(02/15) 100237 6979 0.070
BENIGN(02/16) 6366534 480943 0.076
DoS-SlowHTTPTest(02/16) 211100 14116 0.067
BENIGN(02/22) 158330 13578 0.086
BruteForce-Web(02/22) 18252 137 0.008
BruteForce-XSS(02/22) 11699 42 0.004
SQL Injection(02/22) 178 17 0.096
BENIGN(02/23) 189897 17851 0.094
BruteForce-Web(02/23) 16536 123 0.007
BruteForce-XSS(02/23) 22342 72 0.003
SQL Injection(02/23) 349 31 0.089
BENIGN(03/02) 2321495 133252 0.057
Bot(03/02) 985375 91685 0.093
Total 19440154 1143507 0.059
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FFNN
Basic Trainable

packet-level | session-level session-level / packet-level | session-level session-level / packet-level

SSH-BruteForce(02/14) 1374640.2 4705.0 0.0034 4705.0 0.0034
DoS-GoldenEye(02/15) 73801.9 4702.9 0.0663 4524.1 0.0637
DoS-Slowloris(02/15) 22964.2 1785.4 0.0789 2290.3 0.1085
DoS-SlowHTTPTest(02/16) 70240.7 4705.0 0.0670 4704.4 0.0670
BruteForce-Web(02/22) 5991.4 45.0 0.0075 427 0.0071
BruteForce-XSS(02/22) 3504.1 14.0 0.0040 133 0.0038
SQL Injection(02/22) 10.1 2.8 0.3016 0.1 0.0167
BruteForce-Web(02/23) 1167.7 36.0 0.1193 253 0.0675
BruteForce-XSS(02/23) 5298.5 24.0 0.0068 24.0 0.0068
SQL Injection(02/23) 11.7 43 0.4347 0.2 0.0108
Bot(03/02) 220767.0 23429.2 0.1059 237822 0.1091
Total 1778397.5 39453.6 0.0222 40111.6 0.0226
XGBoost
Basic Trainable

packet-level | session-level session-level / packet-level | session-level session-level / packet-level

SSH-BruteForce(02/14) 1407076 4705 0.0033 4705 0.0033
DoS-GoldenEye(02/15) 85830 4705 0.0548 4705 0.0548
DoS-Slowloris(02/15) 33188 2326 0.0701 2326 0.0701
DoS-SlowHTTPTest(02/16) 70352 4705 0.0669 4705 0.0669
BruteForce-Web(02/22) 6060 45 0.0074 45 0.0074
BruteForce-XSS(02/22) 3579 14 0.0039 14 0.0039
SQL Injection(02/22) 9 2 0.2222 1 0.1111
BruteForce-Web(02/23) 5428 40 0.0074 40 0.0074
BruteForce-XSS(02/23) 7416 24 0.0032 24 0.0032
SQL Injection(02/23) 117 11 0.0940 11 0.0940
Bot(03/02) 326892 30545 0.0934 30482 0.0932
Total 1945947 47122 0.0242 47058 0.0242
KitsuneAD
Basic Trainable

packet-level | session-level session-level / packet-level | session-level session-level / packet-level

SSH-BruteForce(02/14) 39601 1405 0.0355 4705 0.1188
DoS-GoldenEye(02/15) 85995 4705 0.0547 4703 0.0547
DoS-Slowloris(02/15) 33243 2326 0.0700 2320 0.0698
DoS-SlowHTTPTest(02/16) 69940 4705 0.0673 0 0.0000
BruteForce-Web(02/22) 6067 45 0.0074 0 0.0000
BruteForce-XSS(02/22) 3592 14 0.0039 12 0.0033
SQL Injection(02/22) 21 3 0.1429 0 0.0000
BruteForce-Web(02/23) 10 8 0.8000 38 3.8000
BruteForce-XSS(02/23) 1943 24 0.0124 24 0.0124
SQL Injection(02/23) 0 0 0.0000 0 0.0000
Bot(03/02) 180570 20811 0.1153 29155 0.1615
Total 420982 34046 0.0809 40957 0.0973

Table 5.10: Number of detected packets and sessions
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Approach Accuracy Precision Recall Fl1
Our XGBoost(k = c0) 0.9974 0.9797 0.9994  0.9894
Our XGBoost(k = 1) 0.9975 0.9842 0.9957 0.9899
Our XGBoost (k = 5) 0.9975 0.9814 0.9991  0.9902
Atefinia and Ahmad [75] 1.0000 1.0000 1.0000  1.0000
Basnet et al. [79] 0.9900 NA NA NA
Catillo et al. [80] 0.9920 0.9500 0.9890 0.9691
Chadza et al. [81] 0.9700 NA NA NA
D’hooge et al. [82] 0.9600 0.9900 0.7900 0.8788
Ferrag et al. [33] 0.9738 NA 0.9818 NA
Filho et al. [76] NA 1.0000 1.0000  1.0000
Fitni and Ramli [83] 0.9880 0.9880 0.9710 0.9794

Gamage and Samarabandu [84] 0.9840 0.9779 0.9827 0.9803
Hua [85] 0.9837 0.9814 0.9837 0.9825
Huancayo Ramos et al. [86] 0.9999 1.0000 0.9999 0.9999

Kanimozhi and Jacob [77] 1.0000 1.0000 1.0000 1.0000
Kanimozhi and Jacob [78] 0.9997 0.9996 1.0000 0.9998
Karatas et al. [87] 0.9969 0.9970 0.9969  0.9969
Kim et al. [88] 0.9999 0.8175 0.8225 0.8200
Lietal. [89] NA NA 1.0000 NA

Lin et al. [90] 0.9620 0.9600 0.9600 0.9600
Zhao et al. [91] 0.9790 0.9800 0.9800 0.9800

Table 5.11: Comparison to results in references. Accuracies, Precisions and Recalls of the

references were cited from [74] and F1-measures were calculated from them.
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Chapter 6

Conclusion

Finally we summarize the contributions of this research on both the MDL estimators and the
machine learninge based cyber security.

In this thesis, we have developed the improved MDL estimators based on fiber bundles
of local exponential families such that good performance guarantees hold for non-exponential
families. As a result, we obtained the MDL estimators for non-exponential families with the
similar performance as for exponential families.

We also have discussed its applications to the mixture families and the contaminated Gaus-
sian location families. For the mixture families, we showed that the mixture families satisfy
the requirements for our improved estimators and therefore we can apply the results for gen-
eral cases to the mixture families. For the contaminated Gaussian location families, we saw
that these models do not satisfy the requirements in general. Therefore we expanded our per-
formance guarantee to the conditional form and introduced the notion of typical set of data
strings. As a result, we showed that the MDL estimators for the contaminated Gaussian loca-
tion families typically achieve good performance.

We also have seen that the requirement of parameter restriction for Gaussian distribu-
tions in the MDL context through the evaluation of the Fisher information on the specific
parametrization. In concrete, we employed eigen values of covariance matrix as parameters

for Gaussian distribution implicitly and evaluated the Fisher information on such parametriza-
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tion. As a result, we saw that the restriction of region of the eigen values was needed to define
the factor of the Jeffreys’ prior distribution.

In this thesis, we also have proposed a method of network intrusion detection based on
packet-level classification using machine learning techniques.

In the proposed method, we conduct packet-level classification. Then we generate flow-
level results based on the packet-level results. We also have seen the performance of the
proposed method by conducting experiments using a benchmark dataset. The experimental
results showed that the proposed method could achieve high performance in both packet-level
and flow-level. The experimental results also showed that the proposed method might have an
advantage in terms of the quickness of detection.

Through this thesis, we have discussed both theoretical and practical topics on machine
learning. The results will help future researches and developments in machine learning and

cyber security.
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