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Abstract
Multivariate public‐key cryptography (MPKC) is considered a leading candidate for post‐
quantum cryptography (PQC). It is based on the hardness of the multivariate quadratic
polynomial (MQ) problem, which is a problem of finding a solution to a system of
quadratic equations over a finite field. In this paper, we survey some recent progress in
the security analysis of MPKC. Among various existing multivariate schemes, the most
important one is the Rainbow signature scheme proposed by Ding et al. in 2005, which
was later selected as a finalist in the third round of the PQC standardization project by the
National Institute of Standards and Technology. Under the circumstances, some recent
research studies in MPKC have focussed on the security analysis of the Rainbow scheme.
In this paper, the authors first explain efficient algorithms for solving the MQ problem
and the research methodology for estimating their complexity in MPKC. Then, the au-
thors survey some recent results related to the security analysis of the Rainbow scheme.
In particular, the authors provide a detailed description of the complexity analysis for
solving the bi‐graded polynomial systems studied independently by Nakamura et al. and
Smith‐Tone et al., and then expound the rectangular MinRank attack against Rainbow
proposed by Beullens.

1 | INTRODUCTION

By Shor's quantum algorithms [1] in 1994, it is known that widely
used public‐key cryptosystems, such as RSA and ECC, can be
broken if a large‐scale quantum computer is built. Thus, it is
important to study public‐key cryptography that can potentially
resist such quantum computer attacks, which is called post‐
quantum cryptography (PQC) [2]. In 2016, the National Insti-
tute of Standards and Technology (NIST) announced a PQC
standardization project [3]. This project has now advanced to the
third round, and PQC has been more actively researched.

Multivariate public‐key cryptography (MPKC) (cf., Ref. [4])
is a leading candidate for PQC and is constructed using multi-
variate quadratic polynomial (MQ) maps P over a finite field Fq
with a trap‐door structure. The security of MPKC is dependent
on the hardness of the multivariate quadratic polynomial (MQ)
problem, which is to find a solution to a system of quadratic
equations over a finite field. The MQ problem is known to be
NP‐hard [5].

MPKC has a relatively old history in PQC, and the first
multivariate scheme was proposed by Matsumoto and Imai in
1988, called the MI scheme [6]. Subsequently, as a general-
isation of the MI scheme, the Hidden Field Equation (HFE)
scheme was proposed in 1996 by Patarin [7]. There are
several signature schemes based on the HFE scheme such as
GeMMS [8] and Gui [9]. Apart from that, the unbalanced oil
and vinegar (UOV) signature scheme [10] is a well‐established
signature scheme proposed by Kipnis et al. in 1999. As its
efficient multilayer variant, the Rainbow scheme was pro-
posed by Ding et al. [11] in 2005. Because of its good per-
formance and security, the Rainbow scheme was selected as a
finalist in the third round of NIST PQC standardisation [12],
and its security analysis has become an important research
topic of MPKC. In addition, as a multivariate scheme without
using any trap‐door of special algebraic structure, in 2011
Sakumoto et al. [13] proposed an identification scheme that is
proven to be secure purely under the hardness of the MQ
problem. In this way, further more multivariate schemes have
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been proposed so far, and MPKC has become a major topic
in the research of PQC.

On the other hand, the security analysis of MPKC has also
been intensively developed along with the afore‐mentioned
progress in the explicit constructions of MPKC. In some
initial studies in the 90s, theMI scheme [6] was broken by Patarin
[14] using the linearisation equation attack. Furthermore, the Oil
Vinegar (OV) schemewas broken in polynomial time byKipnis–
Shamir (KS) attack [15] and then improved to its unbalanced
variant, called the UOV scheme [15]. We stress that the linear-
isation attack and KS attack strongly depend on the special
algebraic structures of MI and OV schemes, respectively. After
those studies, two types of more general attacks applicable to
various multivariate schemes have been proposed.

The first one is the direct attack wherein the system of
quadratic equations associated with a public key (quadratic
map) P and a ciphertext w (or signature) of PðxÞ ¼ w is
directly solved. In MPKC research, two major methods are
often considered to solve such a system, namely Gröbner basis
approaches and Wiedemann extended linearisation (XL)
approach. For the F5 Gröbner basis algorithm [16] proposed
by Faugère, the first HFE challenge [17] was solved in 2003 by
Faugère et al. [18]. However, it is a non‐trivial problem to
evaluate the complexity of the direct attack. To study its ac-
curate estimation, the degree of regularity dreg and the first fall
degree dff are extensively researched in Ref. [19–21] and so on.
The complexity of solving semi‐regular systems of quadratic
equations is accurately estimated by the degree of regularity.
However, many quadratic systems appearing in MPKC are not
semi‐regular, and thus the analysis of the first fall degree is an
important research topic in MPKC. It has been shown that the
first fall degree for the HFE scheme and its variants can be
precisely estimated [20, 22, 23].

The second one is the MinRank attack, which exploits the
special algebraic structure of MPKC, which was initially applied
to the HFE scheme in Ref. [24]. A public key P of quadratic
polynomials in n variables corresponds to some symmetric
matrices of size n. The symmetric matrices corresponding to the
public keyP often generate a low‐rankmatrix because of its trap‐
door structure. The MinRank attack tries to recover a secret key
by finding such a low‐rank matrix. Moreover, the related prob-
lem to find a low‐rankmatrix by computing a linear combination
of givenmatrices over a finite field, called theMinRank problem,
is another important research in the security analysis of MPKC.
TheMinRank problem is proven to be NP‐hard [25]. In general,
theMinRank problem can be solved by searching a hidden kernel
space using linear algebra or by reducing it to polynomial sys-
tems. The latter method includes the minor modelling methods
[26, 27] and the KS method [24], which require the polynomial
system to be solved by algorithms used in the direct attack.

1.1 | Contribution

In this paper, we survey some recent progress in the security
analysis of MPKC. The direct attack, which was initially devel-
oped via the security analysis on the HFE scheme, has become

an important and fundamental tool to estimate the complexity
of various attacks in MPKC. Moreover, the Rainbow scheme
[11] is one of the most influential multivariate schemes owing to
its selection as a finalist in the third round of the NIST PQC
standardisation project. Some recent progress in MPKC has
been made via the security analysis of the Rainbow scheme.
Considering this situation, we mainly provide a survey on the
following topics: the state‐of‐the‐art approaches for solving
polynomial systems used in MPKC and two recently improved
attacks on the Rainbow scheme, namely the Rainbow‐Band‐
Separation (RBS) attack [28] using the bi‐graded polynomial
system and the rectangular MinRank attack [29].

First, we explain the current knowledge on the direct attack.
As stated above, there are two main approaches for solving a
system of equations in MPKC research, namely, the Gröbner
basis approach andWiedeman XL approach. The Gröbner basis
approach is to compute a Gröbner basis of the ideal associated
with the solved system PðxÞ ¼ w. The algorithms F4 [30] and
F5 [16] are often used inMPKC research. The XL approach tries
to solve the linear system obtained from multiplying terms with
a certain degree d by the solved system. The Wiedeman XL
approach efficiently obtains a solution using the Wiedemann
algorithm [31] if the linear system mentioned above is sparse
with a few solutions. Note that Ars et al. [32] shows that the XL
algorithm is also a Gröbner basis algorithm that can be repre-
sented as a redundant variant of the Gröbner basis algorithm F4
[30]. The crucial point for complexity estimation is to determine
the appropriate degree d of the Macaulay matrixMd , inducing a
correct solution of the solved system practically. We will explain
how to estimate d in MPKC research.

Second, we discuss recent studies on the bi‐graded poly-
nomial systems. Though such systems do not appear in the
direct attack against general multivariate schemes, they appear
in the analysis of a MinRank attack against Rainbow, called the
RBS attack [28]. The bi‐graded system that appears in the RBS
attack was initially analysed under the assumption that the
system is semi‐regular. However, it is already known in Ref.
[33] in 2012 that such a bi‐graded system does not behave like
semi‐regular in some experiments. In 2020, Nakamura et al.
[34] and Smith‐Tone et al. [35] independently studied the bi‐
graded systems that appear in the RBS attack. Their studies
can show more accurate estimation focussing on the bi‐graded
structure, and thus it affects the proposed parameters of the
Rainbow scheme. In our paper, following the work of Naka-
mura [36], we will explain the bi‐graded version of semi‐
regularity and degree of regularity, which can be seen as a
generalisation of the work by Diem [37] and Bardet et al. [19].
Moreover, following the way of Smith‐Tone et al. [35], we will
explain how to estimate the computational complexity of the
bi‐graded systems. Furthermore, we will describe the RBS
attack [28], which is the motivation for the study of the bi‐
graded systems, and explain its complexity estimation using
the above discussion.

Finally, we explain the rectangular MinRank attack [29]
against the Rainbow scheme proposed by Beullens. This attack
is carried out by deforming the MinRank problem associated
with the Rainbow scheme to another MinRank problem and
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solving it using the support minor modelling method proposed
by Bardet et al. [26]. This attack affects the proposed param-
eters of the Rainbow scheme. We will describe how to deform
the MinRank problem for the Rainbow scheme in terms of
matrix representation, which was originally done in terms of
polynomial representation in Ref. [29]. By using matrix rep-
resentation, we can provide another description of the rect-
angular MinRank attack. The system that appears in the
rectangular MinRank problem becomes a bi‐graded homoge-
neous system. In Ref. [29], Beullens estimates the complexity
of solving the bi‐graded system based on the complexity
analysis of the support minor modelling method [26], under a
generic assumption. We will explicitly describe the generic
assumption and explain the complexity estimation of the
rectangular MinRank attack in Ref. [29]. We also state the
support minor modelling method [26] to solve the MinRank
problem.

Our paper is organised as follows. In Section 2, we briefly
recall a general construction of multivariate schemes and the
Rainbow signature scheme as an example. In addition, we
explain how the security of multivariate schemes relates to the
hardness of the MQ problem and the MinRank problem. In
Section 3, we review some approaches to solve the MQ
problem. In Section 4, we discuss the complexity estimations
of the MQ problem using the approaches in Section 3. In
Section 5, we explain the definition of the bi‐graded systems
and their complexity analysis to solve them. In addition, we
recall the RBS attack against the Rainbow scheme and explain
how its complexity is estimated. In Section 6, we explain the
rectangular MinRank attack against the Rainbow scheme.
Finally, we conclude our paper in Section 7.

2 | MPKC CONSTRUCTION AND ITS
SECURITY

In this section, we recall a general construction of multivariate
schemes and describe the construction of the Rainbow
signature scheme [11] as an example. Subsequently, we review
the MQ and MinRank problems, which essentially determine
the security of MPKC.

2.1 | General construction

Let n, m be positive integers and Fq be a finite field with q
elements. For m quadratic polynomials p1;…; pm ∈ Fq½x� in n
variables x = (x1, …, xn) over Fq, we define the following map

P : Fnq ∋ v ↦ p1ðvÞ;…; pmðvÞð Þ ∈ Fmq :

Such a map is called a quadratic (polynomial) map.
To construct a multivariate scheme, we recall the following

definition. Let F ¼ f1;…; fmð Þ : Fnq → Fmq be a quadratic map.
If for any element w ∈ Fmq the system of quadratic equations
FðxÞ ¼ w can be solved with less complexity, then F is said to

be easy‐to‐invert. This map is the core object because it de-
termines properties (e.g. security and efficiency) of the multi-
variate scheme constructed from the map.

In general, a multivariate scheme is constructed as follows.
First, choose an easy‐to‐invert map F : Fnq → Fmq . Next,
randomly choose two invertible linear maps S : Fnq → Fnq and
T : Fmq → Fmq . Then a public key is given by the composite

P ≔ T ◦ F ◦ S : Fnq → Fmq

and the secret key is given by ðF ; T ;SÞ: Here, it is clear that
P : Fnq → Fmq is also a quadratic map.

The property of the easy‐to‐invert map F determines
whether the constructed scheme becomes an encryption
scheme or a signature scheme. In fact, if F is injective, then the
constructed scheme becomes an encryption scheme. Then the
encryption process is performed by substituting
c ≔ PðmÞ ∈ Fmq for a message m ∈ Fnq . The decryption pro-
cess of c is performed by computing three inverses:
w1 ≔ T −1ðcÞ;w2 ≔ F−1 w1ð Þ, and m¼ S−1 w2ð Þ. Here, since
F is easy‐to‐invert, the decryptor can easily and efficiently
compute the inverse F−1 w1ð Þ. Namely, the decryption process
is performed efficiently (See Figure 1).

On the other hand, if F is surjective, then the constructed
scheme becomes a signature scheme. For a message m ∈ Fmq to
be signed, a signature s ∈ Fnq is generated by three inverses:
w1 ≔ T −1ðmÞ;w2 ≔ F−1 w1ð Þ, and s ≔ S−1 w2ð Þ. Here,
F−1 w1ð Þ means an element of the pre‐image of the set {w1}
under the surjective map F . The verification process is done
by checking whether PðsÞ ¼m or not (See Figure 2).

TheMI scheme, whichwas the firstmultivariate scheme, was
proposed in 1988 by Matsumoto and Imai [6]. The corre-
sponding easy‐to‐invert map F is constructed by using a
monomial mapX ↦ Xqℓ1þqℓ2 on a large finite extension field of
Fq. As a generalisation, by extending such a monomial map to a

F I GURE 1 General workflow of multivariate encryption schemes

F I GURE 2 General workflow of multivariate signature schemes
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polynomial mapX ↦
P

i;jai;jX
qℓiþqℓj

with low degree, the HFE
scheme was proposed by Patarin [7] in 1996. Thereafter, several
multivariate schemes have been proposed, such as UOV [10],
ABC [38], ZHFE [39], EFC [40], Gui [9], GeMMS [8], and
HFERP [41]. In the next subsection, we explain the Rainbow
[11] signature scheme, which is a variant of UOV [10].

2.2 | Rainbow

In this subsection, we describe Rainbow, a multivariate signa-
ture scheme that was proposed by Ding and Schmidt in 2005
[11] as an efficient variant of the UOV scheme [10].

Fix positive integers v; o1; o2 ∈ N, and set n ≔ v + o1 + o2
and m ≔ o1 + o2. Let x1 ¼ x1;…; xvð Þ; x2 ¼ xvþ1;…; xvþo1ð Þ,
and x3 ¼ xvþo1þ1;…; xnð Þ be three sets of variables, and x =
(x1, …, xn). An easy‐to‐invert map F ¼ f1;…; fmð Þ : Fnq → Fmq
of Rainbow is defined by

f1 ¼
P

1≤i≤j≤v
að1Þij xixj þ

P

1≤i≤v
vþ1≤j≤vþo1

að1Þij xixj;

⋮

fo1 ¼
P

1≤i≤j≤v
a o1ð Þij xixj þ

P

1≤i≤v
vþ1≤j≤vþo1

a o1ð Þij xixj;

fo1þ1 ¼
P

1≤i≤j≤vþo1
a o1þ1ð Þ

ij xixj þ
P

1≤i≤vþo1
vþ1≤j≤n

a o1þ1ð Þ

ij xixj;

⋮

fm ¼
P

1≤i≤j≤vþo1
aðmÞij xixj þ

P

1≤i≤vþo1
vþ1≤j≤n

aðmÞij xixj;

8
>>>>>>>>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>>>>>>>>:

where each coefficient aðkÞij is randomly chosen from Fq. For an
element w¼ w1;…;wmð Þ ∈ Fmq , the process of finding a so-
lution to the equations FðxÞ ¼ w (namely, the computation of
F−1ðwÞ) is as follows:

1. Randomly choose an element z0 ¼ z01;…; z0v
� �

∈ Fvq .
2. Find a solution x2 ¼ z00 ∈ Fo1q to the system of linear

equations:

f1 z0; x2ð Þ ¼ w1;…; fo1 z0; x2ð Þ ¼ wo1:

3. Find a solution x3 ¼ z000 ∈ Fo2 to the system of linear
equations:

fo1þ1 z0; z00; x3ð Þ ¼ wo1þ1;…; fo1þo2 z0; z00; x3ð Þ ¼ wm:

4. Let z ≔ z0; z00; z000ð Þ ∈ Fnq , which is a solution to FðxÞ ¼ w.

In this algorithm, if there is no solution of the system to
linear equations in Step 2 or 3, then go back to Step 1 or 2,
respectively. It is clear that this algorithm is efficient; in fact,
the complexity is given by O(n3) at most.

The Rainbow signature scheme [11] was proposed as an
improved version of the OV and UOV schemes. If we remove
the parameter o2 (i.e. o2 = 0) and set v = o1 in the Rainbow
signature scheme, then the obtained scheme becomes the OV
signature scheme [42], which was proposed by Patarin in 1997.
However, it is broken by the OV attack [15] in polynomial time.
In 1999, Kipnis et al. proposed the Unbalanced OV (UOV)
scheme [10] by modifying the parameter (v, o1) as v > o1 (and
o2 = 0), which can resist the OV attack. Finally, in 2005, the
Rainbow scheme improved the efficiency of the UOV scheme
by adding a new parameter o2.

The Rainbow scheme was selected as a finalist in the third
round of the NIST PQC standardisation [12]. Table 1 presents
the proposed parameters. In this paper, we primarily focussed
on the RBS and Rectangular MinRank attacks against the
Rainbow scheme in order to understand some recent progress
in the security analysis of MPKC. Recently, Beullens proposed
a new attack, known as simple attack [43], in IACR ePrint. The
parameters (Table 1) of the Rainbow scheme in the third round
should be rescaled such that it is secure against the simple
attack [43].

2.3 | MQ problem

In this subsection, we describe the MQ problem, which is
strongly related to the security of multivariate schemes.

Clearly, by solving the equations PðxÞ − w¼ 0 for a public
key P and a ciphertext (or message) w ∈ Fmq , we obtain the
message m (or a signature s). Thus, the following problem is
important for understanding the security of multivariate
schemes:

2.3.1 | Multivariate quadratic polynomial (MQ)
problem

Given a system of m quadratic polynomial g1(x), …, gm(x) in n
variables, find a solution x ∈ Fnq to

g1ðxÞ ¼⋯¼ gmðxÞ ¼ 0:

TABLE 1 The parameters of the
rainbow scheme in the third round of National
Institute of Standards and Technology post‐
quantum cryptography standardisation [12]

Security
level

Parameter
(q, v, o1, o2)

Public key
size (KB)

Secret key
size (KB)

Signature
size (B)

I (24, 36, 32, 32) 157.8 101.2 66

III (28, 68, 32, 48) 861.4 611.3 164

V (28, 96, 36, 64) 1885.4 1375.7 204

IKEMATSU ET AL. - 213
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This problem is proven to be NP‐hard for the binary field
F2 [5]. Thus, it is considered to be difficult to solve a system of
randomly chosen quadratic equations g1(x) = ⋯ = gm(x) = 0.

In MPKC research, since a public key P : Fnq → Fmq is
constructed using an easy‐to‐invert map F : Fnq → Fmq , which
has a special structure to realise an efficient inverting process, it
is considered that the associated MQ problem PðxÞ − w¼ 0
might be easier than the random MQ problem.

It is important to study the precise computational cost of
solving a given system of equations g1(x) = ⋯ = gm(x) = 0,
since it directly affects the secure parameters of multivariate
schemes. In Sections 3 and 4, we will discuss how the MQ
problem is solved and how its complexity is estimated in
MPKC research.

Remark 1 In general, it is difficult to prove a reduction of the
security of multivariate schemes to the hardness of the MQ
problem. As an exception, MQDSS [44] is the only signature
scheme that uses multivariate polynomials such that it has
provably security to the MQ problem. MQDSS was a candidate
for the second round of NIST PQC standardisation [45] and is
constructed based on the 5‐pass identification scheme pro-
posed by Sakumoto et al. [13]. Note that the construction of
MQDSS does not follow the method in Section 2.1.

2.4 | MinRank problem

In this subsection, we describe the MinRank problem, which is
also strongly related to the security of multivariate schemes.
Before we state the MinRank problem, we recall a relation
between quadratic polynomials and matrices.

For a homogeneous quadratic polynomial

gðxÞ ¼
X

1≤i≤j≤n
gijxixj ∈ Fq½x�;

we define the upper triangular matrix Gup by

Gup ≔

g11 g12 ⋯ g1n
0 g22 ⋯ g2n
⋮ ⋮ ⋱ ⋮
0 0 ⋯ gnn

0

B
B
@

1

C
C
A ∈ Fn�nq :

Then, we obtain the following equality

gðxÞ ¼ x ⋅Gup ⋅ tx;

where tx denotes the transpose of x. It is clear that the map
g↦Gup is a bijective map between the set of homogeneous
quadratic polynomials in Fq½x� and the set of upper trian-
gular (square) matrices of size n. Let S be a linear map on
Fnq , and let S be its corresponding matrix of size n. Then,
we have

g ◦ SðxÞ ¼ x ⋅ S ⋅Gup ⋅ tS ⋅ tx:

However, since S ⋅ Gup ⋅tS is not an upper triangular matrix
in general, the corresponding upper triangular matrix of
g ◦ SðxÞ is not equal to S ⋅ Gup ⋅tS.

To avoid this inequality, it is necessary to consider sym-
metric matrices. For the above quadratic polynomial g(x), we
define the following symmetric matrix:

G≔Gupþ tGup:

Then, the corresponding symmetric matrix of g ◦ SðxÞ is
equal to

S ⋅G⋅ tS:

Thus, if (F1, …, Fm) and (P1, …, Pm) are the corresponding
symmetric matrices of the easy‐to‐invert map F ¼ f1;…; fmð Þ

and the public key P ¼ p1;…; pmð Þ, then we have

P1;…; Pmð Þ ¼ SF1tS;…; SFmtSð Þ ⋅ T ;

where S, T are the corresponding matrices of size n, m to the
secret key S; T . As a result, it is considered that the symmetric
matrices of the public key P inherit some properties of the
symmetric matrices of the easy‐to‐invert map F .

Remark 2 Since g(x) = x⋅tGup⋅tx, we have

x ⋅G⋅ tx¼ 2gðxÞ:

From this equality, it can be easily seen that if the characteristic
of Fq is not 2, then the map g ↦ 1

2G is a bijective map between
the set of homogeneous quadratic polynomials and the set of
symmetric matrices.

For example, the form of symmetric matrices (F1, …, Fm)
of the Rainbow easy‐to‐invert map F ¼ f1;…; fmð Þ in Sec-
tion 2.2 is given as follows:

Fi ¼

∗v�v ∗v�o1 0v�o2
∗o1�v 0o1�o1 0o1�o2
0o2�v 0o2�o1 0o2�o2

0

@

1

A 1 ≤ i ≤ o1ð Þ;

∗v�v ∗v�o1 ∗v�o2
∗o1�v ∗o1�o1 ∗o1�o2
∗o2�v ∗o2�o1 0o2�o2

0

@

1

A o1 þ 1 ≤ i ≤mð Þ:

8
>>>>>>><

>>>>>>>:

Here, *k�l means a k‐by‐l matrix over Fq. Since the rank of Fi
(1 ≤ i ≤ o1) is less than or equal to v + o1, we can generate a
linear combination of the matrices P1, …, Pm with rank
≤v + o1. Once an attacker finds such a low‐rank matrix from
the public key, the attacker can recover the secret key using the
kernel of the low‐rank matrix.

As stated in the Rainbow example, the problem of finding
a low‐rank matrix from linear combinations of the symmetric
matrices (P1, …, Pm) of the public key P is strongly related to
the security of multivariate schemes. As a result, the following
MinRank problem, which is a generalisation of this problem, is
important for understanding the security of MPKC.
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2.4.1 | MinRank problem

Given s matrices M1;…;Ms ∈ Ft�uq and integer r > 0, find a
non‐trivial Fq‐linear combination M ¼

Ps
i¼1aiMi with Rank

(M) ≤ r, if it exists.
This is proven to be NP‐hard [25]. Thus, it is considered to

be difficult to solve a randomly chosen instance of the Min-
Rank problem. In Section 6.1, we will explain the support
minor modelling [26] as a method to solve the MinRank
problem proposed by Bardet et al. in 2020.

Remark 3 Originally, the first key recovery attack using the
MinRank problem was proposed in Ref. [24] in a security
analysis against the HFE scheme [7].

Remark 4 Since the MinRank problem is NP‐hard, it might be
possible to construct a scheme based on the MinRank problem.
For example, a zero‐knowledge identification scheme based on
the MinRank problem was proposed by Courtois [46].

3 | SOLVING MULTIVARIATE
POLYNOMIAL SYSTEMS

In this section, we describe approaches of solving a system
of polynomial equations. To solve such equations, the
Gröbner basis approach or Wiedemann XL approach is
mainly used in MPKC research. Moreover, solving equations
is also important in the MinRank problem, since the Min-
Rank problem can be reduced to a problem of solving
polynomial equations.

In Section 3.1, we explain the Gröbner basis approach. In
Section 3.2, we describe the Wiedemann XL approach.

3.1 | Gröbner basis approach

First, we briefly recall Gröbner basis. Gröbner basis is a good
finite set of generators of an ideal in a polynomial ring, and it
was introduced by Buchberger [47] in 1965. To state it more
precisely, let ⪰ be a term order on the polynomial ring Fq½x�
and I be an ideal of Fq½x�, where x = (x1, …, xn). Then a finite
set G⪰ ≔ {h1, …, hℓ} of generators of I is called a Gröbner
basis of I, and if it satisfies that for any h ∈ I there exists
1 ≤ i ≤ ℓ such that the leading term of h is divided by that of
hi. The algorithms F4 [30] and F5 [16] are known as efficient
algorithms for computing Gröbner basis.

For g1;…; gm ∈ Fq½x�, a solution to g1 = ⋯ = gm = 0 is
computed using a Gröbner basis algorithm as follows. Define
the ideal I by

I ≔ 〈g1;…; gm〉 ⊂ Fq½x�:

Using the Gröbner basis algorithm, compute a Gröbner
basisGgrev of I with respect to the graded reverse lexicographic
term order ⪰grev. If the ideal I is zero‐dimensional, one can
convert Ggrev into a lexicographic Gröbner basis Glex of I

using FGLM [48] or other algorithms. Then, the Gröbner basis
Glex = {h1, …, hℓ} has the following form:

h1 xnð Þ ¼ 0;
h2 xn−1; xnð Þ ¼ 0;

⋮
hℓ x1;…; xnð Þ ¼ 0:

Thus, by solving these equations in the order from top to
bottom, we can obtain a solution to g1 = ⋯ = gm = 0.

Remark 5 If the system of equations g1 = ⋯ = gm = 0 has
finite solutions over an algebraic closure Fq, then the ideal I is
said to be zero‐dimensional. The complexity of the FGLM
algorithm [48] is O(nD3), where D is the number of solutions
to the system with multiplicities. When the Gröbner basis
approach is used in MPKC research, the case where the ideal
of system g1 = ⋯ = gm = 0 is zero‐dimensional and D is low is
typically considered. Hence, in MPKC research, the complexity
of the FGLM algorithm is typically disregarded.

It is known that the dominant complexity in the above
procedure of solving equations g1 = ⋯ = gm = 0 is that of
computing Ggrev when I is of zero dimension. Therefore, it is
important to estimate the complexity of computing Ggrev.

To compute a Gröbner basis using F4 or F5, a Macaulay
matrix or a similar matrix is constructed from the equations
g1 = ⋯ = gm = 0 and then it is reduced by a reduction al-
gorithm such as Gaussian elimination. Here, the Macaulay
matrixMd of degree d with respect to g1, …, gm is defined as
follows. For any polynomial gðxÞ ∈ Fq½x� of degree ≤d, we
denote by vg the row vector of coefficients of g(x), where the
sorting order of coefficients is determined by the term order ⪰.
Then, the matrix Md is defined by concatenating the row
vectors vugi, where 1 ≤ i ≤ m and u runs in the set of terms of
degree ≤d − deg gi. Since the number of terms of degree ≤d is
nþ d
d

� �

, the number of column vectors in the Macaulay

matrixMd is nþ d
d

� �

.

The complexity of computing a Gröbner basis is dominated
by that of reduction of the Macaulay matrixMd with the largest
degree d appeared in the Gröbner basis algorithm. As a result, if
we denote the largest degree by dmax, the complexity of solving
the system of equations g1 = ⋯ = gm = 0 is bounded by

nþ dmax
dmax

� �ω

;

where 2 < ω ≤ 3 is a linear algebra constant. Therefore, it is
important to determine the degree dmax to estimate the
complexity of solving the system of equations g1 = ⋯ = gm = 0.
However, finding the degree dmax for a given systemof equations
g1 = ⋯ = gm= 0 is generally difficult. In Section 4, wewill discuss
how dmax is currently estimated in MPKC research.

IKEMATSU ET AL. - 215

 17518717, 2023, 2, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/ise2.12092 by C

ochrane Japan, W
iley O

nline L
ibrary on [01/04/2024]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



3.2 | Wiedemann XL approach

The Wiedemann XL approach is an accelerated version of the
extended linearisation (XL) algorithm using the Wiedemann
algorithm.

A variant of the XL algorithm [49] is a method of finding a
solution of g1 = ⋯ = gm = 0 by solving a linear system
associated with the Macaulay matrix Md . More precisely, let
Xd be a column vector of terms in the variables x of degree
≤d, where the sorting order of terms is determined by the term
order ⪰. Then Md ⋅ Xd is the column vector consisting of
polynomials ugi, where 1 ≤ i ≤ m and u runs in the set of
terms of degree ≤d − deg gi. A variant of XL algorithm solves
the linear systemMd ⋅ Xd ¼ 0 where each term in Xd is treated
as a new variable, or the (inhomogeneous) linear system
transposed the last column vector ofMd corresponding to 1
in Xd on the right hand side.

The Wiedemann XL approach finds a solution to
g1 = ⋯ = gm = 0 by solving such a linear system using
Wiedemann algorithms such as in Ref. [31] or Ref. [50].
Such algorithms can solve a linear system faster than
Gaussian elimination when the Macaulay matrix is sparse.
Note that the algorithms [31, 50] aim to find a single so-
lution of a linear system and not all possible solutions. Thus,
if a linear system has many solutions, then it is not possible
to find all the solutions in one trial in general. Therefore,
when finding a solution to g1 = ⋯ = gm = 0, the following
conditions are required: (i) g1 = ⋯ = gm = 0 has a few
solutions. (ii) The rank of the Macaulay matrix Md is

approximately nþ d
d

� �

− 1.

Condition (i) almost holds since the solved system of
equations g1 = ⋯ = gm = 0 is often of zero dimension in
MPKC research. Therefore, condition (ii) is important. We
define dfull as the degree d such that the rank of the Macaulay

matrix Md is approximately nþ d
d

� �

− 1. Note that the

Weidemann XL algorithm finds only one element from the
right kernel of the Macaulay matrixMd . Thus, the Weidemann

algorithm is applied forMd at most q
nþ d
d

� �

−RankMd

times
to find a solution of the system of equations g1 = ⋯ = gm = 0.
To reduce this time, the rank of the Macaulay matrixMd needs
to be low. In MPKC research, the rank of Md to determine

dfull is typically set to
nþ d
d

� �

− 1. Once dfull is determined,

the complexity of solving a system of ‘quadratic’ equations
g1 = ⋯ = gm = 0 is obtained from Ref. [51] as

3 nþ dfull
dfull

� �2 n
2

� �

:

In general, for any system of equations g1 = ⋯ = gm = 0, it
is difficult to estimate the degree dfull. In Section 4, we will
discuss how dfull is currently estimated in MPKC research.

4 | COMPLEXITY OF SOLVING MQ
PROBLEM

In this section, we discuss the complexity of solving the
MQ problem. In Sections 4.1 and 4.2, we describe the
degree of regularity dreg and the first fall degree dff used
in MPKC research as indicators of dmax and dfull. In
Section 4.3, we explain how the complexity of solving the
MQ problem that appears in MPKC is estimated using
dreg or dff. In Section 4.4, we explain the hybrid approach
as an improvement on approaches addressed in Sec-
tions 3.1 and 3.2.

4.1 | Degree of regularity

First, we prepare some notations. Let g1;…; gm ∈ Fq½x� be a
polynomial system with degree di ≔ deg gi. We denote by
~g1;…;~gm their homogeneous parts of the highest degree. Set
the ideals

~I ¼ ~I
ðmÞ

≔ 〈~g1;…;~gm〉 and ~I
ðiÞ

≔ 〈~g1;…;~gi〉;

where i = 1, …, m − 1. Moreover, for d ∈ N, we define the
following:

Fq½x�d ≔ ⊕
j1þ⋯þjn¼d

Fq ⋅ xj11 ⋯xjnn ;

~I
ðiÞ
d ≔ ~I

ðiÞ ∩ Fq½x�d:

Then, for D ∈ N, the polynomial system g1;…; gm ∈ Fq½x�
is said to be regular up toD [37] if it satisfies for any 1≤ i≤m− 1
and any d ≤ D, and the following map is injective:

Fq½x�d−diþ1=
~I
ðiÞ
d−diþ1 ∋ h↦ h ⋅ ~giþ1 ∈ Fq½x�d=~I

ðiÞ
d :

Note that this definition does not depend on the sorting
order of the polynomials g1, …, gm.

4.1.1 | Degree of regularity dreg

For polynomials g1;…; gm ∈ Fq½x�, we define the degree of
regularity dreg [19] as follows:

dreg ≔ min d ∈ N j Fq½x�d ¼ ~Id
� �

:

If there is no integer d such that Fq½x�d ¼ ~Id , we define
dreg = ∞. Since we mainly treat the zero‐dimensional case, the
degree dreg will not be ∞.

A polynomial system g1;…; gm ∈ Fq½x� is said to be semi‐
regular [19] if it is regular up to dreg − 1. Note that the defi-
nition we state here is given by Diem [37] and is equivalent to
that of Ref. [19]. Let g1;…; gm ∈ Fq½x� be a semi‐regular sys-
tem. Then the following lemma holds:
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Lemma 1 ([19]). For a semi‐regular system g1, …, gm and
d < dreg, the dimension dim Fq½x�d=~Id is equal to the coeffi-
cient of degree d of the following power series

HðtÞ≔
Πm
i¼1 1 − tdi
� �

ð1 − tÞn
: ð1Þ

The degree of regularity dreg for a semi‐regular system can
be easily computed as the minimal degree with a non‐positive
coefficient in the power series H(t).

The degree of regularity dreg is defined by Bardet et al. [19].
As shown from the definition, any element of the reduced
Gröbner basis of I is of degree dreg at the most. With this fact,
it is expected that dmax and dfull might be estimated by the
degree of regularity dreg. In Section 4.3, we will discuss how
dreg is utilised to estimate dmax and dfull in MPKC research.

4.2 | First fall degree

Define B≔ Fq½x�=〈xq1;…; xqn〉 and Bd ≔ Fq½x�d=〈xq1;…; xqn〉d
for d ∈ N. Let g1;…; gm ∈ Fq½x� be a polynomial system such
that ~g1;…;~gm are of degree d0 ∈ N. We denote by ~gi the
image of ~gi ∈ Fq½x�d0 in Bd0. For a positive integer d, we
consider the homomorphism

Φd : Bmd−d0 → Bd; b1;…; bmð Þ↦ b1~g1 þ⋯þ bm~gm:

Then, we set

πij ≔ 0;…; 0;−~gj
i

; 0;…; 0;~gi
j

; 0;…; 0

 !

∈ Bm;

τi ≔ 0;…; 0;~g
q−1
i

i

; 0;…; 0

 !

∈ Bm;

and define TSyz as the submodule of Bm generated by such
elements and set TSyzd ≔ TSyz ∩ Bmd . In addition, we call an
element in Ker Φd \ TSzyd a non‐trivial syzygy.

4.2.1 | First fall degree dff

Then, the first fall degree dff [20] is defined by

dff ≔ min d ∈ N j Ker Φd ≠ TSzyd
� �

:

namely, dff is the smallest number d where a non‐trivial syzygy
appears.

The first fall degree dff and degree of regularity dreg have
the following relation:

Lemma 2 ([36]). For a non‐semi‐regular system, if dff < q,
then we have dff ≤ dreg.

The first fall degree dff was introduced byDubois and Gama
[20] in 2010 from a security analysis of the HFE scheme [7] and

dff can represent the minimum of degrees of ‘degree fall’ for a
given system g1 = ⋯ = gm = 0. Note that initially, the first fall
degree was called the degree of regularity, for example, in Ref.
[20, 22]. In general, it is difficult to compute the first fall degree
dff for a given polynomial system. Ding and Hodges [22] give an
upper bound for the first fall degree dff by constructing a non‐
trivial syzygy for the HFE scheme [7]. In addition, Verbel et al.
[52] construct non‐trivial syzygies of a quadratic system in the
Kipnis–Shamir method [15] for the MinRank problem and give
an upper bound of the first fall degree dff.

4.3 | Complexity estimation of solving MQ
problem

In this subsection, we explain how to estimate the complexity
of solving a system of quadratic equations g1 = ⋯ = gm = 0
using the Gröbner basis approach or Wiedemann XL
approach. As stated in Section 3, we need to estimate dmax and
dfull. This task is done using the degree of regularity or the first
fall degree. We will divide the system g1, …, gm into two cases:
(i) a semi‐regular quadratic system and (ii) a quadratic system
associated with a public key P of a multivariate scheme.

Let dreg and dff be the degree of regularity and the first fall
degree for g1, …, gm, respectively. Moreover, let dðn;mÞreg be the
degree of regularity for a semi‐regular system of m quadratic
equations in n variables, which is efficiently computed by the
power series H(t) in Equation (1).

(i) Semi‐regular case

As stated above, the degree of any element in the reduced
Gröbner basis of the ideal I = 〈g1, …, gm〉 is ≤dðn;mÞreg . From
this, it is considered that the Gröbner basis is obtained by the
reduction process of the Macaulay matrix Md with some
d ≤ dðn;mÞreg . We define the homogeneous Macaulay matrix fMd
by concatenating the row vectors vu~gi as in Section 3.1, where
1 ≤ i ≤ n and u runs in the set of terms of degree d − deg gi.
From the definition of the degree of regularity [19], it is seen
that if the system is semi‐regular, then the rank of fMd be-
comes full when d ¼ dðn;mÞreg . From such observations, both
dmax and dfull are estimated by dðn;mÞreg in MPKC research. Thus,
the complexity of solving a semi‐regular system of m quadratic
equations g1 = ⋯ = gm = 0 in n variables using Gröbner basis
or Wiedemann XL approaches is estimated by

nþ dðn;mÞreg

dðn;mÞreg

0

@

1

A

ω

or 3
nþ dðn;mÞreg

dðn;mÞreg

0

@

1

A

2

n
2

� �

;

respectively. For instance, these estimations are used in Refs.
[8, 12].

Note that a random instance of the MQ problem, which is
a problem of solving a system of randomly chosen quadratic
equations, is experimentally known to behave as a semi‐regular
system. Thus, its complexity is usually estimated to be the same
as that of a semi‐regular system.
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(ii) Multivariate scheme case

We explain how to estimate the complexity of solving a
system of quadratic equations PðxÞ − w¼ 0 using the Gröb-
ner basis approach or Wiedemann XL approach. Here,
P ¼ p1;…; pmð Þ is a public key for a multivariate scheme and
w¼ w1;…;wmð Þ ∈ Fmq is a ciphertext or message to be
signed. Solving the system using such approaches is known as
direct attack in MPKC. Put the system

g1 ≔ p1 − w1;…; gm ≔ pm − wm:

We assume that n ≤ m; otherwise, we fix n − m variables
in the system. Since the fixed system has m equations in m
variables, it has a solution with a high probability. Therefore,
we can always assume n ≤ m.

First, we experimentally investigate whether the system g1,
…, gm is semi‐regular or not. However, since it is not feasible
for P with a larger (i.e. practical) parameter, we need to
conduct some experiments for small parameters. If the systems
g1, …, gm for P with small parameters behave as a semi‐regular
system of the same size, then we consider that the systems g1,
…, gm for P with large parameters are also semi‐regular. Then
its complexity is given as in the case (i).

Next, we consider that systems g1, …, gm for P with small
parameters do not behave as semi‐regular systems. For this
case, we often have dreg > dðn;mÞreg . However, it is known that a
non‐semi‐regular system that appears in case (ii) can be solved
faster than a semi‐regular system with the same size. Thus, we
cannot use dreg to estimate the complexity of solving a non‐
semi‐regular system. Instead, we try to use the first fall de-
gree dff. This estimation method was initially applied to the
security analysis of the HFE scheme [7]. In the HFE scheme,
by constructing a non‐trivial syzygy of g1, …, gm, Ding et al.
[22] give an upper bound of the first fall degree dff and esti-
mate dmax by using the upper bound of dff. They also exper-
imentally confirmed that the upper bound of dff approximates
dmax for small parameters. As a result, dmax for a large
parameter of the HFE scheme is estimated by the upper bound
of dff. However, for schemes other than the HFE scheme and
its variants, it is necessary to theoretically and experimentally
analyse case‐by‐case whether dff can approximate dmax.
Moreover, there is little research on whether dff correctly es-
timates dfull, and thus further research is required.

4.4 | Hybrid approach and its complexity

In Sections 3.1 and 3.2, we described two approaches for
solving a given quadratic equations g1 = ⋯ = gm = 0. As an
improvement, a hybrid approach [53] with the brute‐force
search is often used, namely after fixing some variables in x
(i.e. substituting elements of Fq into some variables), we solve
the obtained equations by an approach discussed in Sec-
tions 3.1 or 3.2. Here, we assume that n ≤ m as in Section 4.3.

Let 0 ≤ k ≤ n be the number of fixed variables. We consider
the case in which g1 = ⋯ = gm = 0 is a semi‐regular quadratic

system. Then, the new system given by fixing k variables is also
considered to be semi‐regular. Therefore, the degree of regu-
larity dðn−k;mÞ

reg is given by the smallest integer d for which the

coefficient of td in the power series 1−t2ð Þ
m

ð1−tÞn−k is non‐positive.
As stated in (i) of Section 4.3, we have the following

complexity of the hybrid approach using the Gröbner basis
approach:

min
0≤k≤n

qk ⋅
n − kþ dðn−k;mÞ

reg

dðn−k;mÞ
reg

0

@

1

A

ω

:

Moreover, we have the following complexity of the hybrid
approach using the Wiedemann XL approach:

min
0≤k≤n

qk ⋅ 3
n − kþ dðn−k;mÞ

reg

dðn−k;mÞ
reg

0

@

1

A

2

n − k
2

� �

:

Remark 6 The complexity of the direct attack against the
Rainbow scheme [11] in Section 2.2 is considered as follows.
First, since n > m, we fix n − m variables in x and obtain a
system of m quadratic equations in m variables. Through ex-
periments, it is known that such systems behave as semi‐
regular. In Ref. [12], the complexity of the direct attack
against the Rainbow scheme is estimated using the hybrid
version of the Wiedemann XL approach as follows:

min
0≤k≤m

qk ⋅ 3
m − kþ dðm−k;mÞ

reg

dðm−k;mÞ
reg

0

@

1

A

2

m − k
2

� �

:

5 | BI‐GRADED POLYNOMIAL
SYSTEMS AND RBS ATTACK

In this section, we consider to solve bi‐graded polynomial
systems. Such systems were mainly studied by Nakamura [36],
Nakamura et al. [34] and Smith‐Tone et al. [35] via the analysis
of the RBS attack [28] against the Rainbow scheme [11].

In Section 5.1, following the work of Nakamura [36], we
describe the bi‐degree of regularity, which is a generalisation of
the degree of regularity dreg. In Section 5.2, following the idea of
Smith‐Tone et al. [35], we explain a complexity estimation of bi‐
graded instances of the MQ problem. Based on these, in Sec-
tion 5.3, we explain a new analysis of the RBS attack given by the
studies of Nakamura et al. [34] and Smith‐Tone et al. [35].

5.1 | Regularity for bi‐graded polynomial
systems

In this subsection, we recall the definition of the bi‐graded
polynomials and describe a generalisation of the degree of
regularity for them, following the work of Nakamura [36].

Let ⪯ be a relation on N2 defined by
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ða; bÞ ⪯ ðc; dÞ⇔
def

a ≤ c; b ≤ d:

We recall the definition of bi‐graded polynomials. We
consider two variable sets x¼ x1;…; xn1ð Þ and y¼ y1;ð
…; yn2Þ. Put the polynomial ring

Fq½x; y�≔ Fq x1;…; xn1; y1;…; yn2½ �:

For polynomials g1;…; gm ∈ Fq½x; y�, we denote their ho-
mogeneous parts of the highest degree by ~g1;…;~gm. Set the
ideals

~I ¼ ~I
ðmÞ ≔ 〈~g1;…;~gm〉 and ~I

ðiÞ
¼ 〈~g1;…;~gi〉;

where i = 1, …, m − 1. For d¼ d1; d2ð Þ ∈ N2, we define the
following:

Fq½x; y�d ≔ ⊕
i1þ⋯þin1¼d1
j1þ⋯þjn2¼d2

Fq ⋅ xi11 ⋯xin1n1 ⋅ yj11 ⋯yjn2n2 ;

~I
ðiÞ
d ≔ ~I

ðiÞ ∩ Fq½x; y�d:

If ~gi is in Fq½x; y�d and gi ∈ ⊕d0⪯dFq½x; y�d0 , then gi is called
a bi‐graded polynomial and we define bi‐deg gi ≔ d.

Assume that each gi is bi‐graded and di ¼ di1; di2ð Þ≔
bi ‐ deg gi ∈ N2. Then, for D ∈ N2, the polynomial system g1,
…, gm is said to be regular up to D [36] if it satisfies that for
any 1 ≤ i ≤ m − 1 and any d ⪯ D the following map is
injective

Fq½x; y�d−di=
~I
ðiÞ
d−di ∋ h↦ h ⋅ ~giþ1 ∈ Fq½x; y�d=~I

ðiÞ
d :

5.1.1 | Bi‐degree of regularity

For bi‐graded quadratic polynomials g1;…; gm ∈ Fq½x; y�, we
define the following sets:

D0 ≔ d ∈ N2 j Fq½x; y�d ¼ ~Id
� �

;

D≔ d ∈D0 j d : minimum in D0 w:r:t ⪯f g:

We call an element of D a bi‐degree of regularity for
g1, …, gm. Note that there is a case where the cardinality
of D is ≥2, that is, a bi‐degree of regularity is not unique
in general.

Let g1;…; gm ∈ Fq½x; y� be a bi‐graded system. Then the
bi‐graded system g1, …, gm is said to be bi‐graded semi‐regular
if it is regular up to d for any d ≺ D ∈D. Then the following
lemma holds:

Lemma 3 ([36]). Let g1;…; gm ∈ Fq½x; y� be a bi‐graded semi‐
regular system. For any d ≺ D ∈D, the dimension
dim Fq½x; y�d=~Id is equal to the d degree coefficient of the
following two‐variable power series

H t1; t2ð Þ≔
∏m

i¼1 1 − tdi11 t
di2
2

� �

1 − t1ð Þ
n1 1 − t2ð Þ

n2 : ð2Þ

As a result, for a bi‐graded semi‐regular system, any bi‐
degree of regularity (i.e. D) can be easily computed from bi‐
degrees of the coefficients in the two‐variable power series
Equation (2).

5.2 | Complexity estimation

In this subsection, using the idea of Smith‐Tone et al. [35], we
estimate the complexity of solving bi‐graded instances of the
MQ problem. This task is done using the bi‐degrees of regu-
larity in Section 5.1.

Let g1;…; gm ∈ Fq½x; y� be a quadratic bi‐graded poly-
nomial system. We consider how to solve such a quadratic bi‐
graded system using the Wiedemann XL approach. This is
done as in Section 3.2, namely by solving the linear system
associated with the bi‐graded Macaulay matrix. Here, the bi‐
graded Macaulay matrix Md of bi‐degree d ∈ N2 with
respect to g1, …, gm is defined as follows: For any bi‐graded
polynomial gðx; yÞ ∈ Fq½x; y� of bi‐degree ⪯d, we denote by
vg the row vector of coefficients of g(x, y). Then the matrixMd
is defined by concatenating the row vectors vugi, where
1 ≤ i≤m and u runs in the set of terms with bi‐degree ⪯d − di.
The number of terms of degree ⪯d is given as follows:

Lemma 4 ([35]). The number of terms of degree ⪯d is equal to
the coefficient Md ∈ Z of bi‐degree d of the following two‐
variable power series:

1
1 − t1ð Þ

n1þ1 1 − t2ð Þ
n2þ1:

Moreover, the number of terms of degree d is equal to the
coefficient ~Md ∈ Z of bi‐degree d of the following two‐variable
power series:

1
1 − t1ð Þ

n1 1 − t2ð Þ
n2 :

Thus, from Lemma 4, the size of the bi‐graded Macaulay
matrixMd is considered to be approximately Md.

We explain the complexity estimation for solving a quadratic
bi‐graded semi‐regular system. Then the rank of the homoge-
neous bi‐graded Macaulay matrix fMd becomes full when d is a
bi‐degree of regularity D ∈D from Lemma 3. From such an
observation, we can consider that a solution to the bi‐graded
semi‐regular system can be found by solving a linear system
with respect to MD. Assume that g1, …, gm consist of m1

polynomials with bi‐degree (2, 0), m2 polynomials with bi‐
degree (1, 1), and m3 polynomials with bi‐degree (0, 2). Set
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N1 ≔
n1 þ 1

2

� �

þ n1 þ 1; m1 > 0ð Þ;

0; ðotherwiseÞ;

8
><

>:

N2 ≔ n1 þ 1ð Þ n2 þ 1ð Þ; m2 > 0ð Þ;

0; ðotherwiseÞ;

�

N3 ≔
n2 þ 1

2

� �

þ n2 þ 1; m3 > 0ð Þ;

0; ðotherwiseÞ:

8
><

>:

Then, the complexity of solving the system
g1 = ⋯ = gm = 0 is estimated by

min
D∈D

3 ⋅M2
D ⋅ max N1;N2;N3f g

� �
:

Note that since a bi‐degree of regularity D is not unique
for g1,…,gm in general, we need to take the minimum in the
complexity estimation.

Remark 7 The idea of the estimation described in this sub-
section was given by Smith‐Tone et al. [35]. In fact, they gave a
complexity estimation of the bi‐graded systems that appears in
the RBS attack based on this idea. However, the complexity
estimation we explained herein has not been sufficiently
investigated for general bi‐graded systems. It is noteworthy
that a few studies regarding general bilinear systems (namely,
bi‐degree (1, 1)) have been reported in Ref. [54, 55]. Faugére
et al. studied bilinear systems for under‐determined cases in
Ref. [55] using the F5 algorithm [16]. Meanwhile, Baena et al.
studied them for over‐determined cases in Ref. [54]. Baena
et al. considered the behaviour of bilinear polynomials
g1;…; gm ∈ Fq½x; y� when only the terms in y are multiplied
into g1, …, gm, and then they defined the y‐semi‐regularity and
y‐degree of regularity. The exact complexity between our study
and those of the abovementioned studies should be compared
in the future.

5.3 | RBS attack and its new analysis

In this subsection, we describe the RBS attack [28] against the
Rainbow scheme [11]. As stated above, the complexity esti-
mation of solving bi‐graded polynomial systems is developed
via the analysis of the RBS attack. First, we explain the RBS
attack. Then, based on Section 5.2, we explain a new
complexity estimation of the RBS attack following Smith‐Tone
et al. [35].

5.3.1 | RBS attack

Let (v, o1, o2) be the Rainbow parameter set described in
Section 2.2, and let n = v + o1 + o2 and m = o1 + o2. For a
Rainbow public key P ¼ p1;…; pmð Þ, the RBS attack recovers
its secret key ðF ; T ;SÞ as follows: According to the definition

of the easy‐to‐invert map F ¼ f1;…; fmð Þ : Fnq → Fmq , each
symmetric matrix corresponding to fi has the following form:

Fi ¼

∗v�v ∗v�o1 0v�o2
∗o1�v 0o1�o1 0o1�o2
0o2�v 0o2�o1 0o2�o2

0

@

1

A 1 ≤ i ≤ o1ð Þ;

∗v�v ∗v�o1 ∗v�o2
∗o1�v ∗o1�o1 ∗o1�o2
∗o2�v ∗o2�o1 0o2�o2

0

@

1

A o1 þ 1 ≤ i ≤mð Þ:

8
>>>>>>><

>>>>>>>:

Similarly, the matrices corresponding to S and T can be
written as follows:

S ¼
Iv 0v�o1 0v�o2
∗o1�v Io1 0o1�o2
∗o2�v ∗o2�o1 Io2

0

@

1

A;

T ¼ Io1 0o1�o2
∗o2�o1 Io2

� �

:

ð3Þ

Remark 8 It is known that the security of Rainbow does not
decrease, even if S and T are taken in the form in Equa-
tion (3). Therefore, S and T are set to be in the form in
Equation (3), which reduces the secret key size.

The symmetric matrices P1, …, Pm corresponding to the
public polynomials p1, …, pm are given as

P1;…; Pmð Þ ¼ SF1tS;…; SFmtSð Þ ⋅ T : ð4Þ

According to the form in Equation (3), there exists an n‐
by‐1 vector

s¼ λ1;…; λvþo1; 0;…; 0; 1ð Þ

such that

s ⋅ S ¼ ð0;…; 0; 1Þ:

Then, for i = 1, …, m, we have

s ⋅ SFitS⋅ts¼ ð0;…; 0; 1Þ ⋅ Fi⋅tð0;…; 0; 1Þ ¼ 0:

Since each Pk is a linear combination of

SF1tS;…; SFmtS;

we obtain the equations in λ1;…; λvþo1:

s ⋅ Pk ⋅ ts¼ 0; k¼ 1;…;m: ð5Þ

By the form in Equation (3), there exists an m‐by‐1 vector

t¼ 1; 0…; 0; λvþo1þ1;…; λvþo1þo2ð Þ
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such that

T ⋅tt¼ tð1; 0;…; 0Þ:

Then, by multiplying Equation (4) by tt, we obtain

P1 þ
Xo2

i¼1

λvþo1þiPo1þi¼ SF1
tS:

Moreover, multiplying this equation by s, we have

s ⋅ P1 þ
Xo2

i¼1
λvþo1þis ⋅ Po1þi¼ s ⋅ SF1tS ¼ ð0;…; 0Þ:

Consequently, for k = 1, …, n − 1, we obtain the following
equations in λ1, …, λn:

s ⋅ P1 ⋅ tek þ
Xo2

i¼1
λvþo1þis ⋅ Po1þi ⋅

tek ¼ 0; ð6Þ

where ek is the n‐by‐1 vector 0;…; 0; 1k; 0;…; 0
� �

. Here, we
remove the case k = n because Equation (6) for k = n follows
Equation (5).

Clearly, Equation (5) is a bi‐graded system with bi‐degree
(2, 0) and Equation (6) is a bi‐graded system with bi‐degree
(1, 1) with respect to λ1;…; λvþo1f g, λvþo1þ1;…; λnf g. Sys-
tem Equations (5) and (6) consist of n + m − 1 quadratic bi‐
graded equations in n variables. By solving the quadratic sys-
tem, an attacker can recover a part of the secret key S and T,
namely s and t, respectively. The RBS attack can recover S and
T by repeating a similar process (see Ref. [28] for details).
Because the complexity of the RBS attack is dominated by that
of solving the bi‐graded quadratic system, it is sufficient to
treat only the system. We refer to the quadratic system con-
sisting of Equations (5) and (6) as the RBS dominant system.

5.3.2 | Complexity estimation

We first recall the complexity analysis of the RBS attack in the
second round submission [56] of the NIST PQC stand-
ardisation project regarding the Rainbow scheme. As seen
above, the RBS dominant system consists of n variables and
n + m − 1 quadratic equations. In Ref. [56], the complexity of
solving the RBS dominant system was estimated using the
hybrid version of the Wiedemann XL approach in Section 4.4
as follows:

min
0≤k≤n

qk ⋅ 3
nþ dðn−k;nþm−1Þ

reg

dðn−k;nþm−1Þ
reg

0

@

1

A

2

n − k
2

� �
8
<

:

9
=

;
:

Namely, in Ref. [56] the complexity of the RBS dominant
system was estimated without using the bi‐graded structure
and based on the assumption that the RBS dominant system is

semi‐regular. However, it is known in Ref. [33] in 2012 that the
RBS dominant system does not behave as a semi‐regular sys-
tem in some experiments.

In 2020, Nakamura et al. [34] and Smith‐Tone et al. [35]
independently analysed the RBS dominant system by focussing
on the bi‐graded structure. The following estimation is given
by Smith‐Tone et al. [35]. The RBS dominant system consists
of m polynomials with bi‐degree (2, 0) and n − 1 polynomials
with bi‐degree (1, 1). Then the complexity of solving the RBS
dominant system can be estimated by

min
D∈D

3 ⋅M2
D ⋅ max mþ 1

2

� �

þmþ 1; ðmþ 1Þn
� �� �

:

Here D is computed using

∏m
i¼1 1 − t21
� �

∏n−1
i¼1 1 − t1t2ð Þ

1 − t1ð Þ
vþo1 1 − t2ð Þ

o2

as in Lemma 3, and MD is given by Lemma 4 as n1 = v + o1
and n2 = o2.

Remark 9 The two‐variable power series Equation (2) was
introduced by Nakamura et al. [34] and Smith‐Tone et al. [35]
independently. Nakamura et al. [34] introduced Equation (2) as
an analogy of the power series of Equation (1) in Lemma 1 and
confirmed that dmax of the RBS dominant system can be
approximated using the power series in Equation (2). Subse-
quently, Nakamura [36] arranged the theoretical background of
the power series in Equation (2) by extending the studies of
Diem [37] and Bardet et al. [19], for example, by using the idea of
bi‐graded semi‐regularity and so on. On the other hand, Smith‐
Tone et al. [35] introduced the power series in Equation (2) based
on two assumptions regarding maximal rank conjectures. It will
be necessary to study the relationship between bi‐graded semi‐
regularity and the two assumptions for further analysis. The
complexity estimation of the bi‐graded semi‐regular system in
this section follows the idea of Smith‐Tone et al. [35]. Since the
study of the bi‐graded systems and their complexities have just
begun, further research will be needed.

6 | RECTANGULAR MINRANK ATTACK

In this section, we explain the rectangular MinRank attack [29]
against the Rainbow scheme proposed by Beullens. This attack
is carried out by deforming the MinRank problem associated
with the Rainbow scheme to another MinRank problem and by
solving it using the support minor modelling method proposed
by Bardet et al. [26].

In Section 6.1, we briefly explain the support minor
modelling method [26] that solves the MinRank problem. In
Section 6.2, we prepare some notations to explain the rect-
angular MinRank attack in terms of matrix representations. In
Section 6.3, we describe the rectangular MinRank attack using
matrix representation. In Section 6.4, we explain the
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complexity estimation of the rectangular MinRank attack in
Ref. [29].

6.1 | Support minor modelling method

In this subsection, we briefly explain the support minor
modelling method [26] to solve the MinRank problem, which
is an improvement of the minor modelling method [27].

Recall the MinRank problem: Given s matrices
M1;…;Ms ∈ Ft�uq and an integer r > 0, find a non‐trivial Fq‐
linear combination M ¼

Ps
i¼1aiMi with Rank(M) ≤ r.

Let M ∈ Ft�uq be a correct solution for the MinRank
problem and w1, …, wr be a set of row vectors of M such that
the following r‐by‐u matrix W has the same rank as M:

W ≔
w1
⋮
wr

0

@

1

A¼

w11 w12 … w1u
⋮ ⋮ ⋱ ⋮
wr1 wr2 … wru

0

@

1

A ∈ Fr�u:

Then, any row vector mi = (mi1, …, miu) of M is a linear
combination of w1, …, wr, and the following (r + 1)‐by‐u
matrix W(i) is of rank ≤r:

W ðiÞ ≔

mi
w1
⋮
wr

0

B
B
@

1

C
C
A:

Thus, each minor of order (r + 1) of W(i) is zero. The
support minor modelling method constructs quadratic equa-
tions from this fact.

Let Δ = (δ1, …, δr+1) be a subset of the index of column
{1, …, u} with cardinality r + 1, where δ1 < … < δr+1. For any
1 ≤ i ≤ t, the minor cΔ,i of W(i) corresponding to Δ is written
as follows:

cΔ;i ≔ det

mi;δ1 mi;δ2 … mi;δrþ1

w1;δ1 w1;δ2 … w1;δrþ1

⋮ ⋮ ⋱ ⋮
wr;δ1 wr;δ2 … wr;δrþ1

0

B
B
B
@

1

C
C
C
A

¼
Xrþ1

j¼1
ð−1Þjþ1mi;δj ⋅ det

w1;δ1 w1;δ2 …̌
j

w1;δrþ1

⋮ ⋮ ⋱ ⋮
wr;δ1 wr;δ2 … wr;δrþ1

0

B
B
@

1

C
C
A:

Here, ˇ
j
shows that the j‐th column vector is removed.

For Δ0 ⊂ {1, …, u} with cardinality r, we denote by bΔ0 the
minor ofW corresponding to Δ0. For instance, the determinant
of the matrix in the second line in the definition of cΔ,i is
written as bΔn δjf g. Thus, we have the equality:

cΔ;i ¼
Xrþ1

j¼1

ð−1Þjþ1mi;δj ⋅ bΔn δjf g:

Here, the (i, δj)‐component mi;δj of M is a linear combination
of a1, …, as since M ¼

Ps
i¼1aiMi. As a result, putting two sets

of variables a = {a1, …, as} and b¼ bΔ0f gΔ0, we have that cΔ,i
is a quadratic bi‐graded homogeneous polynomial in Fq½a; b�
with bi‐degree (1, 1).

The support minor modelling method finds a low‐rank
matrix M by solving the system of bi‐graded homogeneous
equations in variables a, b:

cΔ;iða; bÞ ¼ 0 ðΔ ⊂ f1;…; ug; 1 ≤ i ≤ tÞ:

This system consists of t u
r þ 1

� �

equations in sþ u
r

� �

variables.
Next, we recall the complexity estimation for solving such a

bi‐graded system inRef. [26].We assume that the systemhas only
one non‐trivial solution up to a scalar multiple. Let J be the
homogeneous ideal in Fq½a; b� generated by the system cΔ,i(a, b).
For d ∈ N, we define Jðd;1Þ ≔ Fq½a;b�ðd;1Þ ∩ J as in Section 5.1.
By an easy computation, we have

dimFqFq½a; b�ðd;1Þ ¼
u
r

� �
sþ d − 1

d

� �

:

Let dmin be the smallest integer d such that

dimFqFq½a; b�ðd;1Þ=Jðd;1Þ ¼ 1:

When dmin < min{r + 2, q}, Bardet et al. [26] estimate the
dimension of dimFqFq½a; b�ðd;1Þ=Jðd;1Þ for d ≤ dmin by con-
structing syzygies of the system as follows:

dim Fq½a; b�ðd;1Þ=Jðd;1Þ

¼
u
r

� �
sþ d − 1

d

� �

−
Pd

i¼1 ð−1Þiþ1
u

r þ i

� �
t þ i − 1

i

� �
sþ d − i − 1

d − i

� �

;

when the right‐hand side is ≥2. Otherwise, the coefficient is 1.
Then, by identifying each term in J dmin;1ð Þ as a new variable, we
obtain a linear system with one‐dimensional solution space. By
applying the Wiedemann XL approach to the linear system, we
can solve the bi‐graded system cΔ,i = 0. Therefore, the
complexity of the support minor modelling method [26] is
given by

3sðr þ 1Þ u
r

� �
sþ dmin − 1

dmin

� �� �2

:

6.2 | Matrix deformation

As stated in Section 2.4, the security of the Rainbow scheme is
reduced to an instance of the MinRank problem. The basic
idea behind the rectangular MinRank attack [29] is to reveal
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another instance of the MinRank problem lurking in the
Rainbow scheme, which is different from the instance stated in
Section 2.4. Beullens [29] explained this idea using the poly-
nomial maps P and its polar forms. However, this idea can be
explained in terms of the symmetric matrices of P. For this
purpose, we prepare some notations and a lemma in this
subsection.

Let (Q1, …, Qm) be a set of n‐by‐n matrices over Fq, and
qðjÞi denotes the j‐th column vector of Qi, namely,

Qi ¼ qð1Þi qð2Þi … qðnÞi

� �
∈ Fn�nq :

Then, we define the new set ~Q1;…; ~Qn

� �
of n‐by‐m

matrices as follows:

~Q1 ≔ qð1Þ1 qð1Þ2 … qð1Þm
� �

;

~Q2 ≔ qð2Þ1 qð2Þ2 … qð2Þm
� �

;

⋮
~Qn ≔ qðnÞ1 qðnÞ2 … qðnÞm

� �
:

We call ~Q1;…; ~Qn

� �
the matrix deformation of

(Q1, …, Qm). Then the following lemma can be easily proven:

Lemma 5 Let S be an n‐by‐n matrix and T be an m‐by‐m
matrix. Then the matrix deformation of
SQ1

tS;…; SQm
tSð Þ ⋅ T is given by

S ~Q1T ;…; S ~QnT
� �

⋅tS:

The rectangular MinRank attack can be explained based on
this lemma.

6.3 | Rectangular MinRank attack

Let (P1, …, Pm) be the set of n‐by‐n symmetric matrices of the
public key of the Rainbow scheme in Section 2.2. Then, by
Lemma 5, we obtain

~P1;…; ~Pn
� �

¼ S~F1T ;…; S~FnT
� �

⋅tS:

Here, ~Fi has the following form:

~Fi ¼

∗v�o1 ∗v�o2
∗o1�o1 ∗o1�o2
0o2�o1 ∗o2�o2

0

@

1

A ð1 ≤ i ≤ vÞ;

∗v�o1 ∗v�o2
0o1�o1 ∗o1�o2
0o2�o1 ∗o2�o2

0

@

1

A vþ 1 ≤ i ≤ vþ o1ð Þ;

0v�v ∗v�o2
0o1�v ∗o1�o2
0o2�v 0o2�o2

0

@

1

A vþ o1 þ 1 ≤ i ≤ nð Þ:

8
>>>>>>>>>>>>>><

>>>>>>>>>>>>>>:

Since ~Fvþo1þ1;…; ~Fn are of rank ≤o2, we have another
instance of the MinRank problem. Beullens [29] proposed a
key recovery attack based on this MinRank problem against the
Rainbow scheme. This is called the rectangular MinRank
attack.

More precisely, this attack is slightly modified in Ref. [29] as
follows. With a high probability, there exists an n‐by‐1 vector

a¼ a1;…; avþo1þ1; 0;…; 0ð Þ ∈ Fnq

such that a ⋅ S ¼
�

0;…; 0
zfflfflffl}|fflfflffl{
vþo1

; ∗;…; ∗
zfflfflffl}|fflfflffl{

o2 �

: Then, we show that

Xvþo1þ1

i¼1
ai~Pi ¼ ~P1;…; ~Pn

� �
⋅ta¼ S~F1T ;…; S~FnT

� �
⋅tða ⋅ SÞ

is a linear combination of S~Fvþo1þ1T ;…; S~FnT . Thus, since
this matrix is of rank ≤o2, the vector a gives a solution to the

MinRank problem for ~P1;…; ~Pvþo1þ1
� �

with the target rank

o2. Moreover, for i = 1, …, m, we have

p1ðaÞ ¼⋯¼ pmðaÞ ¼ 0;

where P ¼ p1;…; pmð Þ is a public key of the Rainbow scheme.
As a result, the vector a is a common solution of the

following problems:

ðiÞ p1ðaÞ ¼⋯¼ pmðaÞ ¼ 0 for public key P ¼ p1;…; pmð Þ;

ðiiÞ MinRank problem for ~P1;…; ~Pvþo1þ1
� �

with rank r ¼ o2:

The rectangular MinRank attack finds a common solution
a of the above problems (i) and (ii).

6.4 | Complexity estimation

In this subsection, we explain the complexity estimation of the
rectangular MinRank attack, namely finding a solution a to
problems (i) and (ii). We assume that a solution a is unique up
to a scalar multiple. Let J be the homogeneous ideal in Fq½a; b�
generated by the support minor modelling method for Min-
Rank problem (ii). The dimension of Fq½a;b�ðd;1Þ=Jðd;1Þ for
d ≤ dmin is given in Section 6.1 when dmin < min{o2 + 2, q}.
Let J0 be the homogeneous ideal in Fq½a; b� generated by J and
p1(a), …, pm(a). Beullens computes the dimension of
Fq½a; b�ðd;1Þ=J

0
ðd;1Þ under a generic assumption [29]. In the

following, we explicitly describe the generic assumption. Let
HJ(t) be the partial Hilbert series of J with respect to (*, 1),
namely

HJðtÞ≔
X

d

dim Fq½a; b�ðd;1Þ=Jðd;1Þ
� �

⋅ td:

Similarly, we define HJ0(t) for J0. From Section 6.1, the
coefficient of td in HJ(t) is
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dim Fq½a; b�ðd;1Þ=Jðd;1Þ

¼
m
o2

� �
vþ o1 þ d

d

� �

−
Pd

i¼1 ð−1Þiþ1
m

o2 þ i

� �
nþ i − 1

i

� �
vþ o1 þ d − i

d − i

� �

;

ð7Þ

when the right‐hand side is ≥2. Otherwise, the coefficient is 1.
Let d0min be the smallest integer d such that the coefficient

of degree d of HJ0(t) is 1. Under the following generic
assumption, we can compute HJ0(t) and d

0
min from HJ(t).

Lemma 6 For 1 ≤ i ≤m, let J(i) be the ideal generated by J and
p1(a), …, pi(a). Assume that for any 1 ≤ i ≤ m − 1 and any
d < d0min , the following map is injective:

Fq½a;b�ðd−2;1Þ=J
ðiÞ
ðd−2;1Þ ∋ h↦ h ⋅ piþ1ðaÞ ∈ Fq½a; b�ðd;1Þ=J

ðiÞ
ðd;1Þ:

Then, we have
HJ 0 ðtÞ ¼ 1 − t2

� �m ⋅HJðtÞ
� �þ

; ð8Þ

where [ ⋅ ]+ means
P

icit
i

� �þ ≔
P

i<i0cit
i þ
P

i≥i0t
i and

i0 ≔ min{i | ci ≤ 1}.

Thus, if the assumption of Lemma 6 is satisfied, then d0min
is computed from the explicit Equation (8) of HJ0(t) in
Lemma 6. This lemma follows from similar discussions of the
proofs for Lemmas 1 and 3 (see Refs. [19, 36]).

Then, by identifying each term in J 0 d0min ;1ð Þ
as a new vari-

able, we obtain a linear system with one‐dimensional solution
space. By applying the Wiedemann XL approach to the linear
system, we can find a common solution to problems (i) and (ii).
Therefore, the complexity of the support minor modelling
method is given by

3 o2 þ 1ð Þ nþ o1 þ 1ð Þ
m
o2

� �
vþ o1 þ d

0
min

d0min

 ! !2

: ð9Þ

Remark 10 Beullens [29] mentioned that when the character-
istic of Fq is 2, the above estimation of dim Fq½a; b�ðd;1Þ=Jðd;1Þ
does not hold because of some syzygies of the system. To
avoid this situation, Beullens [29] removes the first rows in
matrices ~P1;…; ~Pvþo1þ1 in MinRank problem (ii) and experi-
mentally confirms that the estimation holds. Then, the
complexity estimation in this case is given by changing n to
n − 1 in Equations (7) and (9).

7 | CONCLUSION

In this paper, we surveyed some recent progress in the security
analysis of MPKC, which is a leading candidate for PQC. The

Rainbow scheme is one of the most influential multivariate
schemes owing to its selection as a finalist in the third round of
the NIST PQC standardisation project, and thus some recent
progress in MPKC has been made via the security analysis of
the Rainbow scheme.

Considering this situation, we mainly provided a survey on
the following topics: the state‐of‐the‐art approaches for solv-
ing a polynomial system used in MPKC and two recently
improved attacks on the Rainbow scheme, namely the RBS
attack using the bi‐graded polynomial system in the studies of
Nakamura et al. and Smith‐Tone et al. and the rectangular
MinRank attack proposed by Beullens.

In particular, we defined the semi‐regularity of the bi‐
graded systems based on the work of Nakamura and
explained the complexity estimation for solving a bi‐graded
system based on the idea of Smith‐Tone et al. Moreover,
we provided another description for the rectangular MinRank
attack, which was originally proposed by Beullens, based on a
matrix representation. By explicitly describing the generic
assumption for the bi‐graded system appearing in the rect-
angular MinRank attack, we reconfirmed the complexity
estimation of solving the bi‐graded system of the attack.

We believe this survey will be useful for future de-
velopments in MPKC research.
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