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Abstract: We propose a visual cryptography method based on error diffusion for generating share images of the
same size as a given secret image. Two share images printed on separate transparencies are stacked to decrypt
a secret image, where opaque and transparent pixels correspond to black (0) and white (1), respectively. An
opaque pixel on the stacked image can be given by three combinations of pixel values in two share images: ‘00’,
‘01’ and ‘10’. This arbitrariness in opaque pixels in a secret image is effectively used in the proposed method.
Experimental results show that the proposed method conceals a secret image in share images acceptably, and the
quality of the reconstructed secret image given by stacking transparencies onto which the share images by the
proposed method are printed is better than that of the conventional methods in terms of visual comparison and
quantitative evaluation with the peak signal-to-noise ratio (PSNR).
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1. Introduction

Visual cryptography is a visual secret sharing scheme pi-
oneered by Naor and Shamir [1], where a secret image is
concealed in a number of share images printed on separate
transparencies, and then the transparencies are stacked to
decrypt the secret image. There are a large number of pub-
lications on related work of visual cryptography. Siva Ku-
mar et al. [2] surveyed the techniques for visual cryptog-
raphy from 2011 to 2015. Mursi et al. [3] overviewed the
basic visual cryptography schemes as well as the new tech-
niques and some applications. Revenkar et al. [4] evaluated
the performance of various visual cryptography schemes on
some criteria. Solanki and Verma [5] addressed some is-
sues on existing visual cryptographic techniques. Recently,
Koga [6] has surveyed recent progress in visual cryptogra-
phy by the (t, n)-threshold visual secret sharing scheme [7].

The traditional visual cryptography methods replace a
pixel in a secret image with blocks in the corresponding
share images, that causes a pixel expansion problem, i.e.,
the share images are larger than the secret image. Rao
et al. [8] summarized a number of visual cryptography
schemes without pixel expansion. For example, Askari et
al. [9] proposed the balanced block replacement (BBR)
method for improving the image quality compared with the
simple block replacement (SBR) method which divides a
halftone secret image into blocks, and then each block is
encrypted into the corresponding block of the same size in
share images. Menon K and Kuriakose [10] also proposed
a modified SBR method which is computationally more ef-
ficient than BBR method.

In this paper, we propose an error diffusion-based method
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for visual cryptography without pixel expansion. Experi-
mental results show that the proposed method can conceal
a secret image in two share images successfully, and the
visual quality of the reconstructed secret images is better
than that of BBR and MSBR methods, which is also quan-
titatively evaluated by an image quality measure, the peal
signal-to-noise ratio (PSNR) [11].

2. Proposed Visual Cryptography Method
Let f = [ fi j] be a grayscale image where fi j ∈ [0, 1] denotes
the pixel value at the position (i, j) in Ω = {1, 2, . . . ,m} ×
{1, 2, . . . , n}, where × denotes the Cartesian product of two
sets, and m and n denote the numbers of rows and columns
in f , respectively. Then we first normalize the pixel values
in f as follows:

f̃i j = α
fi j −min{ fi j}

max{ fi j} −min{ fi j}
, (1)

where α is a parameter such that 0 < α < 1, and then ob-
tain the normalized image f̃ = [ f̃i j] whose pixel values are
normalized as f̃i j ∈ [0, α]. We use f̃ as the secret image
which will be hidden in two binary share images S 1 = [s1i j]
and S 2 = [s2i j], where the pixel values s1i j and s2i j take 0
or 1 corresponding to black (opaque) or white (transparent),
respectively.

Then the pixel value of the reconstructed secret image
from S 1 and S 2 is given by s1s2, where we omit the sub-
scripts i and j in s1i j and s2i j for the sake of simplicity. All
combinations of s1 and s2 are shown with the corresponding
values of s1s2 in Table 1.

If s1s2 = 1, then s1 = s2 = 1 is the unique choice among
the combinations, which means that the white pixels in a
secret image are also white at the corresponding pixels in
the share images. On the other hand, if s1s2 = 0, then there
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Table 1: Pixel values of share images (s1 and s2) and their
stacked one (s1 s2).

Image Values

s1 0 1 0 1
s2 0 0 1 1

s1 s2 0 0 0 1

Table 2: Error diffusion coefficients by Floyd-Steinberg.

- # w0,1 = 7/16
w1,−1 = 3/16 w1,0 = 5/16 w1,1 = 1/16

are three choices: (i) s1 = s2 = 0, (ii) s1 = 1, s2 = 0 and
(iii) s1 = 0, s2 = 1.

Therefore, for black pixels in the reconstructed secret im-
age, there can be three variations for determining the corre-
sponding pixel values in the share images. We utilize such
a variety of binary patterns of s1 and s2 on the condition
s1s2 = 0 for obtaining acceptable share images.

First, we transform the normalized grayscale image f̃
into the binary halftone image by error diffusion. In this
paper, we use the coefficients by Floyd-Steinberg [12] as
shown in Table 2, where ‘-’ denotes a processed pixel in
the raster scan order, and ‘#’ denotes the current pixel from
which the error will be diffused to the following unpro-
cessed pixels according to the values of the coefficients in
this table.

Let ei j be the quantization error at the pixel (i, j) in f̃ , and
let it be initialized as ei j = 0 for (i, j) ∈ Ω. At each pixel, f̃i j

is quantized as follows:

bi j =

0, if f̃i j + ei j < θ,

1, otherwise,
(2)

where bi j denotes the pixel value of halftoning of f̃ , and
θ is a threshold value given by θ = 0.5. Then the error
subsequent to the current pixel is updated as follows:

ei+k, j+l ← ei+k, j+l + wkl

(
f̃i j + ei j − bi j

)
, (3)

where k and l are indices given by (k, l) ∈
{(0, 1), (1,−1), (1, 0), (1, 1)} for indexing the neighboring
pixels, and wkl denotes the error diffusion coefficients in
Table 2.

Next, we explain how to make the share images. For the
share images S 1 and S 2, we prepare two grayscale images
all of whose pixels have the same value γ, i.e., C1 = [c1i j]
and C2 = [c2i j] where c1i j = c2i j = γ with 0 < γ < 1. Then
we compute S 1 and S 2 by error diffusion such that S 1 and
S 2 become the binary halftone images of C1 and C2, respec-
tively. Let ε1i j and ε2i j be the quantization error at the pixel
(i, j) in C1 and C2, respectively, and let they be initialized as
ε1i j = ε2i j = 0. If bi j = 1, then the corresponding pixel of
the reconstructed secret image is white or s1i js2i j = 1, from
which the pixel values of share images are uniquely deter-
mined as s1i j = s2i j = 1. The quantization error is given by

(a) Original image (Airplane) (b) Halftone image (α = 0.5)

Figure 1: Secret image.

the following vector notation:

δi j =

[
c1i j + ε1i j

c2i j + ε2i j

]
−
[
1
1

]
. (4)

On the other hand, if bi j = 0, then the corresponding pixel
of the reconstructed secret image is black or s1i js2i j = 0.
In this case, we choose one among three cases (i), (ii) and
(iii) described above by minimizing the quantization error
as follows:[

s1i j

s2i j

]
= bt∗ for t∗ = arg min

t∈{0,1,2}

∥∥∥∥∥∥
[
c1i j + ε1i j

c2i j + ε2i j

]
− bt

∥∥∥∥∥∥
1
,

(5)

where ∥ · ∥1 denotes l1 or the Manhattan norm, and

b0 =

[
0
0

]
, b1 =

[
1
0

]
, b2 =

[
0
1

]
. (6)

The quantization error caused by (5) is given by

δi j =

[
c1i j + ε1i j

c2i j + ε2i j

]
− bt∗ . (7)

The quantization error δi j in (4) or (7) is diffused to the
subsequent pixels as follows:[

ε1,i+k, j+l

ε2,i+k, j+l

]
←
[
ε1,i+k, j+l

ε2,i+k, j+l

]
+ wklδi j. (8)

The error diffusion process described above is executed
for all pixels in the raster scan order. This procedure is sum-
marized in Algorithm 1.

3. Experimental Results
In this section, we show the results of the proposed visual
cryptography on the SIDBA standard image database [13]
(this dataset can be downloaded from http://www.ess.
ic.kanagawa-it.ac.jp/app_images_j.html). For ex-
ample, Fig. 1(a) shows a grayscale image in the SIDBA
database, the size of which is 256 × 256 pixels. In our ex-
periments, these grayscale images in the SIDBA database
are used as secret images concealed in their share images
of the same size. Figure 1(b) shows the halftone image of
the normalized version of Fig. 1(a) with α = 0.5 in (1), and
is identical to the reconstructed secret image given by the
proposed method.

IIAE Journal, Vol.11, No.3, 2023
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(a) Share 1 (MSBR [10]) (b) Share 2 (MSBR [10]) (c) Reconstructed secret (MSBR [10])

(d) Share 1 (BBR [9]) (e) Share 2 (BBR [9]) (f) Reconstructed secret (BBR [9])

(g) Share 1 (Proposed) (h) Share 2 (Proposed) (i) Reconstructed secret (Proposed)

Figure 2: Share and reconstructed secret images by MSBR [10] (top), BBR [9] (middle) and the proposed
(bottom) methods.

We compared the proposed method with the balanced
block replacement (BBR) method by Askari et al. [9] and
the modified simple block replacement (MSBR) by Menon
K and Kuriakose [10]. Figure 2 shows the share images
and the reconstructed secret images by the compared meth-
ods. The top row in Fig. 2 shows two share images ((a)
and (b)) and the reconstructed secret image (c) by MSBR
method [10], and the middle and bottom rows similarly
show the results by BBR [9] and the proposed methods, re-
spectively. The three methods successfully conceal the se-
cret image in their share images as shown in the left and
middle columns in Fig. 2. The reconstructed secret im-
age by MSBR method in Fig. 2(c) reveals the image of

an airplane; however, the grayish tone on the face of the
mountain becomes blackish. The BBR method improves
the quality of the reconstructed secret image as shown in
Fig. 2(f), where the grayish regions are recovered better
than Fig. 2(c). Figure 2(i) shows the reconstructed secret
image by the proposed method with γ = 0.5, which achieves
visually better quality than both MSBR and BBR methods.

Next, we show the results of quantitative evaluation of
the reconstructed secret images. The original secret im-
ages to be concealed are grayscale or continuous-tone im-
ages. On the other hand, their reconstructed images are
binary halftone ones. To compare binary halftone images
with grayscale images, we first transform the reconstructed

IIAE Journal, Vol.11, No.3, 2023



Image Size-Preserving Visual Cryptography 53

Figure 3: PSNR of inverse-halftoned images.

halftone images into the grayscale images by an inverse
halftoning technique as follows: First, we use the Gaus-
sian filter for smoothing the halftone images, and then, nor-
malize the maximal pixel value to 1 by dividing all pixel
values in the smoothed image by the largest pixel value
so as to recover the contrast. We also smooth the original
grayscale images by the Gaussian filter with the same stan-
dard deviation σ = 1.5 as the above filter for smoothing the
halftone images. Then we compute the peak signal-to-noise
ratio (PSNR) [11] between the smoothed images. Figure 3
shows PSNR for twelve images in the SIDBA database [13],
where the vertical axis denotes the PSNR value, and the hor-
izontal axis denotes the abbreviated names of the images.
The blue, green and red bars in Fig. 3 denote MSBR [10],
BBR [9] and the proposed methods, respectively. The pro-
posed method achieved the highest PSNR values among the
compared methods. The different values of σ such as 1, 2, 3
also gave the similar results to Fig. 3.

Figure 4 shows an example of the smoothed images used
for computing the PSNR values, where Fig. 4(a) shows the
result of the Gaussian filtering for the original grayscale im-
age in Fig. 1(a) with σ = 1.5, Figs. 4(b)-(d) show the results
of inverse halftoning applied to Figs. 2(c), (f) and (i), re-
spectively. Figure 4(d) by the proposed method is visually
more similar to Fig. 4(a) than Figs. 4(b) and (c) by the com-
pared methods.

4. Conclusion

In this paper, we proposed a visual cryptography method
based on error diffusion. The proposed method can avoid
the pixel expansion problem which occurs in conven-
tional visual cryptography schemes by replacing pixels with
blocks. We compared the proposed method with two pixel
expansion-free methods experimentally, and demonstrated
the effectiveness of the proposed method visually and quan-
titatively.

For future work we would like to develop a method for
setting parameters adaptively to a given secret image. We
are also planning to develop an improved method for gen-
erating meaningful share images by using error diffusion.

(a) Original (b) MSBR [10]

(c) BBR [9] (d) Proposed

Figure 4: Inverse halftoning for quantitative evaluation.
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