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Abstract must communicate with the central manager in every au-
thentication. With respect to authentication systems with-
This paper focuses on anonymous authentication systenmit such communications, some protocols to realize the
in multi-service environment, in which service providers both kinds of anonymity are known, such as group signa-
communicate with the central manager in every authentiture schemes (Chaum & van Heyst 1991), anonymous cre-
cation. Such systems have a merit that the central managéential schemes (Camenisch & Lysyanskaya 2002), and
can easily update the database of user information by condynamic ID based anonymous authenticated key exchange
parison to the existing anonymous authentication systemschemes (Liao & Wang 2009). However, such protocols
without communications between service providers andhave a drawback that it is difficult for the central manager
the central manager. The purpose of this paper is to realize deal with frequent queries to update the database of user
a practical authentication protocol for such systems whictinformation. Hence we focus on authentication systems
satisfies four requirements for security and privacy protecwith communications between service providers and the
tion, that is,correctnessimpersonation resistance against central manager. The requirements for an authentication
passive insideranonymity against central manageand  system considered in this paper are the following.
anonymity against service providersThe existing pro- . L
tocol consists of a multi-database PIR scheme, in which ® COrrectnessif a user sends an authentication request
there are copies of the same database and none of these With the valid password, every service provider ac-
copies are allowed to communicate with each other. This  CEPts the request.
paper proposes an authentication protocol which consists
O e satebase IR scherme pioposed B Kistle-  cven fan adversary is a senice provider, th adver-
requirements in the random oracle model. This proto- sary cahnotimpersonate a legitimate user.

col is more practical since using a single database implies o Anonymity against service providet is difficult for
the above-mentioned assumptions for multi-database PIR any service pro\/iders to obtain any information about

e Impersonation resistance against passive insitier

schemes are not required any more. a user ID.
e Anonymity against central managetis difficult for
1 Introduction any central manager to obtain any information about
auser ID.

With the increase of the number of services, users are There are few schemes which satisfy the previous re-
forced to manage more pairs of a user ID (pseudonymyirements, as far as we know. Nakametaal. (Naka-
and a password. Hence much attention is recently paighyra et al. 2009) proposed an anonymous authentication
to authentication systems in multi-service environmentprotocol which satisfies all the requirements previously
which enable each user to have only a pair in order tqjescribed. This protocol is based private information
use multiple services with a central manager. For exretrieval (PIR) schemes (Chor et al. 1998)(Kushilevitz &
ample, single-sign-on systems such as Microsoft's .NETostroysky 1997). PIR schemes contribute for protecting
Passport, Shibboleth, and OpenID, have been popular. Iprivacy of a client who makes a query to a database server.
this paper, we focus on issues about user privacy such thgjsing'a PIR scheme, the client can reconstruct an element
activity or preference of a user can be revealed by (1) sefrom the answer which the database server has generated
vice providers or (2) a central manager. If a user submitgyith the query, without the index of the element being re-
his/her ID to multiple service providers and the centralyegled to the database server. The authentication proto-
manager, information about what, when, and how oftento| consists of a multi-database PIR scheme (Chor et al.
a user accesses can be collected. In order to solve su@iygg). This scheme requires the assumption that there are
issues, an authentication protocol with anonymity againsgopies of the same database and none of these copies are
(1) service providers and (2) a central manager is essentigjlowed to communicate with each other. However, the
Authentication systems in multi-service enV'ronmentassumption is not practical.
can be classified according to which service providers |n this paper, we propose an authentication proto-
col with a single-database PIR scheme, which does not
require copies of the same database. The protocol is
calledSingle-database PIR based Anonymous Authentica-
Copyright ©2011, Australian Computer Society, Inc. This paper ap- tion Protocol(SPAAP for short). The first single-database
ggellrled gt thhe ith Aulstraljisian Infgg;]iltion Sefcurity Co_nfeF\l;ence (/—r\]ISCd *In this paper, a “passive and insider adversary” means that an adversary who
Pract)ié:e ﬁ]ﬁn}or#]itl}?);lalre;nnuoellgéy (CR.PI%C,) r{/glr. effg,sciglin?:ﬁgngqs restricted to eavesdropping on messages that the service provider obtains.
Josef Pieprzyk, Ed. Reproduction for academic, not-for-profit purposes
permitted provided this text is included.




PIR scheme, which is based on the quadratic residuoswvherey is a predicate such thgta,b) = 1 if « = b, and
ity assumption, is proposed by Kushilevitz and Ostro-x(a,b) = 0 otherwise. The output of a probabilistic algo-
vsky (Kushilevitz & Ostrovsky 1997). The basic idea rithm 4 is determined by given inputs and random sources
of realizing the authentication protocol is that (1) a user(called coin tosses). Assuming that coin tosses are given
makes the query related his/her ID and encrypts the quergs local inputs, we can regard a probabilistic algorithm as
with the public-key of the central manager, (2) the centrala deterministic algorithm. Le#l, be a deterministic al-
manager decrypts the query and makes the answer relatgorithm corresponding to a probabilistic algorith4n We
to the information to verify the user, and (3) the serviceassume that coin tossesis a ¢-bit string. For random
provider reconstructs the information from the answer,\variablesX, Y distributed over a set andz,y € Z, let
where IDs correspond to indices of the database. If the ser-
vice provider can obtain the ID, it is impossible to realize H{r|Ap(z,r) =y}
anonymity against service providers. However, original PrlA(z) =y = ot ;
Kushilevitz and Ostrovsky’s single-database PIR scheme
requires an index to reconstruct the element from the an- Pr[A(X) = y] = Y~ Pr[X = 2] - Pr[A(z) = y], and
swer. Hence the single-database PIR scheme cannot be ap- zeZ
plied to our protocol. In this paper, we use the special ver-
sion of Kushilevitz and Ostrovsky’s single-database PIR, PrlA(X) =Y] = Z Pr[X = z] - Pr[Y =y
in which an element of the database can be reconstructed z,y€Z
without the index. Furthermore, we prove that SPAAP sat- Pr[A(z) = y].
isfies all the requirements under the quadratic residuosity
assumption and the random oracle assumption (Bellare 82 o .
Rogaway 1993). .2 Indistinguishability

SPAAP is more practical than the existing proto- pefinition 1 For any m € N, two sequences of ran-
col (Nakamura et al. 2009) since using a single databas iablesY — (X1 x @) (m) dy —
implies the assumptions for multi-database PIR scheme 0”3 var|2a € - ( ’ 1 ) anar =
are not required any more. Therefore, this paper contY ", Y2 ,... Y(™) whose elements are distributed
tributes development of anonymous authentication sysever{0,1}?°%¥(*) are (computationally)ndistinguishable
tems in which service providers need to communicate withf for any & € N, any probabilistic polynomial-time algo-
the central manager from the view point of reducing therithm B,
impractical assumption.

The organization of this paper is shown as follows. In E v(1) y(2) (m)y _
section 2, we provide some necessary definitions. In sec- [Pr{B(1%, X, X, ..., X)) = 1] )
tion 3, we introduce the definitions of the four require- B Pr[B(lk,Y(l),Y(Q), N .,Y(m)) —1]| < .

ments of anonymous authentication protocols. In section p(k)
4, we show the definition of the special version of single-
database PIR and the detail of SPAAP. In section 5, W@eﬁnition 2 A sequence of random variables which

prove that SPAAP satisfies all the requirements. are distributed over0, 1}P°¥(%) s constructibleif there

exists a probabilistic polynomial-time algorith& such

2 Preliminaries that for anyk € N, the sequence of random variables
S(1%) and X are identically distributed.

2.1 Notations

. Lemmal For any & € N, any m € poly(k),
Let Z denote the set of |ntegers aftddenote the set of any constructible sequences of random variahs=

natural numbers. For a finite séf, let | X| denote the (XD, X . XtM)andy = (YD, Y@, ... ym)

number of elements whiciX' contains. Forz € Z, let ) e poly(k) i AR )

||| denote the binary length of. Fork € N, let[k] =  distributed over{0, 1}*°¥t®, if for any i € [m], X*
1,2,....k}. Fora,b € Z, leta|b mean thab is divisible ~ andY (") are indistinguishable, the andY" are indis-

by a. Letx o y be the concatenation of bit stringsandy. tinguishable.

We denote any polynomial of € N by p(n), and some

polynomial bypoly (n). proof: This can be proven easily by the standard hybrid
An interactive Turing machindTM) (Goldreich 2001) ~ argument (Goldreich 2001).
is a Turing machine which has a pair @dmmunication o

tapesin addition to a common input tape, a local input

tape, an output tape, and a work tapgoiit computation 2.3  Quadratic Residuosity Assumption

of two ITMs is a sequence of pairs of the local configu-

rations. The output of a joint computation is the outputFora € 7, let [[a]] = {2 € Z|z = amod n} ([[a]]
of one of the ITMs. The output of a Turing machipe  is called theresidue classnodulon containinga). For
on an inputr is denoted byA(x). We denote by(A4,B) n €N, let

a joint computation of Turing machine$ and B, and by

(A(y), B(2))(z) its output on a common input, a lo- Zy, ={z|l <z <n,gcd(n,z) = 1}.

cal inputy for 4, and a local input for B. We some- ] . ) ] ] ]

times omit the brackets if the input is empty. In the restThe quadratic residuosity predicate/, is defined as fol-
of this paper, we sometimes call a Turing machit@n  lows:

“algorithm” A and a joint computatiof.A, B) a “proto- )

col” (A, B). The idea of a joint computation of two ITMs ,,, (y) = 0 if 3w € Z;, such thatw? = y mod n
can be extended straightforwardly to that of three ITMs by """ Y =91 otherwise ’
two pairs of communication tapes.

For random variableX, Y distributed over a sef, let For a positive oda, let (£) denote the Jacobi symbol

of z mod n. Let "
PriX =Y]= ) Pr[X =a] PrlY =y x(z,y),

syez Zi' ={z ezl (5) = +1}.



Let QR = {z € ZH W, (z) = 0}, QNR = {z €
ZH Wy (z) = 1}.

Informally, the Quadratic Reduosity Assumption is the
assumption that there is no probabilistic polynomial-time
algorithm for computing the predical®,,(z). We show

the definition of the assumption as follows.

Definition 3 (Quadratic Reduosity Assumption) For
ke N, letl; = {n|n = «- B, « andg are distinct primes,
o] = ||5]] = k}. Foranyk € N, any probabilistic
polynomial-time algorithni,

1 n 1

2 p(k)’

whereN is a random variable uniformly distributed over
I, and X is a random variable uniformly distributed over

+1
Z

Pr[B(N, X) = Wy (X)] <

3 Requirements of Anonymous Authentication Pro-
tocol

In this section, we introduce the authentication model
which we assume in this paper and the definitions of the
four requirements of anonymous authentication protocols. e

3.1 Authentication Model

In this paper, we assume an authentication model which
consists of the following three types of entities.

e User. Let m be the number of the users. Each user e
is assigned the uniqueentifieri € [m] and has a
passwordr; € {0, 1} for a natural numbef. (Note
that/ is a polynomial of a security parameter)

e Service provider. A service provider verifies
whether the entity who has sent an authentication re-
quest is truly the legitimate user.

e Central manager. A central managestores the se-
quencer = (x1,xa, ..., T,,) Of the passwords of the
users. We assume that each password is a random
string.

Throughout this paper, we assume that

e each user can communicate only with service
providers,

e each service provider can communicate with users
and the central manager, and

e the central manager can communicate only with ser-
vice providers.

Fig.1 is the authentication model that describes which
pairs of entities can communicate each other.

We define an authentication protocol as a joint com-
putation(P,V, M). P,V, and M mean the behaviors of
a user, a service provider, and a central manager, respec-e
tively. P takes a pair of an identifier and acandidate
passwordz € {0,1}¢ as inputs, andV takesz as an in-
p;]t. After running the authentication protocdl,outputs
1/0.

3.2 Requirements

We show the four requirements which an anonymous au-
thentication protoco{P, V, M) should satisfy as follows.

O

—Lc

Figure 1: The authentication model describes which pairs
of entities can communicate each othdv.: @ user,S: a
service provider(': a central manager)

Correctnessfor anyk,£,m € N, anyi € [m], any
= {xt ‘ (S [le'L € {07 1}2},

L
p(k)

Impersonation resistance against passive insidier
anyk,¢,m € Nanyi € [m], and any probabilistic
polynomial-time algorithni3,

Pr[(P(1%,4,2;), V1), M(1%,z)) = 1] > 1—

1
p(k)’
where X is a random variable uniformly distributed
over ({0,1}¥)™ and T} is a random variable which
means a transcript of’s local tape and read tapes

after running(P (i, z), V, M(x)) wherex is a sample
from X.

Pr[(B(1%,Ty), V(1%), M(1*, X)) = 1] <

Anonymity against central manager for any
k,¢,m € N, anyi,j € [m], anyz, 2 € {0,1}*,
and any probabilistic polynomial-time algorithi)

1
p(k)’
where X is a random variable uniformly distributed

over ({0,1}¥)™ and Ty is a random variable which
means a transcript of1’s local tape and read tapes
after running(P(i, z), V, M(x)) wherez is a sam-
ple from X. Similarly, T35 means a transcript after
running(P(j, '), V, M(x)).

Anonymity against service provider for any
k,¢,m € N, anyi,j € [m], anyz, 2 € {0,1}*,
and any probabilistic polynomial-time algorithf)

1
p(k)’
where X is a random variable uniformly distributed
over ({0,1}¥)™ and T, is a random variable which
means a transcript of’s local tape and read tapes
after running(P (i, z), V, M(z)) wherex is a sam-

ple from X. Similarly, 75 means a transcript after
running(P(j, z'), V, M(z)).

| Pr[B(1%,Ty) = 1] — Pr[B(1*,T3) = 1]| <

| Pr[B(1%,Ty) = 1] — Pr[B(1*,T5) = 1]| <



4 Our Approach: SPAAP Lemma?2 If (Q, A, R) is the previous described PIR
scheme, the following proposition holds: for akhym <

In this section, we show the anonymous authenti-N, anyi,j € [m], and any probabilistic polynomial-time
cation protocol which satisfies all the requirements,algorithmp,

called SPAAP. We construct SPAAP with a special ver-

sion of Kushilevitz and Ostrovsky’s single-database PIR kE 21k ; k Lok
schemes (Kushilevitz & Ostrovsky 1997), in which an el- Pr[B(1", Q°(1%,4), A(1%, X, (17, 1)))

ement of the database can be reconstructed without thePr[B(1*, Q*(1%, j), A(1*, X', Q' (1%, j)))

index.

4.1 Kushilevitz and Ostrovsky’'s PIR scheme

=1
=1 =0,

where X, X’ are random variables uniformly and inde-
pendently distributed ove0, 1}™.

For the ease of explanation, we assume that an elemeptoof: Let I; = {(«, )|, B are distinct primeg|«| =

of a database is a bit, that is, a database is denoted
x=x10mx90---0xy, € {0,1}™. We note that it is easy
to modify this simpler scheme to treat a databasé loit
strings (for example, repeating this simpler scheme/for
times).
e Query algorithmQ(-,-): Q is a probabilistic algo-
rithm which received* and an index € [m] (k is
a security parameter) as inputs. Fir§l,randomly
chooses distinct primesand3 whose length ig: /2.
Next, @ uniformly and randomly chooses num-
bersy,...,ym € Z}t! such thaty; is an element of
QNRif j =i, y; is an element of)R,’! other-
wise, wheren = « - 8. Finally, Q outputsy, ..., Ym
as a query an, 8) as a secret.

e Answer algorithmA(-,-,-): A is a deterministic al-
gorithm which receives”, a database < {0,1}™,
and a query, ..., ym € Z'! as inputs.A computes

2
Yi

w; =
! {yv

Then, A outputs as an answer

m
i=1

e Reconstruct algorithrfk (-, -, -): R is a deterministic
algorithm which receives®, a secreta, ), and an-
swerz € Z'! as inputs.R outputsl if W, (z) = 1,
and output$) otherwise.

The PIR scheme satisfies the following properties under

the quadratic residuosity assumption.

e correctnessfor anyk,m € N, anyx = {z; | i €
[m], z; € {0,1}}, and anyi € [m)],

Pr[R(1%, Q%(1%,1), A(z, Q' (1%,1)))

;)
1

>17p(k).

@)

e privacy. foranyk,m € N, anyi,j € [m], and any
probabilistic polynomial-time algorithri3,

| Pr[B(1%, Q1 (1%,4)) = 1]
- PY[B(lkv Ql(lk’j))

B3| = k}. Q2(1*%,i) andQ%(1*, j) are (information the-

oretical) indistinguishable because both of them are ran-
dom variables uniformly distributed ovéf.

Letn = a8, eachU = UjoUyo---0Upy
andU’ = Uj o Ul o---0o U/ be arandom variable
uniformly distributed over{1,2}™. For1l < 4 <

m — 1, let eachY; andY; be a random variable uni-
formly distributed overQR;1. Let eachV and V' be
a random variable uniformly distributed ovéyN R;}.
In the PIR schemeA(1*, X, Q'(1%,4))) corresponds to
YU vl oy Un o Similarly, A(1F, X7, Q1(1F, 5)))

Uy / U,
corresponds td; * .- V'Ui... Y,

Since multiplication is commutative,

PrB(1F, vy vV yUn ) =)

S OY Y Y ew-a

ue{1,2}™ yeQNRE! b=1 y,cQR}?
m—1

Pr(V =] [] PrlYe = vl -
c=1

Pr[8(1k7y711’1 e vui e y’g":”_l) = 1]

m—1
E E E E Pr[U" =] -
we{l,2}™ o cQNRY b=1 o/ cQR!
m—1

Pr(v’ = o] - [] Prl¥! = ul]-
c=1

’

Pr[B(1F, i 0/ -y ) = 1]
Pr{B1%, Y, vy ) = 1),
HenceA(1%, X, Q(1%,i)) and A(1%, X', Q' (1*, 5)) are

(information theoretical) indistinguishable in the PIR
scheme. By Lemma 1,

Pr(B(1%, Q2(1*,4), A(1%, X, Q' (1%, 4)))

= 1}
7PT[B(1]€’ QQ(lkvj)7A(1k7Xla Ql(lkvj))) =1

] =0.

O

4.2 SPAAP

We use a public-key encryption scheme and a random or-
acle as a hash function in order to construct SPAAP.
We show the definition of a public-key encryption

We prove the following lemma with respect to the PIR Scheme (Goldreich 2001) as follows

scheme. This lemma also holds in the modified scheme f
adatabase = {x;|i € [m], z; € {0,1}*} of ¢-bit strings.

In the rest of paper, a PIR scheme means the modifie

scheme.

%Befinition 4 A semantically secure public-key encryption

ﬁcheme is a tripldG, £, D) of probabilistic polynomial-
Ime algorithms satisfying the following conditions.



e Oninputl”, algorithmg outputs a pair of bit strings.  proof: The main idea of this proof is that an adversary
] _ who has no pre-knowledge can simulate the transaction
» For any pair of(e, d) in the range ofj(1*), and any  which is given to the service provider.
v €{0,1}", We prove that by contradiction. It is clearly (in-
formation theoretic) hard for any adversary to imper-
Pr[D(d,E(e,y)) =] = 1. (3)  sonate a legitimate user, if the adversary can obtain no
pre-knowledge about. That is, for any probabilistic

e Foranyk € Nanyz,y € {0,1}pOIY(k), and any polynomial-time aIgorithr‘rB,

probabilistic polynomial-time algorithn, 1 1
Pr(B(1%), (1), M(1*, X)) = 1] = 5 < oy O
[PH{B(G (14),£(G" (1%).2)) = 1] 2(k)
Lk Lok 1 where X is a random variable uniformly distributed over
=~ PrBE (1M, £@ (1)) =1l < 55 @ (0,1,

The random variabl@) is {£(G'(1%), Q'(i)), Q%(4),

In this paper, we assume that we can regard any hash A(H(z1,¢), ..., H(zm, €)), Q'(4)), H(z, )},
function as a random oracle (that is, the random oraclavhere zy,...z, are samples from {0,1}",
model) (Bellare & Rogaway 1993). This assumption isand ¢ is a sample from {0,1}". Let 7Ty be
called therandom oracle assumptiornn the random ora- 11k 110G 2N 17+
cle model, all entities can interact with a random oréd¢le {£(g'(1%),119°0), Q3(i), c, ‘A(ylv"'ym7Q€(7J))au}y
that is a single function which is uniformly chosen from Where yi,...y,, are samples from{0,1}", and ¢
all possible functions. We note that if the random oracleand u are samples from{0,1}*. By Inequality
H receives the same input{ answers the same output. (4), £(G'(1%), Q*(i)) and &(G'(1%), 1|Q1(i)\) are
We assume that the random oracle outputbit strings  indistinguishable. = By the basic property of a ran-
on inputs¢ bit strings, wher¢ andm are polynomials of  gom oracle, A(H(z1,0), ..., H(zm, c), Q(i)) and
a security parametér. The following lemma holds. Ay, ..., ym, Q1(i)) are indistinguishable. By

) are S

Lemma3 Foranyk € N, anyz,y € {0,1}PoV(#F) (g = LemmalT; andT7] are indistinguishable. _

)0 and probabilistic polynomial-time algorithi, We assume that SPAAP does not have impersonation
resistance against passive insider, that is, there exists some

olynomialg and some probabilistic polynomial-time al-
|Pr{BOY, M) = 1] = PrBON H(y) = 11 =0, o hthat " g
SPAAP (P,V, M), which satisfies the all require- . . . 1
ments; correctness, impersonation resistance against pas-Pr[(D(1%,71), V(1%), M(17, X)) = 1] > Ak (6)
sive insider, anonymity against central manager, and q(k)

anonymity against service provider, is shown as follows,
where (9, A, R) is the Kushilevitz and Ostrovsky's PIR
scheme which described in the previous section.

We derive contradiction by constructing a probabilistic

polynomial-time algorithn®’ which takesl* as an input
and uses the algorith@® as a subroutineD’ proceeds as

1. M computege, d) + G(1*) and publishes. follows.
_ 1. D' computege, d) + G(1¥) and randomly chooses
2. Z;%(.)mputes(q,s) + Q(1*,i) and send$& (e, q), s) ey, &,d) (1%)
2. D' computes t = {£(G1(1F), 111y,

3. Vsend<t (e, q) to M.

0.0 Q2(i), ¢, Aly, Q'(4)), u}.
4. M obtainsg by decrypting€(e,q). M randomly A
chooses: € {0,1} and for anyj € [m] computes 3. D' outputsD(1", t2).

vl H(zj,c). Leta' = (27,23,...,25,). M By Inequality (6), it holds that
computes: + A(1¥, 2/, q) and sendsgc, a) to V.

. 1
Pr[<D/(1k)7V(1k)’ M(lkvX» = 1] 2 —,
5. V computest’, « R(1*,s,a) = H(x;, ¢) and sends q(k)
ctoP. becausd’; and7] are indistinguishable. This contradicts
6. P computes:’ < H(z,c) wherez is a candidate to Inequality (5). O
password, and sendsto V. Theorem 3 SPAAP has anonymity against central man-
7. Voutputsl if 2/ = z/, and outputs) otherwise. ager under the quadratic residuosity assumption and the

random oracle assumption.
proof: We prove that by contradiction. The random vari-
able Ty is {G?(1%),£(G1(1%), Q'(i))} and random vari-

Theorem 1 SPAAP has correctness under the quadraticable7s is {G*(1%), £(G*(1%), Q' (5))}. We assume that

residuosity assumption and the random oracle assumpoPAAP does not have anonymity against central manager,
tion. that is, there exists some polynomiabnd some proba-

bilistic polynomial-time algorithnD such that

5 Security Analysis

proof: In Step 2,q is always decrypted by Equality (3).
In Step 5, the probability that, = #(x;,c) is higher
thanl — 1/p(k) by Inequality (1). Hence it = z;, the
probability thatz’ = z] is higher tharl — 1/p(k). O

, 1
[P, T) = 1) = PrDOM ) = 1) = s ()
q

We derive contradiction by constructing a probabilis-
Theorem 2 SPAAP has impersonation resistance againsttic polynomial-time algorithm®’ which takes1* andy
passive insider under the quadratic residuosity assumpas inputs and uses the algorittfhas a subroutine D’
tion and the random oracle assumption. proceeds as follows.



1. D’ computege, d) + G(1%).
2. D' outputsD(d, & (e, y)).

By Inequality (7), it holds that
| Pr[D(1%, Qi(1%, 1)) = 1]

—Pr ko0 (1%, ) = 1] > '
PP, ©:(1%,3) = 1) 2 s

This contradicts to Inequality (2). O
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Theorem 4 SPAAP has anonymity against service Nakamura, T., Inenaga, S., Ikeda, D., Baba, K. & Yasuura,
provider under the quadratic residuosity assumption and H. (2009), Anonymous authentication systems based

the random oracle assumption.

proof: The random variable Ty is

{£(9'(1%), Q' (1)), Q2(i), ¢, A(H(x1, ¢), ... H(wm, 0)),

Q'(i)),H(z,¢)}, and the random variableTs is
{£(G1(1%), Q1 (4)), Q%(j), ¢, A(H(21, ), ooy H(Tim, €)),

on private information retrievain ‘The First Confer-
ence on ‘Networked Digital Technologies’(NDT2009)’,
pp. 53-58.

Q(j)), H(z',¢)} where z1,...z,, are samples from
{0,1}*, andc is a sample from{0,1}*. By Inequality
(4), £(GL(1%), Q1 (4)) andE(G (1%), Q' (4)) are indistin-
guishable. By Lemma 2 and the basic property of a ran-
dom oracle, Q2(i), A((H(x1,¢), ..., H(zm, c)), Q' (1))
and Q2(j), A(H(x1,¢), ..., H(xm, ), QL (4)) are in-
distinguishable. By Lemma 3i(z, ¢) and H(z',¢) are
(information theoretical) indistinguishable. Therefdrg,

andTj; are indistinguishable by Lemma 1.
O

6 Conclusions

In this paper, we proposed SPAAP, which consists of the
special version of the single-database PIR scheme pro-
posed by Kushilevitz and Ostrovsky, in which an ele-
ment of the database can be reconstructed without the in-
dex. We proved that SPAAP satisfies all the requirements;
correctness, impersonation resistance against passive in-
sider, anonymity against central manager, and anonymity
against service providers under the quadratic residuosity
assumption and the random oracle assumption. SPAAP is
more practical than the existing protocol (Nakamura et al.
2009) since using a single database implies the assump-
tions for multi-database PIR schemes are not required any
more.
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