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Abstract

As pervasive computing environments become popular,
ID devices, such as smart cards and RFID tags, introduce
multi-service environments, in which a user can receive
multiple services by one ID device. However, there exists
a problem that service providers can trace a user’s behav-
ior by linking the user’s access history, if only one ID is
assigned to the user.

In this paper, we propose an unlinkable ID management
scheme for multi-service environments. Our scheme pro-
vides unlinkability of users accesses against third-party
service providers, by preparing different user 1Ds for each
service, and by using cryptographic protocol to exchange
the ID between a user and a service provider, while linka-
bility is assured between the user and theinvolved provider.

1 Introduction

With pervasive computing environments becoming pop-
ular, ID devices, such as smart cards and RFID tags, are in-
troducing multi-service environments, in which a user can
receive multiple services by one ID device. However, there
exists a problem that service providers can trace a user’s be-
havior by linking the user’s access history, if only one ID is
assigned to the user.

The concept of unlinkability, that third parties can-
not link multiple accesses by the same user[3][4], and
some technology which realizes unlinkability has been
proposed[5]-[7]. However, these technologies have a prob-
lem that multi-service environments are not assumed or that
service providers cannot offer customized services for each
user.

In this paper, we propose an unlinkable ID manage-
ment scheme for multi-service environments. Our scheme
is based on PID system [1][2], which is proposed as a social

infrastructure system for electronic services. Our scheme
provides unlinkability of users’ accesses against third-party
service providers, by preparing different user IDs for each
service, and by using cryptographic protocol to exchange
the ID between a user and a service provider, while linka-
bility is assured between the user and the involved provider.

The remainder of this paper is organized as follows: Sec-
tion 2 explains unlinkability, and describes the related work.
Section 3 presents the proposed scheme. Section 4 evaluates
the proposed scheme. Section 5 concludes this paper with
summary.

2 Motivation

It is possible to make a device’s ID such that it does not
include personal information. However, there exists a prob-
lem that third parties such as third-party service providers
can trace a user’s behavior by linking the user’s access his-
tory, if anyone can read the ID of a device unrestrictedly.
Therefore, it is important to clarify the concept of unlinka-
bility, that third parties cannot read the ID of a device unre-
strictedly and cannot link the user’s access history.

2.1 Définition of Unlinkability

In [3], unlinkability is defined as a property which en-
sures that a user may make multiple uses of resources or ser-
vices without others being able to link those uses together.

In [4], unlinkability of two or more items is defined as
a property that, within the system, those items are no more
and no less related than they are related concerning the a-
priori knowledge.

In this paper, we define unlinkability as follows: let I7} 5
be the n-th information that a person X gets from user A’s
ID device, then we say that user A's information is unlink-
able against X, if X cannot recognize whether /7% 5 and
1?5 (m # n) are sent by the same user. It means that X can-
not distinguish I} ., I'?y and user B’s information I4 .
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If a person X and Y share user’s information and cannot
recognize whether I 5 and [%y are sent by the same user,
then we say that user A's information is unlinkable among
Xand.

2.2 Reated Work

In RFID systems, schemes which realize unlinkability
against third parties are Randomized Hash Lock scheme[5]
and one time ID scheme[6]. In these schemes, ID devices
send hashed or encrypted value of ID and random number.
The value which an ID device sends is not fixed, and only
the service provider who knows the secret information can
generate the ID from the values. Therefore, these schemes
realize unlinkability against third parties. However, these
schemes do not assume multi-service environments.

An information systems using smart card is anonymity
authentication system[7] using group signature. In these
systems, unlinkability is realized not only against third par-
ties but also against the involved service provider using the
nature of group signature that restricts even involved service
provider to identify users. However, the involved service
provider can verify who the regular users are, and the ad-
ministrator can link the user’s access history. Therefore, ser-
vice providers can deal with services that need accountabil-
ity. This system satisfies unlinkability against the involved
service provider. Therefore, this system enables high level
protection of user’s privacy. However, there exists a prob-
lem that the provider cannot offer customized service for
each user.

2.3 Unlinkability in Multi-service Environments

As itis addressed in previous section, there exists discus-
sion of unlinkability in single service environment. How-
ever, it was rare for the literature to discuss unlinkability in
multi-service environment.

As arecent problem in multi-service environments, there
is linkability among third-party service providers. A con-
ventional ID device has only one ID, and the ID is used by
multiple service providers. Therefore, service providers can
link a user’s history of each service. There exists a privacy
problem that third-party service providers can trace user’s
behavior if user’s access history is shared among third-party
service providers. In multi-service environments, it is im-
portant to realize unlinkability among third-party service
providers.

3 Proposed Scheme

31 System Mode

In this section, we describe the model of the ID manage-
ment scheme. This model is based on PID system[1][2].
In the model, there are three entities and an individual ID
called PID (Personal IDentifier)[2].

Three entities are User, Issuer, and Service provider, and
these are defined as follows.

e User : The one who receives services. Multiple users
can exist.

o |Issuer : The one who issues and manages PID. Only
a single issuer is assumed to exist. The issuer must be
trusted socially.

e Service provider : The one who deal with services to
users. Multiple service providers can exist.

PID is a long bit sequence which an issuer issues to a
user. A subsequence of PID is called subPID, and this sub-
PID is assigned to each service provider. The technique of
generating subPID from PID enables flexible ID issue. For
example, the length of subPIDs can be changed for every
service provider.

PID issued to user ¢ is P1D;. sid;; is a subsequence of
P1D; issued to service provider j. I.D; is the ID thatidenti-
fies the service provider j. f is a function which gives sid;;
from PID; and ID;. For example, f is given as lookup
table of /.D; and sid;;’s address of P1D;.

User ¢’s subPID is a unique value in the service provider
J. It means sid;; # sid;:; for arbitrary ¢ # ¢ and j.

Each subPID, which is issued to service providers are
distinct. It means sid;; # sid;;: for arbitrary ¢ and j # j'.

The process for a service provider providing services to
users is as follows.

Issuer \

2.Check /
identity

3.PID Issue

Figure 1. The process of PID issue

1. Request of

PID issue .
Service

STEP1: The issuer examines the user’s personal iden-
tity, and gives a PID to the user(See Figurel). The
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PID is stored in an ID device and the device is issued
to the user. The issuer stores the PID into a database.

STEP2: When a service provider wants to provide
service to users, the service provider applies to
the issuer for permission of using the PID system.
The issuer provides a list of subPIDs : SID; =
{sidq;, sidaj, - - -, sidy;} to the service provider
j(See Figure2). The service provider stores subPIDs
into a database. The issuer certifies a user’s identity
and subPID.

Issuer \

/

1.Request of
subPID issue
2.subPID
Issue
Service v/
Provider ™

subPID

[l

subPID

Figure 2. The process of services taking out
subPID

The channel of these steps is authentic and encrypted.
Thus, user and service provider can share the subPID, which
is a part of PID. A user and a service provider identify each
other by ID matching, which is a process to confirm that
both of them have the same subPID and is shown in the
following paragraph. After the ID matching, normal service
such as authentication, data access in ID device is provided.

If a user or a service provider abuses the system, the is-
suer investigates their responsibility.

The information that a user and a service provider have
are as follows(See Figure3):

e User: PID and f(PID;, ID;)

e Service provider: Service ID and a list of subPIDs
3.2 ID Matching Protocol

In this section, we explain |D matching protocol, which
a user and a service provider can identify and authenticate
each other without leaking user’s ID to third parties.

In conventional authentication protocols, an ID exchange
is done before an authentication. Therefore, they cannot
satisfy unlinkability against third parties. In our protocol,
mutual authentication is done without leaking ID to third
parties as follows(See Figure4).
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Provider2

Figure 3. The information that users and ser-
vice providers have

STEPL: The ID device sends an authentication re-
quest to the service provider.

STEP2: The service provider sends the provider’s
ID; and a random number 12, to the ID device.

STEP3: The ID device calculates sid;; =
f(PID;,ID;) from PID; and ID;.  Then,
the ID device sends H,, = H (R;||Ry||sid;;) '* and
a random number 2, to the service provider.

STEP4: The service provider computes
H(RSHRUHSZCZ”) for all Sidij in the SID]'.
If the service provider finds a match such that
H, = H(Rs||Ru||sid;;), the provider sends
H, = H(sid;;||Ru) to the ID device.

STEP5S: The ID device verifies whether H (sid;; || R.)

becomes H;.
User i’s Service
ID device Request Provider j
Authentication
ID], Rs
Ry, Hy = H(SZdleR“‘ |RS)
~.
o, = H(sidinRu) ‘/flnd sid;;

/
check Hs

OK

Figure 4. ID Matching protocol

' H (X') means hashed value of X .
2X||Y means combined valued of X and Y.
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Our protocol can satisfy unlinkability against third par-
ties, because the value ID device sends is hashed of user’s
ID and is not fixed. But the involved service provider can
link the user’s information using the searched sid;;, so the
involved service provider can offer a customized service for
each user.

In our protocol, not encryption function unit but hash
function unit is implemented in ID devices, so the cost of
devices can be reduced. But a service provider needs to
hash all users’ subPID (STEP4). The more the number of
user increases, the more the load of the service provider in-
creases. Therefore, it is not easy to apply this scheme in
very large-scale systems.

If a user sends Ey, = Exs,(R,||Rul|sidi;) * instead
of H, and R, in STEP3, a service provider can get sid;;
by decrypting %, in STEP4. The cost of decrypting %, is
constant even if the number of users increases. Therefore,
the problem of user increasing is solved by the public key
scheme. However, ID device needs public key encryption
unit, therefore it is necessary to consider the cost of device.
Moreover key management scheme should be also consid-
ered.

To solve these problems, we proposed K-ID matching
protocol, which is using hash function but the load of the
service provider can be reduced[8].

4 Discussion
4.1 Unlinkability of our scheme

Our scheme satisfies unlinkability against third parties,
because the value which ID device sends is hashed of user’s
ID and is not fixed. Therefore, our scheme prevents third
parties from tracing users’ behavior.

The involved service provider can know user’s ID by us-
ing the list of subPIDs, and then the involved provider can
link the user’s access history. However, third-party service
providers cannot link the user’s history among the third-
party service providers, because different subPIDs are is-
sued to each provider. Therefore our scheme satisfies un-
linkability among third-party service providers. A service
provider can offer customized services for each user, but
cannot link user’s information among third-party service
providers.

When a problem occurs, the issuer can investigate the
user’s responsibility by linking user’s history, since the is-
suer holds PID including whole subPIDs.

Thus, our scheme satisfies unlinkability which is suitable
for multi-service environments.

3B 5, (X') means encrypted valued of X by S;’s public key.

4.2 Attacksagainst ID Matching

This type of attack is that an attacker sends a value as
a hash value H, to a service provider and receives to ser-
vices by disguising someone. The more number of users N
increases, the more the possibility of matching a value to
the value, which is hashed of someone’s subPID increases.
It means the attacker’s possibility that attack success in-
creases.

In order to maintain the safety, our protocol should use
the length of a subPID increased by log, N [bit] than a key
of conventional authentication protocols.

4.3 Attacks against Unlinkability among third-
party service Providers

Our scheme has unlinkability among third-party service
providers as described in section 4.1. However, if multi-
ple service providers share a list of subPID, unlinkability
among third-party service providers may be broken through
the following attacks although there are restrictions for at-
tacking.

4.3.1 Sharing subPIDs

This type of attack is that multiple service providers offer
services using only one shared subPID list. In this case,
there exists a problem that the providers must provide single
service to a user.

4.3.2 Multiple subPID Matching

In this attack, firstly service providers perform ID match-
ing using one shared subPID list. After that, the service
providers perform ID matching using other shared subPID
list. If the interval of these ID matchings is short enough, it
can be said that the ID device does not move between them.
And then the service provider can recognize the information
which can be gotten by subPID lists of each providers are
send by the user. Therefore, the service providers can break
unlinkability among third-party service providers. How-
ever, the third-party service providers must be share the
subPIDs, which might be not only IDs but also the keys
of mutual authentication to realize the attack.

For the countermeasure of this attack, it could be thought
that the ID device rejects to response if multiple ID match-
ing is requested in short period.

5 Conclusion

In this paper, we proposed an unlinkable ID management
scheme for multi-service environments. Our scheme real-
izes unlinkability among third-party service providers, and
is suitable for multi-service environments.
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The next challenge is to discuss the method of reduc- [8] Yasunobu Nohara, Sozo Inoue, Kensuke Baba, Hiroto
ing the amount of calculation required for the server in ID Yasuura, “Unlinkable ID Matching Protocol for Large-
matching. scale RFID Systems”, Symposium on Cryptography

and Information Security 2005, in press. (in Japanese)
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