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Abstract

HAVAL is a hash function, which was proposed by Zheng et al.
HAVAL hasthe firg flexiable variable output lengths, namely 128,
160, 192, 224 or 256 hits, and consists of 3-pass, 4-pass and
5-pass. Differences of these types are the number of step,
permutations order and boolean functions. P R. Kasselman et al.
and Park et al. found collisions of 3-pass HAVAL. In order to find
a collision, they used two successive passes of 3-pass. To verify
the security of HAVAL, we try to find a collison in two
non-successive passes and 4-pass HAVAL. We can evaluate on the
security of HAVAL through results of our attack. That is, we can
know whether permutations order and boolean functions have an
influence on the security of HAVAL or not. For this evaluation,
we introduce the scheme of Park et al.

Keyword: Cryptography, Cryptographic hash function,
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1. Introduction

1.1 Motivation

A cryptographic hash function can be divided two by the
output length. One is a hash function with the fixed output
length as MD4, MD5, SHA-1 and so on [2] [5]. The other is
a hash function with a variable output length as HAVAL.
HAVAL was proposed by Zheng et a. as the dedicated
hash function of MD4 family [2]. HAVAL is first hash
function with variable output lengths, namely 128, 160, 192,
224 or 256 bits, and consists of 3-pass, 4-pass and 5-pass.
One pass of HAVAL has one boolean function, 32
congtants (only, the first pass has not constants), one
permutation and so on. The advantage of HAVAL can
create five variable output lengths by 3-pass, 4-pass and
5-pass. So, HAVAL has 15 output-type. Moreover,
HAVAL plays an important role as the standard of a hash
function with a variable output length. For example, thereis
HAS-V[6] which was proposed by N. K. Park et al. Now,
we explain previous attack models of HAVAL by Kass
eéman et al. and Park et al. P.R. Kasseilman and W.T.
Penzhorn found a collision of the last two passes of
3-pass HAVAL[3]. Park et al. found a collison of the
first two passes and of the last two passes of 3-pass

HAVAL [4]. In order to find a collison, they used the
disadvantage of HAVAL which only one chaining
variable of eight chaining variables is changed at next
step. That is, the chaining variable is kept the value
till +8th. Their attacks enables only when HAVAL has
output length of 256 bits in two successive passes of
3-pass HAVAL. That is, their attacks are partially
attacks. So, it is difficult to analyze the security of
HAVAL only by results of their attacks. We need the
result of the attack on 4-pass or 5-pass HAVAL for
the exactly analysis on HAVAL. In this paper, we try
to find a collision in two non-successive passes and 4-
pass HAVAL (See table 1). Differences of 3-pass and
4-pass HAVAL are the number of step, permutations
order and boolean functions. We choose <1,3> of 3-
pass HAVAL to find whether a collision is found in
condition of two non-successive passes or not. To find
the relationship of permutations order and boolean
functions on the security of HAVAL, we choose 4-
pass HAVAL.

1.2 Our contribution

We try to find collisions in <1,2>, <2,3>, <3,4> of
4-pass HAVAL and <1,3> of 3-pass HAVAL. Previoudly,
SW.Park et al. found collisons in <1,2> and <2,3> of
3-pass HAVAL. Table 2 shows our results on attack of
HAVAL. In this paper, we anayze the disadvantage of
HAVAL through the finding of a collison of 4-pass
HAVAL and the comparison on attacks of 3-pass HAVAL
and 4-passHAVAL.
In this paper, our contribution is large divided two. First, we
attempt the attack of <1,3> of 3-pass HAVAL. The
previous attack method by Kasselman et al. and Park et al.
used successive two passes in 3-pass HAVAL. But, we try
to the attack of <1,3> of 3-pass HAVAL that is not
successive passes. Second, we anayze the disadvantage of
HAVAL through results of attack of 4-pass HAVAL. The
common point in reduced two round of HAVAL is the
derived equation based on the changed variable in next step.
HAVAL consist of three kinds, that is, 3-pass, 4-pass and
5-pass HAVAL. The differences of each HAVAL are the
sequence of permutation and the number of boolean



function. We find a factor that have an influence on attack
of HAVAL through the finding of a collison on 4-pass
HAVAL. If wefind a collison of 4-pass HAVAL, we can
know that the fourth boolean function is not secure, too. To
conclude, the sequence of permutation has an influence on
attack of HAVAL. Especiadly, when we compare <2,3>of
3-pass HAVAL with <2,3> of 4-pass HAVAL, we can
know that it is different to the number of collisons. Thisis
the result that is caused by the permutation sequence. In
case of <1,2> of 3-pass HAVAL and <1,2> of 4-pass
HAVAL, the number of callisions is the same. In case of
the boolean function, it is used three boolean functions in
3-pass HAVAL, and add to one boolean function in 4-pass
HAVAL. Although the boolean function is very important
factor to keep the security of HAVAL, we could find the
collision of 4-pass HAVAL. To raise the efficiency and the
fairness of the verification on the security of HAVAL, we
attempted the attack of three kinds in 4-pass HAVAL.
When we see thisresult, the finding of a collision on <1,2>,
<2,3>, <34> of 4-pass HAVAL can be shown the
possibility of the attack on 5-pass HAVAL. In HAVAL,
only one chaining variable of eight chaining variables is
changed at next step. Thisisthe disadvantage of HAVAL.

Table 1. Attacks of HAVAL

3-pass 4-pass 5-pass
HAVAL HAVAL HAVAL
Penzhorn <2,3> Nothing Nothing
Park et.al <1,2>,<2,3> Nothing Nothing
Our attacks <1,2>,<2,3>
<1,3> <3.4>
Table 2. Results of collisons
3-pass HAVAL Coallisions Probability
<1,2> 12 pairs 0.375 %
<2,3> 9 pairs 0.28 %
<1,3> 6 pairs 0.186 %
4-pass HAVAL Callisions Probability
<1,2> 12 pairs 0.375 %
<2,3> 5 pairs 0.156 %
<3,4> 13 pairs 0.406 %

(<X,Y>: X-pass and X-pass)
2. Congtruction of HAVAL

There are three kinds of HAVAL. That is 3-pass of 96

Table 3. Boolean Functions of HAVAL

steps, 4-pass of 128 steps and 5-pass of 160 steps. HAVAL
has a message block of 1024-bit and eight 32-hit chaining
variables, twice those of MD5 [9]. The important character
of HAVAL isfirg hash function with variable output length.

m [nitial value
A, = OXEC 4E6C89,B, = 0x082 EFA 98,C, = 0x299 F31D0

D, = 0xA4093822 ,E, = 0x03707344 ,F, = 0x13198 A2E
G, =0x85A308 D3, H, = 0x243 F 6A88

B Boolean functions (See Table 3)

We describe the step function of the HAVAL. Let

T.; (i =0,...,7) betheinput of the step function at stepi .
fo(Pay (Tier Tiss Tias Tian Ti 2, Tig, Ty o)), for 3 - pass

P=yf (Py(Tig:Tis: TiasTia: Ti2:Tix, Ti)), for 4 - pass
fo(Psy (TigsTis:TiasTiz Ti2:Ti1, Tip)), for 5 — pass

R=P>’ +Ti,7>>11 +Woa, oy T K

Tivi7 = TigiTivne = Tisi Tivas = Tias Tivna = Tigs

Tia1a = T2 T ST T = Tioi Tiago = R
, where W4 ;) denotes the world processing order.

3. Attack of <1, 3> passon 3-passHAVAL
In this paper, we describes the attack method of <1,3>
pass on 3-pass HAVAL. The other attack methods are
skipped, and the only results are shown in the Section
4. To find a callision in <1,3> pass of 3-passHAVAL,
we select the message block X ., . The message block x ,, is
used in step 30 of the first pass and step 73 of the third pass.
We definethe difference X and X asfollows.

AX = X - X(mod 2%)
A,,B,,C,,D,,E,,F,,G,and y  ae chaning variables
in stepi, and a message block isx = (X ,, X, .., X4) -
Ai,Bi,Ci,Di,Ei,Fi Giand H,in stepi are chaining
variablesfor amessageblock X = (X o, X 1,..., X 21) -

®m  Our goal

In order to find a callision in the firg and the last passes of
3-pass HAVAL, we must find two distinct message blocks
X and X . Then, X and X must same the chaining
variable between step 32 and step 63.

f1(Xgs X5, X4, X35 X5, Xq, Xg)

%X, 0 XX T XaXs [ X% 0 X%

f2(Xes X5, Xgs X35 Xg4 Xq, Xg)

X XoXg U XX, Xg U Xy X, U XX, O X, X5 U X% O X, X5 O XX, O X,

f3(Xes X5 X1 X35 X0, %4, Xg)

X XoXg U X X, O X X5 U X5 Xg U X X5 O X,

f4(Xe1 X5, Xgs X35 Xa4 Xq, Xg)

X Xo Xz O XXy Xs O X5X, Xg O XX, O XX O X5X, O XgXs O XgXg

O X, %5 O X, X5 O X5X, O X,

fs(Xgs X5, X4, X34 X504 Xq, Xg)

X X, O X% O XgXg O XX, X, X5 O X X5 0 X,

(O bitwise exclusive OR)



For example,
Ay, = Az ,B;, =B3x,C, =Csx»,D,; =Da,

E, = Ez, Fyp = F 2 .Gy = Ga,H 2 = H 2
Tofinding acollisionin <1,3> pass of HAVAL,
we should be satisfied the equation (1).

A, =K73,B73 =§73,C73 =673,D73 =D,

)

E, = En, Fn = F 7 G = G, H 5 = H 7
B Conditions
From the equation (1), we can get the following equation.
DAz = AAy Bz = ABy AC,; =ACy ,ADy =ADg o
AE,, = AEg ,AF, = AFy ,AG, = AGg
nd then, we can obtain the following equation.
AA,, =0,AB, =0,AC, =0,ADgx =0
AEg =0,AF; =0,AGg =0,AH ,; =0
The standard message word is X ,, which is used in step 30
and gtep 73. We can get asfollows.

X # X2, X, =Xi (i#29)

Table 4 shows the chaining variables and message words
that are employed at step 30, 31, 32, 65, 66, 67, 68, 69, 70,
71, 72, 73. The boxed variables represent the chaining varia
ble which is updated at each step.

B Equations (Sep30— Sep73)
- Sep 30
C30 = (FZQGZQ u BZQDZQ u A29E29 u HZQFZQ u H29)>>7 + CZQ»M + XZQ

Cx= (Ezgézg 0 B2oDag 0 AzeEze O HaoF O ﬁzg)»7 +Ca0 M + X9
Since

Ay, = A2 ,B, =B2,Ch =Cx,Dy =Do,

Ezg = €291F29 = E291G29 = 6291H 29 — WZQv
And then, we can get the following equation:

AC, =AX,4 20

- Step 31
Byy = (EsoFso 0 AggCap 0 HagDgg 0 FoEgy 0 Ggo) ™7 + Byy ™ + X

Ba = (E30E3o 0 A3Csz0 0 HaoDzo O FaoEs O 630)>>7 +Bao ™+ Xao

Ba _531 = (EgpFa U ApCa UH Dy O FyEy U Gso)>>7

_(EsoFso g A30630 UHgpDgy UFypEyp O Gso)>>7

- Step32
AA,, =0
< D31E31 D HSIBSI D GSICSI D F31D31 D F31

=Dy Ey OH4 B3t 0G,Ca O FyDy O Fy
= Gz ¢ (Cy O 631) =Hg *(By O E31)
- From Sep 65 to Sep 73

C3O—63O=X29_X29 (2)

B; - Bai =
(Ezs Fy O A24C@ U HpsDpe U FyEpg U Gze)»7»7 3
- (E28F27 U A24C30 U HpsDog U FyrEpg U Gze)

(Cpy 0 Cx)G, = (B, 0 Ba)H , (4)
(Cy O E30)':27 =(Bgy O E31)Ezs ©)
(He DHe)(GyDy) O F,,(Cyy D C) =E(B,, DBa)  (6)
(Cyp OCn)(GgFyy OF,) 0 EL (B, 0Ba) ™
=CyH, OCxHe

(FsEg 0Gy OE,)(B,, 0Ba) =CyHy DCaoH s )
(B, 0 Bx1)Gy = CyHe O CaoHes ©)

(DBQQOHGS g &1(%6 g A32F67 g HGSEGS g HGSQO DQO)>>7

+ C30>>].1 (10)
= (E)egésoﬁ 65 [ Bs1Ges [ AszF 67 0 HesEsss [ HesCao [ 630)»7
+ 630>>11
H >>11 + X =H >>11 + X (11)

65 29 65 29

Table 4. Chaining variablefor thefinding collison on <1,3> pass of 3-passHAVAL

Sep A B C D E F G H X
30 ASO BSO CSO D30 ESO FSO GSO H 30 X 29
31 ASl Bg]_ CSl D31 E31 F31 G31 H 31 X 30
32 A32 BSZ CSZ D32 E32 F32 G32 H 32 X 31
65 A65 BGS CGS D65 E65 F65 G65 H 65 X 19
66 A66 B66 C:66 D66 E66 F66 G66 H 66 X 9
67 A67 B67 C:67 D67 E67 I:67 G67 H 67 X 4
68 A68 B68 C:68 D68 E68 I:68 G68 H 68 X 20
69 A69 B69 C69 D69 E69 I:69 G69 H 69 X 28
0 A70 B70 C70 D70 E70 I:70 G70 H 70 X 17
& A7l B71 C:71 D7l E7l I:71 G7l H 71 X 8
2 A72 B72 C:72 D72 E72 I:72 G72 H 72 X 22
3 A73 B73 C:73 D73 E73 I:73 G73 H 73 X 29




Table 5. Theresults of equations X o(Xy) OXCATOD767 | X5 (X1s) Ox4c11ebef
Poa 0x=80 Az X,(X,) | Ox93db30a3 | X, (X,,) | Ox94b44e51
Hos 0 H 2 X, (X,) | Oxdrear988 | X, (X,,) | Oxd4563a3
Gy 0 G X (X2) | OxB02945cd | X,5(X5) | Ox3laScle
F,, 0 Fo Xo(Xg) | Ox9c0043d6 | X,,(X,,) | Ox8Scdac7e
Exs 0 Ex X10(Xy0) Ox8be7cela | X (Xy) Ox38d166¢
Dy 0 Do X4 (X41) Ox647860e2
Cy OXFFFfffff Cx 0
B., 0 531 OXFFFFFeef 5. Conclusion
) —
i é32 In this paper, we attempted attack methods of <1,3> of
He 0 Hes OxFrffffff 3-pass HAVAL and 4-pass HAVAL with reduced 2-round
G 0 G based on the attack method of 3-pass HAVAL. HAVAL
& 266 was first cryptographic hash function which has a variable
Fe: 0 F o7 output length. But, HAVAL has the disadvantage in step
E 0 E computation. That is, only one chaining variable of eight
68 =% chaining variables is updated at each step. In reduced
Dg, 0 Desy two-round of 3-pass and 4-pass HAVAL, it is not
= collision-free. The attack method will an influence reduced
Cro Oxdrfiftte Cn versions of 5-pass HAVAL

Table 6. Collisons of <1,3>

pass on 3-passHAVAL

X (X)) The values of X, (X)) The values of
Xi(X4) X (X))
X,(X,) | OxGaetfdd | X, (X)) | Ox63cf2act
Xo(Xy) Oxd50d9fed | X, (X o) | Oxd79f7al0
X (X)) | OX4724c7df | X 5 (X,5) | OX35bestes

4. Reaults of attackson 4-passHAVAL
In this section, we show only results of attacks on 4-pass

HAVAL

Table7. Collisonsof <1,2> pass on 4-passHAVAL

X, (X)) The values of X (X7) The vdues of
Xi(X5) Xi(X5)

X (X_s) Oxbad7de19 X 5 (TZG) Ox41ab9930
X (X_14) Oxc72fec89 X, (X, ) | Oxb9107999
X 4 (X_]_g) Oxch16f394 Xos(Xsg) 0Ox260791c2
X 55 ( E ) Ox2d8e2ef4 Ox 260791c3
X (X724) Oxcd6f4ada X o (szg) Ox92102afd
X (X725) Ox4ad5d2f3 X (Tm) Oxf0000000

Table 8. Collisonsof <2,3> pass on 4-passHAVAL

X, (X)) The values of X (X7) The values of
X (X)) X (X))
Xo(Xg) | Oxargdlcde | x (X.) | Ox9a3lchbl
Xo(X,) | Oxbessese | x. (X,) | Ox73ebfac2
X Oxe34933c9

X13(Xi3)

Table9. Collisonsof <3,4> pass on 4-passHAVAL

X (X5)

The values of

X (X))

X (X)

The values of

X (X1)
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