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Abstract In this paper, we propose an e-voting system with a ballot-cancellation property. The existed voting systems
had overlooked about the ballot-cancellation scheme. There is the reason that the ballot is cancelled according to an
election law. For example, when a right of casting the ballot is Election Day, the ballot-cancellation scheme is needed for
an absentee voter. Usually, the absentee voter casts a ballot before Election Day. If the absentee voters which cast a ballot
die or lost the right of casting the ballot before Election day, the ballots of absentee voters should be cancelled according
to the election law. When the ballot is cancelled, the ballot-cancellation scheme should satisfy privacy and verifiability.
Cramer et al. proposed a very efficient multi-authority election schemes which guarantee privacy, robustness, and
universal verifiability at Eurocrypt'97. Yamaguchi et al. pointed out that the e-voting system based on multi-party has
much computing resources, and proposed the two-centered e-voting protocol based on r-th residue encryption and RSA
cryptosystem. However, their system is just yes-no voting. First, we propose a 1-out-of-L e-voting based on Yamaguchi

et al.'s scheme. Second, we extend this 1-out-of-L e-voting to the ballot-cancellation scheme.
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1. Introduction
Table 1. Ballot-cancellation scheme by the right of

1.1. Motivation casting the ballot

A voting has been used as the most important means in The right of casting the Ballot-cancellation
democratic decision-making. The conventional voting has ballot property
a few problems; manpower, time, money and so on. To Election Day Necessary
overcome these problems, many e-voting systems A voting point Unnecessary
[FO092,PIK93,CC96,CGS97,HS00,SK95] based on

cryptography techniques have been proposed. However, Case 1 can be happened by the election law of each

most of proposed e-voting schemes had overlooked about country, and Case 2 and Case 3 can be happened by the
a ballot-cancellation scheme. Many researchers think that

there is not the reason to be cancelled the ballot in

defect of e-voting system. Actually, to prevent an illegal
ballot and a substitute ballot like Case 2 and Case 3, a
voter should prove on his voting (namely proof of validity
of the ballot), and an election committee should prove on

However, there are the reasons to be
cancelled the ballot according to the e-voting system or

e-voting system.

the election law. We introduce the reasons as follows.
Case 1. Under the special condition which the right of
casting the ballot is Election Day, if absentee voters die
or lost the right of casting the ballot before Election Day,
the ballots of the absentee voters should be cancelled.
Case 2. It can be found a substitute vote or illegal vote by
a voter.

Case 3. It can be found a substitute vote by a malicious
election committee.

his computation (namely proof of validity of encryption or
decryption).

But, if the illegal ballot or the substitute ballot is found
in the proposed e-voting systems, the e-voting systems
will be stopped. Also, to prevent the problem of Case 3,
some e-voting systems[CGS97,HS00] use threshold secret
sharing scheme using multi-party. But, the computation
complexity of these e-voting systems is higher than other
e-voting system which does not wuse multi-party
[YKDKTO03]. Case 1 is related to the right of casting the



ballot. The right of casting the ballot is different by the
election law. The right of casting the ballot is divided to
two; the voting point and Election Day.

The case which the right of casting of ballot is Election
Day (i.e., Japan's election law) is required the
ballot-cancellation scheme for the successful absentee
e-voting (See table 1). Here, we introduce the
conventional absentee voting and its ballot-cancellation

scheme.

Absentee voting method in the conventional voting
method

The voter registers in the voter list as an absentee voter.

The qualification of absentee voter is different according

to the election law.

® Before Election Day, the absentee voter receives
voting sheet and two envelopes for casting a ballot
from the election committee. (When the right of
casting the ballot is the voting point, the absentee
voter receives only one envelope.)

®  After the absentee voter casts the ballot at a secret
place such as a voting place, he inserts the ballot
into the first envelope.

® He inserts the enveloped ballots into the second
envelop and signs the certification on the second
envelope.

® A delivery man delivers the double enveloped ballot
to the election committee.

Then, it can be happened the following problems.

: A delivery man can deliver the

enveloped ballot after the vote counting is over.

- Delivery delay

- Delivery omission : A delivery man may not deliver it
to the election committee.
Ballot-cancellation scheme in the conventional
voting method
® In Election Day, seeing the signature of the absentee
voter on the second envelope, the election committee
checks the right of casting the ballot of the absentee
voter.
® If the absentee voters die or lost the right of casting
the ballot, the election committee deletes his vote.
Then, election committee does not know his voting
content.
In this ballot-cancellation scheme, a malicious election
committee may be seeing the voting content. For the
secure ballot-cancellation scheme, it is required the
following conditions.

- Privacy: When the ballot is cancelled, everyone
should not know the voting content.

- Verifiability: Everyone has to check whether or not
the ballot is cancelled correctly.

In this paper, we concentrate on the ballot-cancellation
scheme of absentee voting for perfect e-voting system.

1.2. Homomorphic property in r-th residue
encryption
Cohen and Fischer [CF85]
homomorphic functions to e-voting system. Recently,
many e-voting systems [CGS97,YKDKTO03,HS00] have

been wused the homomorphic property for achieving

applied first the

universal verifiability. A general definition of the notion
is as follows [CGS97]. Let & denote a probabilistic
encryption scheme. Let M be the message space and C
the ciphertext space such that M is a group under
operation @ and C isa group under operation®.

We say that & is a (@, ® )-homomorphic encryption
scheme if for any instance E of the encryption scheme

if for any instance E of the encryption scheme, given

¢ =Eg(m)and c; =E (my), there exists an r such that

¢ ®C, = Ep(m ©my)
Homomorphic encryption schemes are important for the
construction of election protocols. If one has a (®,®)
scheme, then if c¢; are the encryptions of the single votes,
by decrypting c=¢ ®...®c, one obtains the tally of the
election, without decrypting single votes. Here, we
introduce the homomorphisim based on r-residue
encryption and extend it in order to apply to the

ballot-cancellation scheme.

A. Homomorphic property based on r-th residue
encryption

The r-residue encryption satisfies the following

homomorphism.
E(m+n) = E(M)E(n)x" modN
For example, we define E(m) and E(n) as follows.
E(m)=y"x"modN, E(n)=y"x" modN
Then,

E(m+n)=y™"x"modN,
E(m)E(n) = (y™x" mod N)(y"x" modN)

=y™ "% " modN



Therefore, E(m+n)=E(m)E(n)x" modN

B. Extended homomorphic property based on r-th
residue encryption
We can define E(m-—n) as follows.

E(m-n) ={E(m)/E(n)}x" modN
For example, we define E(m) and E(n)as follows.

E(m)=y™x"modN, E(n)=y"x"modN, (m>n)

Then,
E(m-n)=y™ "x"modN,
E(m)/E(n) = (y"x" mod N)/(y"x" mod N)
=y™ "% " modN
Therefore,

E(m-n) ={E(m)/E(n)}x" modN

1.3. Our contribution

In this paper, we propose the ballot-cancellation
scheme for an e-voting system. As mentioned in section
1.1, there are a few reasons that the ballot is cancelled.
We concentrate on the ballot-cancellation by election law
(Case 1). When the ballot is cancelled, it should be
guaranteed privacy and verifiability. That is, everyone
should not know the voting content of the cancelled ballot
(Privacy) and should verify that the ballot is cancelled
fairly (Verifiability). Cramer et al. [CGS97] proposed a
very efficient multi-authority election schemes which
guarantee privacy, robustness, and universal verifiability
at Eurocrypt'97. Yamaguchi et al.[YKDKTO03] pointed out
that the e-voting system based on multi-party has much
computing resources, and proposed the two-centered
e-voting protocol based on r-th residue encryption and
RSA cryptosystem. We concentrate on Yamaguchi et al.'s
e-voting system which has the less computing resources.
Yamaguchi et al.'s
encryption based on RSA cryptosystem and r-residue
cryptosystem with homomorphic property. Our goal is the
1-out-of-L system  with the
ballot-cancellation property.

e-voting system used double

efficient e-voting

® First, we propose a l-out-of-L e-voting based on
Yamaguchi et al.'s scheme. In case of the 1-out-of-L
e-voting, a voter has L possibilities and should
prove his vote is one of them. For this proof, we
propose L possibilities for r-th residue encryption.
The voter can prove his vote is one of L

possibilities through this proof method. Moreover,
we propose the proof of validity of ballot for our
1-out-of-L e-voting based on r-th residue encryption.
Yamaguchi et al. 's proof is just for yes-no voting.
When we compare the computation complexity of
the proposed 1-out-of-L e-voting with that of the
1-out-of-L e-voting based on ElGamal encryption,
we can know that our e-voting system is very
efficient computational complexity. That is, the
computation complexity of the 1-out-of-L e-voting

based on ElGamal encryption has O(M I‘l) and our

1-out-of-L e-voting has justO(M), where M is the

number of voters. In the case of the 1-out-of-L

e-voting based on ElGamal encryption, we must

compute for each possibly as yes-no e-voting
based on ElGamal encryption. But, we compute the
final tally for a lump in the proposed 1-out-of-L
e-voting.

® Second, we extend our 1-out-of-L e-voting system
to the
1l-out-of-L e-voting with the ballot-cancellation

scheme, we use the extended homomorphic r-th

ballot-cancellation scheme. For our

residue encryption, L possibilities and the proof
of validity of ballot for r-th residue encryption.

2. 1-out-of-L
[YKDKTO03]

e-voting system based on

2.1. L possibilities for discrete logarithm and
for r-th residue encryption
Many proposed e-voting systems are just for yes-no
voting. In the real world, 1-out-of-L voting is more
required  than  yes-no democratic
decision-making. Most proposed 1-out-of-L e-voting

schemes [Sch99,CGS97] are based on EIGamal encryption

voting for

and publicly verifiable secret sharing (PVSS). The
publicly verifiable secret sharing in the e-voting system is
used in order to satisfy robustness. That is, although some
participant colludes with other participants, the voting
system is successful. Usually, the e-voting system based
on the publicly verifiable secret sharing consists of
multi-authority. Multi-authority voting systems require
much computational resources [YKDKTO03].

In this section, we extend Yamaguchi et al.'s scheme to
1-out-of-L e-voting system.
in 1-out-of-L e-voting system, and he should prove his
vote is one among L possibilities. In the case of the

A voter has L possibilities



1-out-of-L e-voting system based on publicly verifiable
secret sharing scheme [Sch99], it uses the following

proof.

® The voter V; casts his vote v; from the set

MO ML MY where M is the number of

voters.

® He distributes the secret g% among the authorities

and publishes the value U; = g%, The proof of

logs (GCo) = logg U; v logg (G C)

=logy U;...v logg (G ey = log, U;

, where Cy =G% is published as a part of distribution

protocol. The authorities decrypt the value xv; using
homomorphic property. The original Yamaguchi et al.'s
e-voting system is only for yes-no voting. They used a
coin proof with value 0 or 1. The vote which can be
selected by the voter is 0 or 1. For proof of validity of the
ballot,
bit-commitment proof using discrete logarithm. This
proof is applied when the message probability is 1/2. In
1l-out-of-L- voting, the message probability which the
voter can select is 1/L. Therefore, to apply Yamaguchi et

Yamaguchi et al. used the extended

al.'s e-voting system to 1l-out-of-L e-voting, it needs the
proof of L possibilities for r-th residue encryption and the
proof of validity of the ballot.

L possibilities for r-th residue encryption
We propose L possibilities for r-th residue encryption
as follows.
® Suppose that a voter chooses his vote m; from the
set {G;,...G .} which are generators of N,
and0<Gy,....G_ <r. {Gy,.,G_ } of L possibilities are

encrypted to {Z;,...Z }, where Z; = y™ x{ modN, .

® The voter proves that his vote is one of the set

logy (Z;S/R) = logy(Z;S/R)v,...,v10g,(Z S/R)

Wwhere S=s{, R=x modN, , and s(eN,) is a

random number. By L possibilities for r-th residue
encryption, the voter can prove the validity of his voting
without revealing his voting. Table 2 shows the proof of
validity of the ballot for 1l-out-of-L e-voting based on
double-encryption.

2.2. Our 1l-out-of-L e-voting
Our 1-out-of-L voting uses double encryption based on

r-residue encryption and RSA encryption like Yamaguchi

et al.'s scheme [YKDKTO03] and consists of two centers,

Center 1 and Center 2.

1-1. Take L generators Gi,..,G_ of N, like [CGS97]
where 0<G;,...,G_ <r . A voter chooses his vote
m;(i =1...,L) from the set {G;,...G.}.

1-2. The voter proves his vote is one among L generators
using L possibilities of r-th residue encryption.

1-3. The voter generates Z;, E; and C; like
Yamaguchi et al.'s scheme.

1-4. The progress procedure is same with Yamaguchi et
al.'s scheme before the computation of final tally.

1-5. Center 2 decrypt Z with his secret key p, and g,

and obtain the final tally M .

Z :H=:1Zi :yMerOsz, M :kIGl+"'+kLGLl
X =Tl %

The final tally M s
M =k161+...+k|_G|_
, Where k;(i=1..,L) is each number of gained

ballot.

2.3. The computation of final tally

In this section, we compare the computation complexity
of our 1-out-of-L e-voting with that of 1-out-of-L
e-voting based on ElGamal encryption. In 1-out-of-L
voting systems based on ElGamal encryption, we can get
the finally tally W as follows [CGS97].

W =GGke. G M
For the final tally, we should compute each k(i =1,...,L)

from W as follows [Dip02].

Note that the condition L, kj=m, m<M(m is the

number of the voters participating in the voting) can be
exploited by reducing the problem to a search for
Kq,... k1 satisfying

W /G = (G1/GL) (G, /G)™2...(GL_1 /G )"+

The native method needs time O(m"‘l). However, we get

the final tally in our 1l-out-of-L e-voting scheme as
follows.

W =KkG +...+k G
Therefore, the final tally can be computed withO(m). In
table 3, we compare the computational complexity of our



scheme with that of [CGS97].

Table 2. Proof of validity of ballot

Prover P Verifier V
Ci = G% mod Po
Where Zi = ymi Xir mOd N2
t tER ZK‘Z
é
T =y ™t " modN,,
T =G" mod py,
W =TZ; mod N,
T, W
9 -
Y2 ¢T
3. Ballot-cancellation scheme based on

1-out-of-L e-voting

3.1. Our ballot-cancellation scheme based on
1-out-of-L e-voting

In this section, we introduce the ballot-cancellation
scheme in 1-out-of-L e-voting. We use the extended
homomorphic r-th residue encryption (See section 1.2), L
possibilities for r-th residue encryption and the proof of
validity of ballot (See table 2). Cancellation center,
centerl and center2 progress as the ballot-cancellation of
1l-out-of-L e-voting of section 2. That is, after the
deadline is reached, centerl computes the total multiplied
ballots (Z ) and the multiplied of cancelled ballots ( Zy ).

Z:yMerOsz, M =k1G1+...+k|_G|_

ZbeMer mOsz, szkl‘Gl+...+kLIGL
Center 1 gets Z, from the following equation.
Z,=212,
Center 2 can get the final valid ballot M,, .
ZVZyM‘/Xr mod N2, MV Zkl“Gl+...+k|_”G|_

, where

MV = M - Mb = (le1++kLGL)_(kl‘Gl++kL'GL)
= klI'Gl+...+kL”GL.
Each k;"{i=0,..,L} is the number of obtained ballot.

3.2. Security
In  this
ballot-cancellation scheme of 1-out-of-L e-voting.

section, we analyze security of

® Privacy
To achieve privacy, a few approaches have been proposed
[Dip02].
Privacy 1. It is easy to see the vote, but it is impossible to
trace it back to the voter.
Privacy 2. It is impossible or computationally infeasible
to see the actual vote, but it is easy to see the identity of
the voter.
Privacy 3. Both seeing, the actual vote and obtaining the
identity of the voter is impossible or computationally
infeasible.
Privacy of our ballot-cancellation scheme satisfies
privacy 2. For the ballot-cancellation, anyone has to know
the relation between a voter and his vote. In our e-voting
scheme, cancellation center takes charge of that part.
But, he does not take part in the computation of vote and
just check the right of casting the ballot of the absentee
voter. When center 1 computes the ballot-cancellation, he
does not know the voting content because the voting
content is encrypted by center 2's public key. Also, center
2 just computed the final tally from the multiplied ballot.
If centerl does not collude with center 2, it is guaranteed

privacy.

® Verifiability

Everyone can verify the cancelled ballot through the
bulletin board. Also, they can know whether the votes
are cancelled or not exactly using commitment dataC; .

4. Conclusion

In this paper, we proposed first ballot-cancellation
scheme for an absentee voter based on Yamaguchi et
al.'s scheme. Yamaguchi et al. proposed the e-voting

Table 3. Comparison with the computation of the final tally

The final tally Computational Complexity
Our scheme W = kG +...+k .G, o(M)
[CGS97] W/GM = (G, /G ) (G, /G )™2..(G_1 /G )"+ oMt




system based on double encryption for privacy, universal
verifiability, and robustness. We extended Yamaguchi et
1-out-of-L
1l-out-of-L e-voting system with the ballot-cancellation
property.

For the 1-out-of-L system with the
ballot-cancellation property, we proposed the extended

al.'s scheme to e-voting, and proposed

e-voting

homomorphic r-th residue encryption, L possibilities and
the proof of validity of ballot for r-th residue encryption.
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