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A Cache Architecture to Prevent Malicious Code Executions
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This paper proposes an architectural support to improve computer security, called Secure
Cache (SCache), and evaluates its energy/security efficiency. A number of malicious codes
attempt to hijack program-execution flow by causing stack smashing that corrupts the
return address stored in a stack. In order to avoid the return address corruption, SCache

generates a replica data in the cache area. In our evaluation, for many benchmarks, it is

observed that more than 99.7% of return-address loads can be protected.
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