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®® T as a Basis of Social
Infrastructure

= In the 20th century, many information and
communication technologies were developed and
introduced in various social infrastructures.

= Governmental services, economical activities,
energy supplies, transportation services and
communication services are provided based on
the information technology.
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Wkapid Progress of IT Changed
!
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Time Constants

= [ime of information transfer and
processing has been shortened
drastically by IT.

= Basic design of social systems

was not supposed the speed-up - c

of information spreading. Time '-
constants of the systems are g rﬂ

completely changed and the a2 %,};
stability of the systems is not t_ VR

f

guaranteed. )
= The Black Monday in stock market &
« Foreign exchange market %@9

= And then... e-commerce, e- g ==
government, e-education,... L0 gh



WMS for Reconstruction of
Social Infrastructures

= We have to redesign and reconstruct the
Social Infrastructures and Social Systems
based on the advanced information
technology.
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Information Infrastructure Technologies

Security
Reliability
Stabilit

Environment
Energy

Productivity
Efficiency

Social Systems
Governmental Services, Economic Activities
Transportation Services, Communication Services

Lifelines

Information Network
Technology

Information Infrastructure Technology
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IC Cards and RFID-Tags

» |C Cards for Personal ID(IDentification) System
= Bidirectional Mutual Authentication in Social Systems
= Naming for People in the Network Society

= RFID-Tag (Radio-Frequency Identifier) Chip
« A Bridge between Real World and Virtual World
« Naming for goods in production, logistics, and recycles

= New Components of Social Infrastructures
» For ubiquitous computing era
= Combination of Wireless and SoC Technologies
= Security and Privacy Protection
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Applications of IC %ards

[

.-

i

Voting

Transportation

) Key and

Access Control

Medical
Care

Education

O P 1P NP P PR

e-Commerce

Banking

Communication Information Service 1
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W Multi-Application Company Card

Entrance Control ATM Card Vending Machine
Meeting Room Reservath
/ Credit Card
Prepaid e-money

Certification Card
of the
Member of Company

\ Privacy

yolimei Data Control
Parking

Time Information Security

. Network Access Control  Accounting Data Processin
Booking Data Access Control - .
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= Usually battery less
=  Wireless communication and power
supply
= Small and variety of shapes:
= Under Tmm(not including antennas)

= Cards, Key rings, Labels u Chip (Hitachi
=  Communication time: about 0.5 0.4mm X0 4
seconds ST A

128bits ROM

= Communication Distance : Max.5m 2 4GHy

= Memory Size: 1 bit~64kbytes

Power,
RFID tag Clock, Data
_
:% %: Reader
(Writer)
03.9.8 Data 14



= Information of the contents:
= Gas cylinders
= Containers

= Dustcarts: Charged by weight
(Germany)

0 FleXIblllty with Shape: htt://www.hitachi—itec.cm/
= Airline baggage tag
= Apparel
= Euro note (?)
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= Sushi served on a belt
conveyer

= The colors of a plate
represents the price.

= RFID tags are
attached to the plates
for automatic
detection.

http://www.omron.co.jp/card/rfid/case/003f.htm
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= Accurate time recording even on late
starts in marathon

= [riathlon, Pigeon races: -

03.9.8 http://www_.hitachi-hitec.com/ 17



Luminous File Cabmet(UCHIDA)

= RFID tags with LEDs are

attached to the file cases. | !’Hﬂ]ﬂ A
= [|he file searched on the . E!HM“!HH"H

terminal can be found with the == sussgem
A

luminous LED.

http://www.uchida.co.jp/tsushin/nl/nl-j/j027.html
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Movements for Standards

- WOME : YMPOS o i
I}JII iy s (hdidect Buywlieis Auzmadicaliy ] m TECHNDLOGY — ADOPT HEWS 5 U INro.

= Auto-ID Center:
= MIT, Wal-mart, Gillette---etc:---
= Origin in Supply Chain Management

UBIQUITOUS ID.CENTER

= Collaboration with TRON Project:
= Univ. of Tokyo, Hitachi, ---etc

03.9.8
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3\?\‘ Digitally Named World

Unique name to every person/product (IC Card, RFID Tag)

Correspondence between name and entity
= Automatic updates of the status and locations in DB

= Efficient and secure society
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Unique ID Number

03.9.8

w RFID-Tag

Tracing and
Data Mining

— =
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e Customer rejected

BOYCOTT SEND BENETTON A MESSAGE:
"3 S DoN'T BUY CLOTHING WITH
B E N ET TO N :} R TRACKING DEVICES!

i press releases

T D cus articles Iy

o+ m—— 1 ¢ . -
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links

[ 5{5/ Vil /) /s U V1 LIREL /

Benetton Meets CASPIAN Halfway!
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Security for Individuals

= Most Security Technologies are
developed for protect systems
and/or organizations from illegal
attacks.

= In the digitally named world, we also
need security technology for
individuals.
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Principles for Social Infrastructure

= Protecting privacy of individuals as well
as systems and societies

=« Simple and comprehensive
mechanisms for easily understanding

Reliability and stability

Flexibility and extensibility
Resistibility and recoverability to crisis
Economical feasibility

03.9.8 25
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w Proposed Personal ID System

Storage personal Data
DB

*|ID Sequence
registration in DB

The Issuer has social
responsibility to protect

the users.

PID issue

PID Sequence

03.9.8



W Sub PID is notified to Service Providers

PID Issuer
(Local Government,
Company, School)

~~
-~
-~
-~
-~
-~
~
~
~
~—
-~

ID Sequence

The Issuer notifies
a subsequences of

PID Sequence SubPID:ID Subsequence User’s PIDs tOd;-he
A Service Provider requests the Issuer to a service provider.

allow his service to users using PID. Service Provider
The Issuer investigates confidence and (Shop. Bank
quality of the service provider whether the _p, ’
service is useful and harmless for the users. Hospital, etc)

03.9.8 28



Mutual Authentication using subPID

Seao
~
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:' :ID Sequence

SubPID:ID Subsequence

Mutual Authentication between service
provider and user is done using SubPID.
* Authentication
* Confidence Investigation
* Cryptographic key

03.9.8
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$9pip system for Seculty for Individuals

PID Issuer
(Local Government,

PnrdOtGC'ltll;n of Company, School) sStorage personal Data
Individual privacy must ’ ih DB
be the Primary Aim -ID Sequence
registration in DB
User Request PID s:;{V

~~o
~
~
~
~
-~
-~
~a
~

ID Sequence
nvestigated the

-‘ oo
— Confidence and the Quality

SubPID:ID Subseqube’r!%seler

Mutual Authentication between service
provider and user using SubPID.
* ldentification

PID Sequence

Service Provider

(Shop, Bank,
* Confidence Investigation -
* Cryptographic key HOSpItal, etc)
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S
User A a
User B 0
User C —— | C
Issuer
User D > [ O

User E > L&

Service Provider only knows Sub PIDs and
does not know privacy information on

USETrS.
03.9.8 31




3"}‘%Privac:y Protection

~
~—
-~
-~
-~
-~
~
~
~
~
~—

iD Sequence

Different subPIDs are
used for different

services.
Data Mining and

Tracing is hard to
work.

Service Provider
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P

PID Issuer
[

Sequence separation for
diversification of risk

Authentication
by subPID.

Service A,C

Service B

No affection to other Service
If one Service is broken
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User A

User B

User C

User D

User E

Resistibility and recoverability

Independent of
other services

D S e e R O

Issuer
M C

-t [ €

Assignment of a
New Sub PID
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L > No effect for
other users

user A

d
Lost of P = J
user C ISSuer
C
user D Ie
user E el ez FEBN ]
A New PID is

issued for user B. ! !
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$/°Risk Management
by Multiple PID Issuers

PID Issuers

Multiple PID issuers

fordiversification

of risk

~
-~
-~
-~
-~
-~
~
~
~
~
~—

IDS1

IDS2 [l

IDS3

siiiea [
sice_8
Service Providers

03.9.8 o6
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Technical Challenges for PID System

= New Concept of Social Systems

= Nonvolatile Memory with Resistance to Tampering
= Protection against illegal write
= Anti-counterfeit technologies in device, circuit and fabrication
= Non-contact RF Communication
= Reliable and secure communication and power supply
= Low energy implementation
= Cryptographic Processor
= Low energy and high performance
= Resistance to tampering
= Processing Ability
= Functions in card, reader and back-end system
= Low Cost Implementation
= Lessthan 10$

03.9.8 37
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®*® RFID-Tag and Digital Naming

Virtual

\4

RF COramunication Real world

RF Co munication\

Real world

RFID"Tag
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= Ownership:
= CD theft proof system
= Object search engine

= Moving objects management:
= Traffic control
= Sports
= Certification:
= Ticket gates
= ID cards, Passport
= Access to related information :

= Production date, Expiration date
= Contents of gas cylinders, Medical bottles

03.9.8 40



Problems as Social Infrastructure

Protecting privacy of individuals as well as systems
and societies

. Invisible Observation

Simple and comprehensive mechanisms for easily
understanding

: Lack of User Controllability
Reliability and stability

= Unreliable Reader Operation

0 Flexibility and extensibility
« Standardization

m Resistibility and recoverability to crisis
« Counterfeit tags

0 Economical feasibility
«  Cost should be reduced less than 1 cent.
= Energy Problems

03.9.8
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Privacy on Objects?

= Usually, no privacy in RFID-tag and goods

themselves.

= However, privacy problem occurs when an
object and a user are related.

= [he producer of a product can monitor a
consumer by tracing the RFID-tag.

= From the economical view point, an RFID
should be used for various purpose.

= Everybody can read RFID tag on your belongings.

03.9.8
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W One RFID-Tag Uses for Many Services |

Economic Requirement

Product management o
' _ \
Récycle ‘

Material sorting Maintenance
- Antitheft

03.9.8
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Combination of public
ID and private ID on an
RFID tag

e Public ID on the ROM

e Private ID on the
RAM(EEPROM, FRAM)

e Users cannot access
the ROM when a non-
null value is set to RAM.

03.9.8

Privacy Enhancement

ROM 110110010 &= ROM
RAM RAM 001010
ROM RAM
mode : mode :
Public use Private use
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°RFID Tags with Privacy Protection

110110010 - -

ROM mode

ROM mode :
Any user can read the Public ID —
They can identify the product,
and can know the information
about the product

RAM mode :

o

The owner decides the Private D"~
value.
ROM access is forbidden. ROM mode

Only the owner can understand
the Private ID —0thers can not
identify the product

Only the owner can relate the

private ID and the public ID.

RAM rewrite
03.9.8 45
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Wireless Communication and Power Supply
= Communication Distance
« Energy Consumption

Low Cost Implementation
= Less than 1 cent.

Standardization
Protection from counterfeiting
Packaging and JISSO

« Water proof, flexibility, materials for embedding
Reader Networking

46
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Name Tag of Conferences

stem
2003

ts of
s Computing
and Kyushu Univ.
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RICA System in ASP-DAC

Session Entrance
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« Experiments for Digital Naming in moderately unrestricted
society: Our campus is to be opened in 2005.
« Campus Card with PID
|Ds for students, staff
*Keys to buildings, facilities, parking
*Access control to campus information
*E-money
E-administration
Services to Students
*RFID tags to Equipments
sLibrary
*Equipments management
*Hazard identification
*Moving to the new campus

03.9.8

Project Q

Digital Naming in Kyushu Univ.
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Protecting privacy of individuals as well as systems and
societies

Security Technology for Individuals

Simple and comprehensive mechanisms for easily
understanding

Combination of Technology and Social Credit System

Reliability and stability

Combination of SoC, Networking and Software.

Flexibility and extensibility

Standardization and Grand Design

Resistibility and recoverability to crisis

Minimization of the effect of failure and easily recoverable
system

Economical feasibility

03.9.8

Global Energy Problems

PID and RFID-Tag as a Social Infrastructure
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Digitally Naming World

= Balance between Social Security and
Individual Security
= Mutual Authentication using PID
= Efficient Management using RFID-Tag

= Switch from Social Security Technologies to
Individual Security

s Various research theme and business
opportunities of SoC, Networking and
Systems!
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