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Computational Irrelevancy: Bridging the Gap between Pseudo-
and Real Randomness in MPC Protocols

Nariyasu Heseri * Koji Nuida

Abstract

Due to the fact that classical computers cannot efficiently obtain random numbers, it is common
practice to design cryptosystems in terms of real random numbers and then replace them with (cryp-
tographically secure) pseudorandom ones for concrete implementations. However, as pointed out by
[10], this technique may lead to compromise of security in secure multiparty computation (MPC)
protocols. Although this work suggests using information-theoretically secure protocols and pseudo-
random generators (PRGs) with high min-entropy to alleviate the problem, yet it is preferable to base
the security on computational assumptions rather than the stronger information-theoretic ones. By
observing that the contrived constructions in the aforementioned work use MPC protocols and PRGs
that are closely related to each other, we notice that it may help to alleviate the problem by using
protocols and PRGs that are ”unrelated” to each other. In this paper, we propose a notion called
”computational irrelevancy” to formalise the term ”unrelated” and under this condition provide a
security guarantee under computational assumptions.

Keywords: secure multiparty computation, MPC, pseudorandom generators, PRG, relativisation

1 Introduction

1.1 Background

It is a widely known fact that classical computers are not able to generate random numbers. When
necessary, random numbers are generated from noise of the environment, OS statistics, or user inputs
etc. However, in most cryptosystems where very long random bit sequences are required, these random
sources are not efficient enough to generate them. To this end, pseudorandom generators (PRGs) are
used to expand a short real random bit sequence into a long one that looks random.

Under the observation that if the use of PRGs compromises security of a cryptosystem then the
cryptosystem can be modified to a distinguisher against the PRGs, one may naively believe that when
a cryptographically secure PRG is used in a secure cryptosystem, the resulting system is also secure.
However, this naive reduction only works in settings where the seeds are not explicitly known to the
adversaries, and as pointed out by [10], the security definition of secure multiparty computation (MPC)
protocols (in the semi-honest model) forms a counterexample of this. Indeed, protocol-PRG pairs are
explicitly constructed by [10] such that the protocol is secure itself but becomes insecure when the PRG
is used.

Since it has become so common a paradigm in cryptography to design cryptosystems in terms of real
random numbers and use the output of PRGs for concrete implementations, it is urgent to find ways to
avoid such problems. While it is proved in [10] that using PRGs with very high min-entropy can help
avoid the problem provided that the original protocol is information-theoretically secure, it is believed
that achieving information-theoretic security for all parties is very hard and with severe limitations. For
example, it is shown in [3] that, in terms of boolean functions, information-theoretic security for majority
of the participating parties is achievable for only a limited subset of boolean functions. Therefore, instead
of using information-theoretically secure MPC protocols, it is more desirable to ensure security in terms
of computationally secure ones.

By taking a close look at the constructions in [10], it is easy to observe that these contrived construc-
tions use MPC protocols and PRGs that are closely related to each other. One may develop an intuition
that it helps to alleviate the problem to use PRGs “unrelated” to the MPC protocol. We propose a
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notion called “computational irrelevancy”, which utilises what is called “relativisation” in the literature
of complexity theory, to formalise the term “unrelated”, and under computational irrelevancy conditions
provide a security guarantee under computational assumptions.

1.2 Owur Contributions

In this paper, we define computational irrelevancy in terms of MPC protocols and PRGs and investigate
the sufficient conditions under which security is preserved when PRGs are used.
Computational irrelevancy conditions are defined in two aspects:

¢ between the protocol and PRGs used, and
¢ between PRGs used by different parties.

Since [10] explicitly constructed examples where the first type of irrelevancy does not hold, we can easily
see that the first one is necessary to preserve security. In contrast, the work only considered the case where
1 PRG is used, thus examples where the second condition does not hold and use of PRGs compromises
security have not been explicitly constructed. We discovered the necessity of the second condition only
during our proof of security on the resulting protocol. That being said, we note that assuming the second
type of irrelevancy is natural and intuitive: with similar contrived examples where different parties use
closely related PRGs, adversaries may utilise this fact to recover part of the information intended for
only honest parties.

We use a paradigm called “relativisation” ([1]) to formalise computational irrelevancy, which is in-
tensely studied in the literature of complexity theory. As an informal description, an MPC protocol or
PRG is considered computationally irrelevant from a PRG if security is preserved even if the correspond-
ing distinguisher is given oracle access to the inverter of the latter. Constructing such protocols and PRGs
that are (computationally) secure relative to a family of inverters of other PRGs apparently requires some
computational problems that are hard even with access to some family of oracles. A class of problems
called “the gap-problems”, proposed by [11], can be considered a class of computational problems that are
hard relative to an oracle solving the corresponding decision problem. This class of problems proved to be
very useful and cryptographic schemes have been constructed and security of existing schemes has been
proved under the computational hardness assumptions of these problems (e.g. [L1, 8, 7]). In addition,
the relativisation paradigm has been used to prove some negative results in the literature of cryptography
(e.g. [6]). Hence here we argue that such relativised computational problems are interesting in their own
right and security or computational hardness assumptions relative to a family of the inverters of some
PRGs, which are essential for the concrete implementations of our proposed sufficient conditions, are
hopefully further studied in future works.

Unlike [10] which only considered 2-party protocols where only 1 PRG is used, we consider a broader
range of situations:

I 1 adversary (or multiple non-colluding adversaries) exists and 1 PRG is used.
IT 1 adversary (or multiple non-colluding adversaries) exists and multiple PRGs are used.
IIT Multiple colluding adversaries exist and multiple PRGs are used.

Deferring the precise presentation of the sufficient conditions to preserve security for each case, here we
briefly and informally summarise the computational irrelevancy conditions used in each case:

I 1 adversary, 1 PRG:
— Protocol is irrelevant from PRG.
II 1 adversary, multiple PRGs:

— Protocol is irrelevant from each PRG.

— PRGs are pairwise irrelevant.
IIT multiple adversaries, multiple PRGs:

— Protocol is irrelevant from PRGs.

— PRGs are irrelevant.



By comparing conditions used in each case, we find that these results are very intuitive: in the first case
where only 1 PRG is used, the only possible requirement is that the protocol be irrelevant from the PRG;
in the second case where only 1 adversary exists or adversaries do not collude, computational irrelevancy
is imposed on the PRGs one-by-one; in the third case where adversaries may collude, computational
irrelevancy is imposed on the PRGs as a whole.

2 Preliminaries

In this section, we introduce some basic notations as well as security definitions of PRGs and MPC
protocols in the traditional sense.

2.1 Basic Notations

Definition 1. In this paper, we use PT M, PPT and NUPPT to denote the set of (uniform) prob-
abilistic algorithms, (uniform) probabilistic polynomial-time algorithms and non-uniform probabilistic
polynomial-time algorithms respectively. For a finite set S, we write s <—g S to denote that s is assigned
a uniformly sampled value from the set S.

Definition 2. A function f : N — Ry is negligible if for any polynomial p, 3Xg € N, VA > X,
FO) < 58

<3 A function f : N — R>¢ is noticeable if there exists a polynomial p and A\g € N, VA > ),
) = 55

2.2 Pseudorandom Generators

In this section we review the definition of PRGs and their security definition as well as introduce notations
about PRGs for later use.

Definition 3. A deterministic polynomial-time algorithm is called a pseudorandom generator (PRG) if
on input (1*,s) outputs 7 such that A € N, s,7 € {0,1}" and |r| > |s|. A\ € N is called the security
parameter, s is called the seed, and 1;,(\) := |s| and l,u:(N) := |r| are called the input length and output
length respectively. When multiple PRGs are used, we use l;(A,4) and oyt (A, @) to denote the input
length and output length of the PRG indexed by 1.

Definition 4. A PRG R is said to be uniformly (resp. non-uniformly) secure if VD € PPT (resp.
NUPPT),

Pr[D(1%, R(1%,5))] - Pr [D(1*,1)]|

is negligible where s <—g {0, 1}”"'()‘) and r « g {0, l}l"”t()‘).

Definition 5. For a PRG R, let Z denote the PT M speficied in Algorithm 1 that inverts R’s output:

Algorithm 1 Zrp € PT M inverting R

A loute (1Y)

1. procedure Zg (1%, 1) >re{0,1}
2 S+ 0

3 for s « {0, 1}1”‘()‘) do

4: if R(1*,s) = r then

5: S+ SuU {S}

6 end if

7 end for

8 if S # () then

9: S <R S
10: return s
11: else
12: return |
13: end if

14: end procedure




2.3 Secure Multiparty Computation

In this section, we review security definitions for MPC protocols. While the notion of secure multiparty
computation was first conceived and formalised by Yao ([12, 13]), the modern formalisation of security
of MPC protocols that is used in more recent literature was proposed by [5]. In this paper, we shall deal
with the semi-honest adversarial model in [5].

Definition 6. Let m be an n-party protocol and f: (f1, f2,-.., fn) be a probabilistic functionality to
be computed by w. We say 7 is secure against party P; if 3S € PPT, VD € NUPPT,

Pr [D (S0, £i(#). &) = 1] = Pr [D (s, is (11, 87, 7(1, &7 = 1]

is negligible where

e x;: input of party P; and & := (21, x9,...,2,).
+ f(Z): output of party P; on inputs # and F(Z) := (f1(2), fo(@).. .. fa(2)).
e 7;: random bits used by P; and 7 := (r1,7r2,...,7y).

o m; (1%, #;7): messages received by P; during the executing of the protocol with inputs # and ran-
domness 7 and (1%, & 7) := (1 (1Y, ;7), Mo (12, £ 7), . . ., m, (1Y, ;7).

Definition 7. Let m be an n-party protocol and f: (f1, f2,- .., fn) be a probabilistic functionality to be
computed by m. We say 7 is secure it 3§ € PPT,VI = {i1,i2,...,im} C{1,2,...,n} (i1 <izg < -+ <ipm),
VYD € NUPPT,

Pr [D (5(1&1, 71, f1(2)), “(f)) - 1} — Pr [D (VIEW, (7 7), n(1*, 3 7)) = 1]’

is negligible where

= (Xiy, Tigy - Ti,,)

f( %), fia (@), - ., i (B))
I,VIEW; (% 7), VIEW,, (Z;7), ..., VIEW,, (Z:7))

Jiik,’r‘ik,’l’ﬁik(l)\,f; ’I?))

3 Main Theorems

3.1 1 Adversary, 1 PRG

We first consider the case where only 1 adversary exists or multiple non-colluding adversaries exist and
only 1 PRG is used. As stated before, if the adversary does not use a PRG thus the seed is not explicitly
known to the adversary, then we can perform a standard reduction to guarantee security unconditionally.
We present this in the following lemma for completeness.

Lemma 8. Let 7 be an n-party protocol, and R be a PRG. Let i,j € {1,2,...,n} and i # j. If w is
secure against party P; and R is non-uniformly secure, then mo; R is secure against P;. Here mo; R
denotes the protocol derived by replacing party P;’s randomness with the output of R.

Proof. Let S be the simulator for party P; by the security of m. We show that this simulator can also be
used to prove the security of 7w o; R. For any distinguisher D against S and any input &,

Pr [D(aj, 1y, (moi R); (1, 2),m 03 RO, ) = 1] = Pr [D(S(1Y, a5, (). (#)) = 1]

—

(
Dy, vy, 5 (10, & (R(1, 50))), m(1, 35 (R(1X, ) .)) = 1] — Pr [D(sm,xj,fj(f)), (7)) = 1”
(o713 (1,3 (), ) (12, (r),)) = 1] = Pr [ DS,y 5(@)), Fl@) = 1]

+ |Pr [D(J;j,rj,ﬁ’zj(l)‘,f; <R(1)‘,5i)>i),7r(l)‘,f; <R(1>‘,si)>i)) = 1]

‘Pr

—_

[
D

‘Pr

—Pr [D(xj’rj7mj<1/\7§; <Ti>i)’ 7T(1>\a 7 <rl>z>) = 1] ‘

=~



where r; g {0, l}lm”()‘) and s; <r {0, 1}li"()‘). Here (m o; 7%)J denotes the messages received by P;
during the execution of the mo; R (what m; is to m) and (r), in the randomness part of the inputs means
that party P; takes randomness r and others take uniformly distributed random bits (as specified in 7).
The first term on the right hand side is negligible by the security of = against P;, while the second is
negligible by the non-uniform security of R. |

Next we define security of MPC protocols relative to a family of oracles to formalise computational
irrelevancy between the protocol and PRGs.

Definition 9. Let 7w be an n-party protocol and i € {1,2,...,n}. We say 7 is secure against party P;
relative to O = {0;},., C PTM if 3§ € PPT, VD € NUPPT,

—

‘Pr {DO (3(1’\,xi,fi(f))7 (f)) = 1} — Pr [D? (i, (17, 3 7), w (13, & 7)) = 1]‘

is negligible where D® means D is given oracle access to all O;.
The following is necessary as an additional assumption on PRGs.

Definition 10. Let R be a PRG. Let range(R,\) denote the set of all R’s outputs under security
parameter A:

mnge(R7 )\) = {R(l’\, 3) | s€e {07 1}lm()\)}.

We say R is uniformly (resp. non-uniformly) indistinguishable in its range relative to O = {O;},;c; C

PTM it VD € PPT (resp. NUPPT),
[Pr [DO (1%,7) = 1] = Pr [DO (1, R(1%, 5)) = 1]|

is negligible where r < range(R, \) and s < {0, l}li"(/\).

The following is necessary as an additional assumption on the simulator of the protocol. This basically
states that the simulator outputs its own random bits as is to generate the adversary’s random tape. Note
that this definition is introduced by [10] and proved to be necessary also in the setting of information-
theoretic security.

Definition 11 ([10]). Let m be an n-party protocol that is secure against P; with simulator S. We say
S is with raw randomness if 3T € PPT, VA € N,

S i, fi(Z)sriy ) = (ri, T, 24, £3(Z), 7457) )

where the notation (r;,y) means that components of the tuple (r;,y) are rearranged such that r; corre-
sponds to the simulated random tape part.

Next we present the main theorem of this section, which states the sufficient conditions under which
use of a PRG preserves security in the 1-adversary-1-PRG case.

Theorem 12. Let w be an n-party protocol. Fori € {1,2,...,n} and any PRG R (whose output length
matches that of the random tape of P;), if

o T is secure against party P; relative to Ir with raw randomness where L is the inverter specified
in Definition 5.

. 61()\) — [range(R,\)|

om0 18 noticeable.

e R is non-uniformly indistinguishable in its range relative to Ir.

then mo; R is secure against all parties. In particular, m o; R s secure against party P; relative to Ir
with raw randomness.

Proof. For j # 1, the security of m o; R against party P; follows directly from Lemma 8. We consider
security against party P;.

Let S be the simulator for m by the first assumption. Since S is with raw randomness, we write
SO, zy, fi(2); i, 7) = <m, T, x4, fi(f),m;n)>. Consider the simulator S defined as

S~(1A7$i7 fl(f)7 siaTi) = <sivT(1A7mi7 fl(f)aR(]-)\v sl)a TZ)> .



For any distinguisher D (with oracle access to Zr) against S, define distinguisher D (with oracle
access to Zgr ) against S as follows.

Algorithm 2 Distinguisher D against S

: procedure DI? (xJr TT m;r,yj)

! <—IR(TI)
if s # 1| then

return DI (JIT S; mz,yj)

1
2
3
4 »Sis
5: else
6 return 0

7 end if

8: end procedure

Since S is with raw randomness, 7" is distributed identically in both the real and the simulated views.
Now the condition sz % | at line 3 holds with probability €;(\) in either case. Under this condition,
since R(1%, sj) = r;r and by raw randomness of S and the definition of S, we have
Pr [DIR (@i, 7, mi(l/\v 7 <Ti>z')a W(lkv T <rl>z)) = 1] =Pr [ﬁIR (4, S;'r’ mi(l)\v z; <7‘2>1), "T(l/\v z; <T1>z)) = 1}

—

Pr [DTR(S(P, i, fi(@)imi, i) f(@) = 1) = Pr [PPSO i, fi(@) 5], ), /(@) = 1

where r; <pg {0, l}l‘”‘t()‘) and s;r < Ir(1*,7;). Here (r), in the randomness part of the inputs means
that party P; takes randomness r and others take uniformly distributed random bits (as specified in ).

Claim 12.1. For any input &, under the condition sz % 1 at line 3 in Algorithm 2, both

e2(\7) i= |Pr D% (ws, sl s (1, (), ) (1,3 (r2),)) = 1]

—_

—Pr [D TR (g, s, (1, @5 (R(UY, 50)),), w1, 8 (R(1A, 50)),)) =

q u

s\ @) i= [Pr [P (SO i, £i(@)s ], ), (@) = 1] = Pr [PPSO s, £i(@)s 50,72, fl@) = 1]|

are negligible, where r; < {0,1}' out) o sl + Ir(1*,7;) and s; <g {0,1} Lin (),
Proof. We first show that (A, 7) is negligible. Assume the negation, i.e. Jp € poly(-), there exists
infinitely many (X, Z)’s such that e2(\, &) > ﬁ. Now consider a distinguisher D* with oracle access

to Zr against R. Pick one Z for each A and give D* as advice for security parameter A. Define D* as
follows.

Algorithm 3 Distinguisher D+ against R

1: procedure D*Z= (12, rT) > with & as advice

2: s+ Ir(rh)

3: if s # | then

4: Simulate 7 on input # and use r! as random tape for party P; to obtain P;’s view mi; and the
result g.

5 return DI® (z;, 5,1, 7)

6 else

7 return 0

8 end if

9: end procedure

Under the condition s;[ # 1 at line 3 in Algorithm 2, r; <R {O,l}l‘””(/\) is equivalent to 7; <p



range(R, A). Now

Pr D% (1%,1:) = 1] = Pr [DF% (1, R(1%,51)) = 1] |
1

_ ‘Pr {f)IR(xi,sT i (10, &5 (re),), (12, &5 (13),))

—Pr [ﬁfﬂ (@i, 80, m: (1, 35 (R(1, 5,)),), (12, & (R(1%, 5,)))) = 1] ]
. 1
ea(A\, @) > BV

This contradicts the assumption that R is non-uniformly indistinguishable in its range relative to Zg.
The proof for €3 is similar to that of ez, where instead of simulating , the distinguisher D* against

R simulates S using the input as its random tape. ([l
Let
Pi(\,7) = Pr | DTR (2, 5], s (1, 2 (r),), 7 (1, 75 (1)) = 1]
Py(A, &) i= Pr [DTR (w;, 55, (1, 7 (R(1, 5,)),), (1%, & (R(1%, 5,)),)) = 1}
Qu(\,@) := Pr [ DT~ (S(1Y, i, fi(@): 5], m), Fl@) =1]
QoA ) 1= Pr [DT(S(1 i, fi(@); 30,70, F() = 1]

thus €9 and €3 become

62(>‘7‘f) = ‘Pl()‘ﬂf) - PZ()‘af)l
63(>‘af) = ‘Ql(Aaf) - Q2()‘af)| .

Summarising the discussion above, under the condition s;[ # 1 at line 3 in Algorithm 2,

Pr [D™R (g, 7y, i (1, 5 (ry),), 7 (1%, & (r3),)) = 1] — Pr [DIR(S(Y\,M,fi(f);mﬂ'),

= [Pr [ D% (a, sl (10,3 (12),), w(10, 5 (1)) = 1] = Pr [P (SO i, fi(@):s, ), (@) = 1|
= [Pi(AZ) = Q1(A D)

= |(P2(A\ %) — Q2(N, ) + (PL(A, Z) — Pa(A, 7)) — (Q1(A, T) — Q2(A, D))

2 [P (X)) = Q2N Z)| — [PL(A, &) — P(A, Z)| — |Q1(A, Z) — Q2(), D)

= [Pr [D7 (@i, 50, (mos R):(1), 7 (s0),), 0 ROA, F (s2),) = 1]

—

—Pr [DIR( (N, 2, fi(@); 50, 70), (f))zl”—eg(A,f)—eg()\,i:').

Note that DI® always outputs 0 when the condition s;r # L at line 3 in Algorithm 2 is not satisfied.
Thus as for overall probability, we have

[P DT (o (12, () ). (01 3 (10,)) = 1] = Pr [DPR(S( e, £(@): ). £(2) = 1|
> ( ’Pr [ZSIR (w4, 54, (m)i(ll\,fﬁ (si);), ™o R(IAN, T (s:),)) = 1}

—

— Pr [P (SN @i, fi(@): 30 m). (@) = 1] | = 20, ) = (A 3) - s()



which implies that
[Pr [D% (2, 51, (m o1 R)s(12, 3 (s1),), 03 RO, 5 (s2),)) = 1]

—Pr [@IR (3(1’\, x4, [i(Z); 84, Ti)s

_[Pr IR G a0, 75 () ), m 00, 5 (),)) = 1] = Pr [PPSO, @573, m), S10) = 1]

- 61(/\)
+ 62(/\, f) + 63(/\, f)

The first term is negligible by the assumptions that 7 is secure against party P; relative to Zr and that
€1 is bounded below by the inverse of a polynomial. e3(\,Z) and e3(\, Z) are negligible by Claim 12.1.
Therefore the expression is negligible, which completes the proof of Theorem 12. ]

3.2 1 Adversary, Multiple PRGs

We extend the result to the case where multiple parties use PRGs.

Since now we are dealing with multiple PRGs, we have to first formalise computational irrelevancy
between PRGs. It turns out that in this case, the protocol is only required to be irrelevant from each
PRG and PRGs are pairwise irrelevant.

Definition 13. Let R be a PRG. We say R is uniformly (resp. non-uniformly) secure relative to
O ={0i};c; CPTM if VD € PPT (resp. NUPPT),

[Pr[DO (1%,7) = 1] = Pr[DO (1, R(1%, 5)) = 1]|

is negligible where r < {0, 1}l°“‘()‘) and s < g {0, 1}li"'(>‘).

Definition 14. Let R; and Rs be uniformly (resp. non-uniformly) secure PRGs. We say Ry and Ro
are computationally irrelevant if for i € {1,2}, R; is uniformly (resp. non-uniformly) secure relative
to Ig,_,. For a family of uniformly (resp. non-uniformly) secure PRGs {R;},.;, we say {Ri};c; are
pairwise computationally irrelevant if Vi,j € I with 7 # j, R; and R; are computationally irrelevant.

Using pairwise computationally irrelevant PRGs and with the help of Theorem 12, it is relatively easy
to derive the main theorem of this section, which states the sufficient conditoins to preserve security for
the 1-adversary-multiple-PRG case.

Theorem 15. Let m be an n-party protocol and I C {1,2,...,n}. Let {R;}
uniformly secure PRGs that are pairwise computationally irrelevant. If Vi € I,

ier be a family of non-

o T is secure against party P; relative to Ir, with raw randomness.

|[range(R,\)|

S s noticeable.

e R, is non-uniformly indistinguishable in its range relative to Ir,.

then mwor {Ri};c; is secure against all parties. In particular, Vi € I, woy {R; }jeI is secure against party
P; relative to Ir, with raw randomness. Here mor{R;},.; denotes the protocol derived by replacing party
P;’s randomness with the output of R; for alli € I in .

Proof. For i ¢ I, the security of mo; {R;}
times.

Consider the case i € I. By Theorem 12, it suffices to show that 7op (33 {R; }jel\{i} is secure against
party P; relative to Zr, with raw randomness. We show this in the next claim.

jer against P; can be easily derived by applying Lemma 8 |

Claim 15.1. Vi € I, mop (i3 {R; }jel\{i} is secure against party P; relative to Ir, with raw randomness.



Proof. Let I = {i,i1,i9,...,im—1} (2 <m <n,i; <iz < -+ <ip_1). By assumption, 7 is secure against
party P; relative to Zg, with raw randomness. Let S be such a simulator and we use it to prove the
security of 7 op iy {R; }jel\{i}' For any distinguisher D with oracle access to Ir, against S,

‘Pr [D Ri (35,70, (mop 1y AR; }]61\{1 (12, 2), (m on iy (R} sep o) (1, 8) = 1}
= Pr [PPSO, i, (@), F(@) = 1] |
< [Pr (D7 o, i i (1, 2, w1, ) = 1] = Pr [DF (SO, (), 1) = 1]

+ Z ‘Pr {DIRi (xi’ri’ (m CTulis+1} {Rj}jeJU{i‘J‘Jrl})i(l)\a f)v
J

(7 01013 (Ribjeangi o)) (1 8) = 1]

= Pr DR (@i, mi, (mog {Ry}ye )i(1,8), (7 05 {Ry} e )14, 8) = 1] |

where J spans over 0, {i1}, {i1,42},. .., {#1,%2,---,%m—2}. Note that 7o {Rj}jEJ = 7 when J = (), and
TO Uiy} {RJ}jEJU{iMH} = Topn{i} {Rj}jel\{i} when J = {i1,42,...,im—2}. By pairwise irrelevancy,
each R; , ., is non-uniformly secure relative to Zg,, thus each summand is negligible. The first term is
negligible by the assumption that 7 is secure against P; relative to Zr,. Hence the whole expression is

negligible, which completes the proof. O

Now mop 4y {Rj}jel\{i} satisfies the first condition of Theorem 12 by Claim 15.1, and R; satisfies

the second and third conditions of Theorem 12 by assumption. We can conclude that = o; {R;}

. is
JeI
secure against party P; relative to Zr, with raw randomness. |

3.3 Multiple Adversaries, Multiple PRGs

We extend the result to the case where multiple colluding adversaries exist and multiple parties use PRGs.

Due to the difference of security definitions between the 1-adversary and multiple-adversary cases, we
first extend the security of an MPC protocol relative to a family of oracles to the case where multiple
parties are corrupted and may collude.

Definition 16. Let 7 be an n-party protocol. We say 7 is secure relative to O = {OI}IC{LZ‘..JL} where
VI C{L,2,...,n}, Or ={0;};c; CPTMif 3§ € PPT, VI = {i1,iz,...,im} C{1,2,...,n} (i1 <iz <
- <'im), VD € NUPPT,

‘Pr [DO’ (3(1&1, Z1, 1(®), *@)) - 1] — Pr [DOF (VIEW,(&; 7), 7(1*, 7; 7)) = 1](
is negligible.
Similarly, the definition of raw randomness (Definition 11) can also be extended.
Definition 17. Let 7 be a secure n-party protocol with simulator S. We say S is with raw randomness
if 37 € PPT, VA e N, VI = {i17i2,...,im} C {1,2,...,n}(i1 <ig < - < Zm),

S(1A7[7jI7fI(f);ri17riz7'"7rim77—) = <Ti1ari25"'arim7T(1>\aI7fIaff(q_f:)aripriza"'arim;T)>

where the notation (r;,,7;,,...,r; ,y) means that components of the tuple (r;, ,7i,,..., 7, ,y) are rear-
ranged such that each 7;, corresponds to the simulated random tape part.

Unlike the 1-adversary case where it is sufficient to consider the PRGs one-by-one, we define overall
computational irrelevancy for families of PRGs.

Definition 18. For a family of uniformly (resp. non-uniformly) secure PRGs {R;},.;, we say {R;},; are
computationally irrelevant if Vi € I, R; is uniformly (resp. non-uniformly) secure relative to {IRj }je i)

Now that we have extended the necessary definitions in the l-adversary cases, the main theorem of
this section presenting a similar result can be shown for the case where multiple colluding adversaries
exist.



Theorem 19. Let m be an n-party protocol and I C {1,2,...,n}. Let {R;i};c; be a family of non-
uniformly secure PRGs that are computationally irrelevant. If

o T is secure relative to {{IR with raw randomness.

}iGIﬁJ}JC{1,2,...,n}

o Viel, e (N = % is noticeable.

o Vi eI, R; is non-uniformly indistinguishable in its range relative to {IRj }jel'

then wor {Ri};c; is secure relative to {{Ir,} with raw randomness.

z‘emJ}Jc{l,z,.wn}

Proof. The argument is essentially the same as the one used in the proof of Theorem 12, combined with
a hybrid argument.

Let S be the simulator for 7 by the first assumption. Take VJ = {j1,42,...,Jm} C {1,2,...,n} (J1 <
Jo <+ < Jm). Since S is with raw randomness, we write

A7 o2 - A 72 -
S(l 7J7xJafJ(x)§Tj17Tj27'"’ijvT):<rj177ﬁj2v"'77ajm7T(1 ,J,l‘J,fJ(l‘),?“jl,sz,...,ij;T)>.
Consider the simulator S defined as

5(1)\7J75JafJ(f);5j1vsj27' . '7sj'm,77_)
= <3j1a3j27 .- 'Sjm7T(1)\7 J, xivfi(f)aR;‘l (1A7511)7R;2(1)\’8j2)’ R ;m(l)\’Sjm);T»

where
. R; (1%, s5,) ifjeelInJ
R]k(l)\75jk) = ]k( Jk) ' ,k
Sie lfjk¢IﬂJ.

For any distinguisher D (with oracle access to {Zr, }ic1ny) against S, define distinguisher D (with
oracle access to {Zg, },c ;) against S as follows.

Algorithm 4 Distinguisher D against S

1: procedure DT dierns (J1, VIEW! VIEW! ... VIEW! | 4F)

2 for j, € J' do
Lol ol )« VIEW!
3 (zjk7rjk7mjk) A Jk
4 if j, € I then
T T

5: st Ir, (1)
6 if S;k = 1 then

7 return 0
8 end if
9 else

. T T
10: Sjk — Tjk'
11: end if

t Pt ot

12: VIEW]! < (], , s} .m0} )
13: end for

14: return DR ticins (Jt, V|EW}j7 V|EWE, e ,VIEW;IL,yiT)
15: end procedure

Since S is with raw randomness, r;k_’s are distributed identically in both the real and the simulated
views. Now in each iteration of the for-loop, under the condition that s;rk = 1 at line 6 gets evaluated,
it evaluates to false with probability €1 j, (A) in either case. Since if ji ¢ I, line 7 is never executed,

line 14 gets executed with probability ijelﬂJ €15, (A) in the real view as well as in the simulated view

conditioned on J = Jt. Under this condition, since Rj, (1%, s;rk) = r;k and by raw randomness of S and
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the definition of S, we have

Pr (DR icins (VIEW, (7;7), (1), 3;7)) = 1}

= pr [DVTRicrni (J, (x;,, stomy (N2 ()5 e ),
(@8], (O T () 5, e ) TN B () e 5)) = 1]
pr'z>{fni}mImJ<s<1A,J;fJ,f}<fxvyl,~.7vam,7>,ftf>>::1}
= Pr [DUTriberns (SO, 0,55, F(@)isl ..., st ), fl@) = 1]

’ Jl’ 7T Im?

where 7;, <r {0, 1}l°“t’jk()‘) and

T(ﬁ IRjk(l)‘,Tjk) ifjpelndJ
Tk lf]k¢IﬁJ

Here (r;, >jk ¢ in the randomness part of the inputs means that each party Pj, ,Vj, € J takes randomness
r;, and others take uniformly distributed random bits (as specified in ).

Claim 19.1. For any input T and J = {j1,72,---,Jm} C {1,2,...,n} (j1 < j2 < -+ < jm), under the
condition that line 7 is never executed in the real view and the simulated view conditioned on J = JT,

both

e\, &, J) = |Pr [ﬁ{IRi}iemJ(.], (le,sj»l,mjl(lk,i"’; <Tjk>jk€J))’
@] (P& (), e ) (0N 8 () ,00) = 1
= Pr [DUR T ierns (J, (2,50, my (10,3 (RG, (1Y 530)) )
s S5 O T (R, (02 550)0) )10, (R5, (1Y 83)) ) = 1] |
es(\, 7, J) = |Pr [D{ RiYierns (S(X, J, 2, Fr(2); Jl,...,s;7,L,T),f(f)):1}

= Pr [P dicins (SN 1,30, Fo@i 551, 85,007), F0) = 1|

are negligible, where r;, g {0, 1}lm4,t,_7'k()\),
i TR, (i) gk eInd
T ifjgeéInd

and

o e {0, 1} i e g
I {0, 1}t g g TN

Proof. We first show that ez(A, Z, J) is negligible. It suffices to show that 0 < VI <m — 1,
21\, J) 1= |Pr DR Dicins (U, (w550, my, (1,3 (R7))),
s @0 850, ma (8 (RD)), (@050, M, (10, (R)))),
@8, (13 (RD)), 7(10, 7 (R7))) = 1]
Pr [ﬁ{IRi}iemJ(J (24,,85,,mj, (1%, Z; <Rl+1>))
s (@ 850 (U F5 (R, @ S Mg (10575 (R4 )

9 (:Ujm,s;r‘m,mjm(l)‘,f; <R7+1>))37T(1>\a T <RT+1>)) = 1} ’

11



is negligible and the result follows from a standard hybrid argument. Here the notation (R}) means
that parties Pj,, ..., Pj, use random tapes R*(1*,s;,),..., R*(1*,s;,), parties Pj,, ,,...,P;, use random
tapes rj,,,,...,7;,, and others use uniformly distributed random bits. If j;11 ¢ I N J, then the claim
holds trivially. Consider the case ji+1 € I NJ. Assume the negation, i.e. 3dp € poly(-), there exists

infinitely many (A, &)’s such that e;; (A, &, J) > ( 5~ Now consider a distinguisher D} with oracle access

to {ZIR, }ic1ny against R; Pick one & for each A and give Dl* as advice for security parameter A. Define

~ I+1°
Dy as follows.

Algorithm 5 Distinguisher Dl against R} i

+{Z Ri }zeIﬂJ(l)\ )

1: procedure Dl > with Z as advice

2: 5 IRJ:+1 (rH)

3: if s # L then

4: Simulate i on input z using pseudorandom tapes for parties
{Pj}jemm{jl iy and rT as random tape for party P;y1 to obtain {Pj}jEJ’s views
(le,sﬂ,m;j) (x]l,sgj,m;j) (@)1 58, m;f:rﬂ) (x]m,sjil ;”L) and the result ¢.

T

. return B! Ridierns (J, (81, m;D,...,<xj,,s;j,mjj>,<xm,s mil ). (@, s miT ) )

6 else

7 return 0

8 end if

9: end procedure

Under the condition that line 7 is never executed in the real view and the simulated view in Algorithm

4, 15, <r {0, l}l"“t()"jl“) is equivalent to rj,,, < g range(R;, ,,\). Now

P By e (1) = 1] e [B T e (0 Ry (00 s,0) =1
= [Pr [PV icins (7, (@550, m, (11,7 (R7))),
o (@ 850 (P 5 (RO, (i 85,0 s (10 7 (R)D)),
@ sh o, (3 (R, (1, (RD)) = 1]
(1,3 (Ri ),
o (@ 850, mg, (1 T (REAM) (T S s Mg (1 (1%, (Ria)):

@] mg, O3 (R ) (00,3 (R ) = 1|
1

p(A)

—br [ﬁ{hi}"em(l (2515 850, my,

= 6271(/\,5, J) >

Since {Zr, };crns C 1Zr. }icr> Dy the second assumption, R, is also non-uniformly indistinguishable
in its range relative to {Zr, },c;,, which leads to a contradiction.

The proof for €3 is similar to that of €5, where instead of simulating 7, the distinguisher 151* against
simulates S using random tapes as the above algorithm. O

R

Ji+1

12



o [~{Zr,}. ~
P\, 2,J):=Pr »D{ R1,}zeIﬁJ(J, (le,s;t.l,mjl(l)‘,m; <rjk>jk€J)),
@] (O T ()5 ) TN B (1), ) = 1]

Po(\,Z,J) == Pr [DTRibierns (g, (24,,85,,mj, (1N, Z; <R;k(1k,sjk)>. EJ))?

Hl

o) ('Z‘jm,7 Sjm s mjm(l)\v f; <R* (lAa Sjk)>j 67

—

H(R;, (0 53)) ) = 1]
| o], ), @) 1}
Qa2(\, 7, J) = Pr [ﬁ{l—ﬁi}ielﬁJ(g(l)‘,J,fJ,fI(f)§3j17""sjm’ 7). f(@) ]

8

Qi(\ &, J) = Pr [DUIRidicins (12, 0,25, 3 (2); 5

8

thus €9 and €3 become

e2(\ 7, J) = [P\, 7, J) — Po(M, 7, J))|
63()‘af7 J) = |Q1()‘7f7 J) - QQ()\7‘/Z:7 J)| .

Summarising the discussion above, under the condition that line 7 is never executed in the real view and
the simulated view conditioned on J = JT,

Pr |:’D{IR1;}1'€IOJ (V|EWJ(f;f'),W(1Ayf; F)) = 1:|
— Pr {’D{Iﬁi }ieIﬂJ (8(1)‘7 J7 :l_fj, f:](f)7 Tjiye-- ’TjnnT)a _’(f)) = 1} ’

= ‘Pr [b{IRi}ieInJ(J, (:L'j“s;{1 y My (1)\, f; <Tjk- >jk€J))

@, (13 (), ) 7 (0 3 <m>w>> 1]
Py {ﬁ{zﬁi}ieInJ(S( Ly fr(@)ist st ), 1”

= |P1()‘757 J) - Ql()‘axa J)|

= [(P2(A\ 2, J) = Q2(A\, @, J)) + (PL(N, &, J) — P2(A, 7, J)) — (Q1(A, 7, J) — Q2(A, @, J)))|

Z|P2()‘7fa‘])_Q2()‘afaJ)|_‘Pl(Aava)_ ( f ) _|Ql()‘7fa‘])_Q2()‘7faJ)|

= [Pr [DE=dicins (VIEW o1y {Tr.ierns) 5 (@ (5)serns)s 70N 8 (53) ) ) = 1]
= Pr [DURbieins (S(N, 1,30, 1@ 851,85, 7), Fl@) = 1”
— 62()\,5, J) - 63(>\,f, J)

where (VIEW ornJ {IRi}iGIﬂJ)J denotes the view of {P}, ., during the execution of m orn; {Ri};crns

(what VIEW is to 7). Note that DlTribiciny always outputs 0 when line 7 is executed in Algorithm 4.
Thus as for overall probability in the real view and the simulated view conditioned on J = J', we have

Pr {D{Zm}iem (VIEW (2 7), 7(1*, % 7)) = 1}

—

— Pr DR dicins (SON 1,30, [y @iy, 15,7, @) = 11T = ]|
> ((|Pr [BU=dcins (VIBW 010 {Tr, biesns) 5 (B (53)jern) (0 3 (55) s p0) ) = 1]
— P [P hierns (SOX, 1,25, fo(@); 510,155 7), f@) = 11T = ]|

— e\, J) — es(\, 7, J)) I an™

jk€INJ

13



which implies that

Pr [ﬁ{zm}iem] ((VlEW orns {Ir. Yierns) ; (% <Sj>j€mJ)’7r(1)\’f; <Sj>j€m‘])) B 1]
. [ﬁ{zﬁi}ielﬂJ(S(lA,J,fJa.f:]<f);8j1’ 8 T) F(@) = 1T = J”
‘Pr {D{Im}iem.z (VIEW, (7;7), w(1Y, 7 7)) = 1}
_ Pr [D{Iﬁi}iemJ(S(l’\, J,Z7, f](f)a Tivse s Tjms T)s
[T erns €1 (V)

—

(@) =117t = ]|

<

+ 62()\,.’?, J) + 63()\,{37 J)

By the security of 7, the component of the output of S corresponding to J in the real view, denoted JT,
. C

satisfies J J[ "% J ie. Jt and J are non-uniformly indistinguishable. By the definition of S, the same
holds for S. Since J is not a random variable, this can only happen when Jt # .J occurs with negligible
probability, say e4(1*,#,.J). Thus the inequality above can be rewritten as

e [DR e (VIEW o1 (i beiny ) (05059 10 ) 7055 5 ) = 1
=Pt [BR D cins (S, i, Fo @i ) 1) = 1]
| Pr [P dicins (VIEW, (7 7), 71,7 7)) = 1]

= Pr [DURdicins (SOX, 0,5, Fy (@575, 7), F@) = 1] | + s 7.0)

ijGIﬂJ €1,k (\)
+ GQ(Aafa J) + 63()‘757 J) + 64()‘7fa J)

IN

The first term is negligible by the assumptions that 7 is secure against party P; relative to Zr, that
es(A, 2, J) is negligible, and that each €; ;, is bounded below by the inverse of a polynomial. ex(A, &, J)
and e3(A, &, J) are negligible by Claim 19.1. Therefore the expression is negligible.

To prove Theorem 19, it suffices to show that

Pr |:’Z§{IR7;}7‘,EIHJ ((V|EW ornJg {IRi}iGIﬁJ)J (f; <sj>jeIﬂJ)77r(1/\,f§ <Sj>jeIﬁJ)> = 1}

and
Pr (DU dierns (VIEW of {Tr, }ic,), (@ (s5) ) 700 3 (55 sep)) = 1]

only differ negligibly. This follows from a hybrid argument. Let I\J = {i1,i2,...,4} (0 <1 < |I|,i1 <
iy < -+ <iy). Now

[Pr [DUhierns (VIEW o1 {Zr, }iey) , (@ (5),00)s (1 7 {s3)e1) ) = 1]
— Pr [’b{IRi}q‘,GIﬁJ ((V|EW orng {IRi}iEIﬁJ)J (7 <Sj>j€ImJ),7r(2>"f; <Sj>j€IﬂJ)) = 1} ’

Pr [@{Ini}ielﬁ‘] ((V|EW CKU{i|x 41} {IRi}iEKU{ilK\+1})J (& <Sj>j€KU{i‘Kl+l})7
(1%, 7; <5j>jeKu{i|K\+1})) - 1}

= Pr [P iy (VIBW o {Tw,Yyesc) , (F (5900 710 53)010)) = 1] |

where K spans over 0, {i1}, {i1,42},...,{i1,i2,...,ii—1}. For each K, INJ = I\(I\J) C I\ {i|x|4+1},

thus {Zr, };c1n C {ZR, }ie MNijrea ) By computational irrelevancy, each R; . ., is non-uniformly secure

relative to {Zw, };c ik b thus also non-uniformly secure relative to {Zg, } Hence each summand

ieInJ-
is negligible, so is the whole expression, which completes the proof of Theorem 19. |
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4 Related Works

4.1 Relation to Information-Theoretic Assumptions

We discuss the relation between our proposed sufficient conditions and the information-theoretic ones
used in [10]. Since [10] only considered the 1-adversary-1-PRG case, we compare its result with Theorem
12.

[10] assumes information-theoretically secure protocols (i.e. the variation distance between the real
and simulated views is negligible) with raw randomness. This is a stronger one than the first assumption
of Theorem 12 since it is a well-known fact that statistical closeness implies computational indistinguisha-
bility and its proof relativises to any family of oracles.

Next we show that the min-entropy condition on PRGs is a stronger one than our second assumption
of Theorem 12.

Proposition 20. Let R be a PRG. If l,ui(\) — Hoo(R(12,+)) € O(log \), then % is noticeable.
Here Hoo(R(1%,+)) ids called the min-entropy of R and is defined as

Hoo(R(1Y,)):=— max _log,Pr[R(1%,s) =]
r€{071}lo’llrt(>‘)

where s < g {0, 1}”"()‘).

Proof. By definition we can focus on the range of R when considering min-entropy:

Ho(R(1*,)) = — logy Pr [R(1%,5) = 7] .
(RO, ) =~ _ max  logyPr[R(1%s)=r]
For a finite set, the uniform distribution yields the highest min-entropy among all distributions over this
set, thus
Hoo R 1)\7 . < — 1 P Ur 0 —
( ( )) = TEraglg%)((R,)\) 089 I‘[ ange(R,\) ’I‘}
= log, [range(R, A)| .

The assumption can be rewritten as QHZZR% < p()) for sufficiently large A’s for some polynomial p.
Thus
9lout(N) 9lout(N) 9lout(N)
= < < p(A).
‘range(R, )\)‘ 210g2\rangc(7€,)\)\ 2Hoo(72(1>‘='))
Taking the inverse on both sides yields the desired result. ]

4.2 On Random Oracle vs Hash Function Ensembles

Here we note that the technique used above seems unlikely to resolve the problem that occurs when a
random oracle is replaced with a hash function ensemble ([2]). For a cryptosystem that is secure under
the random oracle model, if we want to prove (based on this fact) the security when the random oracle is
replaced with a hash function ensemble with similar techniques, we have to rely on some computational
indistinguishability between them. However, no well-known security requirements (one-wayness, collision
resistance, etc.) on hash functions seem to provide such indistinguishability in any sense. A seemingly
promising indistinguishability requirement might be that

P D% (1% )] - P Dl (1F
maswr{o,l}k[ (%9l 393{5,1}’“[ (1% s)

be negligible, where &} denotes (the distribution of) random oracles outputting strings of length 1, (k)
and fs; denotes the element with index s of a hash function ensemble. Note that we have to pass the
seed s to the distinguisher since all parties (including adversaries) are supposed to know the seed in an
implementation of random oracles by hash functions. However, a distinguisher can easily distinguish the
two by computing fs(x) itself with arbitrary x and compare with the result of the oracle query.

Since both adversaries and appropriate users (or honest parties) have access to the same random
oracle or hash functions, one may think that the notion of indistinguishability, which assumes that the
random bits are private to each party, is anyway not suitable to be used in the random oracle vs hash
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function setting. A less naive notion called “indifferentiability”, proposed by [9], is a generalisation of
indistinguishability to deal with public and private interfaces. However, even this notion cannot be
applied to the random oracle vs hash function setting — no hash function ensemble is indifferentiable from
a random oracle.

Thus we can see there seems to exist a huge gap between the random oracle model and reality (in the
sense that even trivial algorithms can distinguish them). Indeed, [2] presents stronger negative results on
RO vs hash functions than does [10] on real randomness vs pseudorandomness.

4.3 Relation to Computational Independency of One-Way Functions

It has been noticed by previous works that use of closely related cryptographic primitives may cause
problems. [4] discussed a notion called “computationally independent one-way functions” to avoid the
problems in interactive proof systems. Here we briefly discuss the relationship between our proposed
computational irrelevancy of pairs of PRGs (Definition 14) and computational dependency of pairs of
one-way functions proposed by [4].

A straightforward adaptation of computational irrelevancy for onw-way functions can be formalised
as follows.

Definition 21. Let f be a one-way function. We say R is one-way relative to O = {O;},.; C PTM if
VI € PPT,

Pr [29 (1%, f(x)) € f~(f(@))]
is negligible where z < {0,1}".

Definition 22. Let f; and f; be one-way functions. We say f1 and fo are computationally irrelevant
if for ¢ € {1,2}, f; is one-way relative to Zy, ,, where Z; is the inverter specified the same way as in
Definition 5.

For comparison, we restate the definition of pairs of computationally independent one-way functions.

Definition 23 ([4]). Let f; and f; be one-way functions. We say f1 and fy are computationally irrelevant
if

o (Cl-a) g(z) := (f1(z), f2(x)) is also one-way.
o (CI-b) For i € {1,2}, VA € PPT,

PrA (1N fi(2)) = fs—i(2)]

is negligible where z <5 {0,1}.

Computational irrelevancy does not capture (CI-a) since we only considered PRGs in this paper and
different PRGs are supposed to use different seeds anyway. However, it is a stronger notion than (CI-b).

Proposition 24. For pairs of one-way functions, computational irrelevancy implies (CI-b), i.e. for two
one-way functions fi and fa, if they are computationally irrelevant, then for i € {1,2}, VA € PPT,

Pr[A (1)‘, fi(@)) = fa—i(x)]
s negligible.

Proof. Assume for some i € {1,2}, there exists A € PPT that given f;(z) computes fs_;(z). Then an
inverter of f; can be obtained by calling A on f;(z) and calling Zy, , on the output of A. The success
probability is the same as that of A. [ ]

5 Conclusion

In this paper, we formalised computational irrelevancy in terms of MPC protocols and PRGs using the
relativisation paradigm. Also, for various adversarial settings in the semi-honest model, we provided
sufficient conditions under which security of MPC protocols are preserved even if PRGs are used under
computational assumptions.
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It remains open to construct protocols and PRGs that satisfy these computational irrelevancy condi-
tions. We note here that constructing such examples theoretically is very easy. For example, in terms of
protocols that are irrelevant from PRGs, information-theoretically secure ones always satisfy these con-
ditions; for the ones that are not necessarily information-theoretically secure, replacing the underlying
computational hardness assumptions with the ones relativised to the inverters of PRGs directly results
in the protocols with the desired properties. However, whether these relativised assumptions can be
considered “reasonable” requires further study in the literature. Since, as noted before, the relativisation
paradigm has been of great interest in both complexity theory and cryptography and proved to be useful
in previous works, we optimistically hope that subsequent works will stress this open problem.
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