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Fig. 4 Time series of message delivery counts.
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*I https://github.com/martinh/mxtarpit/
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AT s XA TOMEMETRERR T AT o T BRI DR AL
X 5I1RT. MSA 225087 v b2 FEERE SMTP 71
ForutR2) XA L7 T 572D Linux @ iptables
ZHEAHLTWS.

ZEA SMTP 7'a ¥ > Z2##) L, MSA (sender) 72550
58 MX B —N (receiver) IZX —VEEF LZED T m %>
TOty>aruZoflziRK6ird. X6 TRZIERIC
Fe < T<=1 & sender ITEFEIN/ZEE (R F O THEX
Nr=dorEET), [->] & receiver ICEEFEEINZRX v —
Y (nF TREINZDDEET), <] I receiver
hHEEIN T F O TRIEINRIDE, T[> 3 7ax
> B receiver ICEE XN X v —, >]] & sender
POEBINTaF O THRIHEINIA v - TH 3.

M6 D1, 2/THTFELTO SMTP #fe kBt L TV 3.
51T H T receiver 2> 5 DIHEIZIE TLS IZ & 2558 {E DR
WMAFEETH 5 Z L 2”3 [STARTTLS) A& EhTw
%75, 61T7HT sender IR T FRICIEZ DITZHIBRT S Z &
T, sender (¥ FEXDFE F SMTP @5 % kil 5. 7THT
sender ¥ M2 T B F 255 STARTTLS 2~ > REHR
7L, TLSty > a vz 32 dic, 10fTHTH
O EHLO a<w Y FZKEZHTSMTP vy > a Y2 EHT
5. ZORETH 5 12 1THIZ sender TR THED RN
OIFFEL TV, 8fTHT sender 7> 5 IFHL - 72 X — )Lk
BoldDa~y FiZ—HE7ux > CHEELTEE, TLS
Y a YA L 72RIT 14 TH T receiver 1IZ3EF LT
W3, 7B, FRIZEFINSDX ve—V3EE{LEnT
EEEND. Z20BY, 5l XHZHED SMTP £y > a
VEMET AT, X—AREERETLTWS.

*2 https://github.com/linyows/warp/

ZOEBRICE D, 555 MX ¥ — & DT TLS B2 {LE
EEITIHETD, HEH SMTP ¥ 1% T SMTP & v
T avYOERENE - METRETH 5 Z 2 DR TE .

5. ¥

AW TIE, GEBE~YALFTF Y MIX—LKRAT 4~
BT B X — VLR EHEETRIR T NEFEL RN, Z0
R TiEE LT A — VR EHENHOE#RE SMTP 'v ¥
SEBRL, Fa 0BT & B X — VR[S IRAE o [ ] 6
PHERRT 2 TIHER, BX, 7u b XA FIEE i
HHEfTolz. TAHDFERICED, BRFEOMEHIEF
T%7-.

SEEHE L -E@E SMTP Yexsora &4 S
BEEDIR S TWwa 2, 5%, FELZHRREL TV TE
TH 5. HlzE, BEER SMTP u ¥ T, %kt MX
P —N"DODEERINETEZ23 TR, % SMTP o
<Y R BEX v — Y DREZE D 5 2R Y D1E
MHHATESZ., D, ZEEEP—RZERREK
X BRI ZERIR 21 TR <, tarpit RZAUCEHT 3
WEL— M X 2ZEHRD AL e FELTVWS.
Fie, THUYE, TFYERGE MX =N, HEEA—
NDEEDL L IR EICE > TEERIP 7 KL R EMHWSIT
22y, HEVZ FOBHEEAEMCZEELG L VI IE
BR Yy —I%ZT WMo HEITEZKIP 7 FLRAZHE)
NCRIFRMEIET 272 8 2 o FHEEEIR S E 2 5L 5.

X 512, AT TIEREEH MTA Ofh b I2EEE SMTP
TaF ERAVEFERREL TV S, S SMTP
X BHEOI AT ACOESICEBMTESZth
5, Hlz1E, BFOREEHN MTA & FE—&Z + LT@E@A
SMTP 7u ¥ 28i{E X B CIERIEICHIHT 2 22 ]
HETH5. 5%, KAT4 7Y —bRAOEEMICHES
Bz 7 WHIH TFEIRA SMTP rF o 2EA L, EBD
SMTP a~v > K - JBEDIEMEIEEL, ZEFIRD B EH
HIRARIEX —VRED HEIBGIED 7= 2 i 2D T <
ZEEMEILTWVA.
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: milter DAV & B ERELEEIE %R H8 L 72 spam %fik
R =N = NOFEH L HADIRICONT, IHHRLEYR
FSCEE, Vol. 55, No. 12, pp. 24982510 (A~ 54 ), A
4% (https://cinil.ac.jp/naid/110009851536/) (2014).

[2] Tsuzaki, Y., Matsumoto, R., Kotani, D., Miyazaki,
S. and Okabe, Y.: A Mail Transfer System Selec-
tively Restricting a Huge Amount of E-Mails, 2013
International Conference on Signal-Image Technology
Internet-Based Systems, pp. 896-900 (online), DOI:
10.1109/SIT1S.2013.146 (2013).
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(12]

2021/02/06 14:50:48 connected from 192.168.30.40:57493

2021/02/06 14:50:48 connected to 192.168.30.50:25

2021/02/06 14:50:48 <- 220 receiver ESMTP Postfix (Ubuntu)\r\n

2021/02/06 14:50:48 -> EHLO sender\r\n

2021/02/06 14:50:48 |< 250-receiver\r\n250-PIPELINING\r\n250-SIZE 10240000\r\n250-VRFY\r\n250-ETRN\r\n250-STAR
TTLS\r\n250-ENHANCEDSTATUSCODES\r\n250-8BITMIME\r\n250-DSN\r\n250-SMTPUTF8\r\n250 CHUNKING\r\n

2021/02/06 14:50:48 <- 250-receiver\r\n250-PIPELINING\r\n250-SIZE 10240000\r\n250-VRFY\r\n250-ETRN\r\n250-ENHA
NCEDSTATUSCODES\r\n250-8BITMIME\r\n250-DSN\r\n250-SMTPUTF8\r\n250 CHUNKING\r\n

2021/02/06 14:50:48 |> STARTTLS\r\n

2021/02/06 14:50:48 >| MAIL FROM:<root@sender> SIZE=327\r\nRCPT TO:<root@receiver> ORCPT=rfc822;root@receiver\
r\nDATA\r\n

2021/02/06 14:50:48 |< 220 2.0.0 Ready to start TLS\r\n

2021/02/06 14:50:48 |> EHLO sender\r\n

2021/02/06 14:50:48 pipe locked for tls connection

2021/02/06 14:50:48 |< 250-receiver\r\n250-PIPELINING\r\n250-SIZE 10240000\r\n250-VRFY\r\n250-ETRN\r\n250-ENHA
NCEDSTATUSCODES\r\n250-8BITMIME\r\n250-DSN\r\n250-SMTPUTF8\r\n250 CHUNKING\r\n

2021/02/06 14:50:48 tls connected, to pipe unlocked

2021/02/06 14:50:48 -> MAIL FROM:<root@sender> SIZE=327\r\nRCPT TO:<root@receiver> ORCPT=rfc822;root@receiver\
r\nDATA\r\n

2021/02/06 14:50:48 <- 250 2.1.0 0k\r\n250 2.1.5 0k\r\n354 End data with <CR><LF>.<CR><LF>\r\n

2021/02/06 14:50:48 -> Received: from sender (localhost [127.0.0.1]1)\r\n by sender (Postfix) with SMTP
id 45B113EA9B\r\n for <root@receiver>; Sat, 6 Feb 2021 14:50:48 +0000 (UTC)\r\nFrom: <root@sender>\r\nTo: <ro
ot@receiver>\r\nDate: Sat, 6 Feb 2021 14:50:48 +0000 (UTC)\r\nMessage-Id: <a77e.0003.0000@sender>\r\nSubject:
Hi, Receiver from Sender\r\n\r\nXXXXXXXXXX\r\n.\r\nQUIT\r\n

2021/02/06 14:50:48 <- 250 2.0.0 Ok: queued as 76DAD4113D\r\n221 2.0.0 Bye\r\n

2021/02/06 14:50:48 connections closed

6 Jmr¥>TOkyrarm
Fig. 6 A proxy session log.
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