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6.3  Workshop on “Secure Society 5.0 and DX — Digital Transformation”

6. 3 [Workshop on “Secure Society 5.0 and DX — Digital Transformation” |

Our Goal: Secure Society 5.0 and DX

Ginbal Sscure DX (Digesl Transtormation)

= WO

Kyushu University and Indian Institute of Technology Delhi, IITD, had organized a virtual workshop as project of
Strategic International Collaboration Research Program - SICO

RP, supported by JST and DST —, “Secure loT Space Workshop” cosponsored by IEEE Fukuoka Section,
Computer Society Chapter, Japan Science and Technology Agency and Department of Science & Technology on
3rd Dec 2020. It was held as an online meeting due to COVID-19, but the sessions were interactive. The
workshop had two keynote address and 11 invited presentations. Around 60 participants including 12 IEEE

members in total joined the event for impactful, active brainstorming.

The keynote addresses included:

e New Paradigms in Cybersecurity: Blockchain by Mr. Hart Montgomery, Researcher, Fujitsu Laboratories
of America, Inc.
e Consumer IoT Devices: Privacy Implications and Mitigations by Ms. Anna Maria Mandalari, Imperial

College London

The 11 invited presentations included:

e Investigating the Application of Moving Target Defenses to Internet of Things by Wai Kyi Kyi Oo
Kyushu University,

e Security Types for Synchronous Data Flow Systems by R. Madhukar Yerraguntla, I[I'TD

e Dynamic Malware Detection Using Hardware Performance Counters by Takatsugu Ono, Kyushu
University,

e Challenges and Pitfalls of using High—Resolution Counters in Modern Computer Systems by  Nivedita
Shrivastava, [ITD

e Zero Trust Security Model for Supply Chain 4.0 by Haibo Zhang, Kyushu University

e Design of Secure Filesystems using Intel SGX by Sandeep Kumar, IITD

e Blockchain—based Applications for Secure IoT Society by Kosuke Kaneko, Kyushu University

e Only Connect, Securely Sanjiva Prasad by IITD
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e Web—-based Materials and their Development Environments for IoT Security Education by Yoshihiro
Okada, Kyushu University

e SmartPatch : A patch prioritization framework by Geeta Yadav, IITD

e A Framework for Advanced Cybersecurity Education and Training by Alaa Allakany, Kyushu University,

“Secure Society 5.0 and DX - Digital Transformation” has been our research theme and the goal for SICORP
project since 2016. As you know, “DX” for SDGs is very important especially nowadays in Japan, which locates
in Society 5.0. Moreover, security and privacy are the key points for digital technologies. Thus, we are now
focusing on “Secure [oT for Society 5.0” and especially “Human” who can deal with Big Data. The data processing
needs human eventually. [oT needs kind of big cloud server system which can record Big Data. That’s why we

designed six working packages for each research and focus on how human can process these information in secure.

The content of each presentation was very developmental, constructive and particularly productive. Our approach
into Society 5.0 can be a great strength. We believe that successive research collaboration with Japan and India

will be necessary in the future. The workshop website: https://cs.kyushu—u.ac.jp/sicorp—in/workshop2020—

Qrogram/

Report by: Koji OKAMURA, oka@ec.kyushu—u.ac.jp
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