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Abstract

The aim of this dissertation is to investigate the physical and cognitive aspects
of using low-cost eye-tracking devices for visual password authentication. By using
eye tracking, users can select objects on a display by using their eye gaze. In total,
seven experiments were performed, in which low-cost eye trackers were used.

The physical aspects of eye-gaze-based input of objects for password
authentication concern the measurement of the maximum and minimum viewing
distances, highest and lowest viewing angles, and the ideal viewing angle of the user.
In four experiments, measurements were performed in conditions both with and
without glasses, at different viewing angles, under different lighting conditions. The
results showed that even low-cost eye trackers worked in a stable manner in registering
users' eyes at various viewing distances and viewing angles under different conditions
of illuminance and luminance (Experiments 1 and 2). However, the results showed
that the use of glasses indeed influenced user registration into low-cost eye-tracker
interfaces (Experiment 3). Nevertheless, even with glasses, when the eye-tracking
device and the display were set at a certain angle adjusted to the viewing height of the
user, good and fast calibration and authentication could be achieved (Experiment 4).
Low-cost eye-tracking devices thus can be considered for implementation into
interactive-based interface systems that require eye-gaze-based authentication, such as

visual password systems, under various lighting conditions in public spaces (e.g.,



personal computer use or Automatic Teller Machines — ATMSs) or semi-public spaces
(e.g., vehicles).

The cognitive aspects investigated in this dissertation related to the users’
abilities in selecting visual object sequences from a screen using eye-gaze-based input.
In three experiments, the users needed to select a sequence of visual objects from the
grid-based interface screen by using their eye gaze, to enter a single password. Three
different types of visual objects were used: alphanumeric characters, patterns of dots,
and visual icons. These objects are commonly used in recognition-based visual
password systems. A variety of grid densities and formations were considered and
made in 16 ways, in between 3x3 and 6x6 object keys (Experiment 5), to indicate the
positions of the objects on the screen. The results showed that password authentication
with eye-gaze-based input is best performed on horizontal grids with relatively few
cells, in the alphanumeric format (Experiment 6). Furthermore, a dwell time of 500 ms
per object was easiest to use for selecting a sequence of visual objects on a screen
using eye-gaze-based input (Experiment 7). Generally, the results of the dissertation
suggest that eye-gaze-based input can be a suitable option to support the different
necessities of users in performing user-interaction tasks involving object selection

from a display, e.g., password authentication tasks in public settings.
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