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ABSTRACT

The cost of operation and management are growing rapidly in
proportion to the increase of the number of network terminals
connected to the network. We hope to improve the quality of
network service, but it is difficult because of reasons such as man-
power and budget limitations. The number of staff members in
our information processing center decreased when the organiza-
tion was restructured in October 2003.

To address this situation, we implemented a new network terminal
registration system with a web interface. On our campus, users
have to register the MAC address to get the DHCP IP address for
their personal computers. Prior to the new terminal registration
system, it took several days to register them. However, the net-
work terminal registration procedure is now fully automated for
DHCP where users can connect their personal computers to the
network in a few minutes. The network terminal registration for
a fixed IP address is almost automated and reduced in the opera-
tion time. As a result, we decreased the staff member's workload
and improved the throughput time to register a new network ter-
minal.

The system also contains detailed information including the
update status of anti-virus software of each computer in a net-
work terminal database. This approach improves the security
of our network system. In this paper, we describe the system
structure, facility, user interface, and some experience with the
system.
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1. INTRODUCTION

The Ministry of Education (the Ministry of Education, Culture,
Sports, Science, and Technology at present) planned to reduce the
number of universities in Japan since 2001. As a result, Kyushu
Institute of Design (KID) and Kyushu University were integrated
into a new Kyushu University in October 2003. Both universities
are located in Fukuoka City. KID had the Information Processing
Center (IPC) for itself. However, the IPC of KID became a branch
of the Computing and Communication Center of Kyushu Univer-
sity. The staff members of IPC were reduced from two official
administrators and three technical staff members to only three
technical staff members at that time.

The technical staff members now belong to the Information Man-
agement Office (IMO) in the Faculty of Design, Kyushu Univer-
sity. We were forced to manage the additional jobs with less staff
members. We tried to reduce the administrative work and improve
the service for users. For that purpose, we simplified the proce-
dure to register network terminals from paper base to a web inter-
face. It improved the ease of usage and the time for network ter-
minal registration [2].



Technical staff members registered a network terminal by updat-
ing configuration files for DHCP and/or DNS by hand while they
were receiving e-mail sent through web interface from users. They
were expected to register new network terminals carefully. It is a
simple process, but must be done without fail. It requires some
time to complete the terminal registration. Only one technical staff
member could do it well. When the technical staff member was
absent from the office, the terminal registration was delayed till he
returned back to the office.

Research we conducted proposed a method to reduce the time and
cost for network terminal management with a web interface
[1,3,4]. These systems do not give the guarantee against errors
because administrators operate the system by hand. In this paper,
we describe the system which makes it possible to register a new
network terminal automatically for DHCP and almost automati-
cally for static IP. It reduces the time, cost, and errors to register a
network terminal. It also gives someone whom may not be profi-
cient at networking the ability to register a new network terminal.

2. SYSTEM DESIGN
2.1 System Configuration

We used the network terminal registration system with the web in-
terface just after our university integration. Prior to the new system,
a user submitted the request for a new network terminal registration
via a web interface, but the data was sent to technical staff members
by e-mail. They received the e-mail for the request, and then began
to register a new network terminal by hand. In our new network
terminal registration system, we tried to make the procedure for
network terminal registration as automatic as possible.

Figure 1 shows the system configuration. Table 1 shows the hard-
ware resources used for the system. We used an Apache server,
PHP, and PostgreSQL for the server as shown in Table 2. The
server system is located far from the servers for DHCP and DNS.

DHCP server naster DNS server

NIS server

appl icant

Applicat ion

technical staff

server Eee | =
«— 1
Dat ahase |

—_— | s S instruction by E-mail
S PHP B Mail server ——————

=

service
Tenporary storage

|
host’s Database | ‘
J Web server

Figure 1. System Configuration

Table 1. Hardware for the server

CPU Pentium III 500MHz
Memory 256MB

Hard disk 8GB

NIC 100BASE-TX
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Table 2. Software for the server

oS Fedora Core 1

WWW server apache_2.0.47-10

Database server PostgreSQL_7.3.4-2

MTA sendmail-8.12.10-1.1.1

cron crontabs-1.10-5

2.2 User Interface

Only teachers and administrative staff members can apply for a
new network terminal registration. Figure 2 shows the screen for
user authentication. The system authenticates a user with a user-
name and password authorized by IMO and distinguishes the
kinds of users. We prepared the following figures in English for
this paper. The real screens are displayed in Japanese. As a result,
the design in the following Figures is slightly different from those
in operation.

WD AT e

orLE REE FTW BREAN@

Terminal Registration System {Authentication}

You can register a new network teminal in this system.
Please input your username and password, then click “OK" button.

Only teachers and administrative officers can register a new network teminal.

®  Username :

H Password :

&) R-UiwTmEnELE 5 & -tk

Figure 2. Screen for user authentication

After the user passes the authentication, a screen as shown in Fig-
ure 3 is displayed. In the screen, the user can select three func-
tions such as a new terminal registration, a list of the users’ net-
work terminals, and an option to update the user’s information.
After the user selects the first function, the screen to register a
new network terminal is displayed as shown in Figure 4. User
name, status, affiliate, building, phone number, etcetera are auto-
matically displayed in this screen based on a database we adopted
to maintain user information. In the previous system, it was diffi-
cult to display such data on the screen because of the lack of a
database. Users can update the information by selecting the third
function in Figure 3.

Information inputted by users is maintained in the database and
used for later management and administration of users and net-
work terminals. It is possible for us to list all network terminals
now. It was impossible to list the network terminals before.
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Figure 3. Menu for users
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Figure 4. Screen for new network terminal registration

2.3 Administrator interface

Static and DHCP IP address types are available on our campus.
We have faced difficulties in assigning static IP addresses for
new network terminals on our campus because the number of
network terminals is increasing rapidly. IMO assigns DHCP
address for clients of Windows, Mac, and etcetera as much as
possible.

The setup for both IP address types is different. The procedure to
set up configuration files for a DHCP address is fully automated
in a new system, so the administrator does not have to do anything
for a DHCP address. However, we could not fully automate the
procedure for static IP address because IMO has its own policy to
assign static IP address. It is not easy to translate the policy to a
procedure.

First, the system displays the list of network terminals that IP
addresses are not yet assigned. A technical staff member selects
one network terminal from the list. After that, the system displays
the list of suitable static IP address to be allocated for the network
terminal. The technical staff member selects one static IP address
from the list. These simple steps are all the technical staff member
is expected to do.
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3. SYSTEM IMPLEMENTATION

We are using two types of IP address, static and dynamic IP on
our campus. We have to change the procedure to register a new
network terminal according to the types of IP address.

3.1 DHCP address

There are six DHCP servers corresponding to VLAN for the de-
partments, office, and other units. The system has to specify the
particular DHCP server according to the sub-domain requested by
a user. The system retrieves the configuration file of a specified
DHCP server and appends the necessary definition into the con-
figuration file, then uploads the configuration file to the specified
DHCP server. This is not a simple process because the DHCP
servers are different for each VLAN. Figure 5 shows the total
control flow for DHCP address.

The detail is as follows;
1. Recognize VLAN from sub-domain
2. Specify the particular DHCP server
3. Download the configuration file
4

Back up the configuration file and prepare a new con-
figuration file according to the user request

b

Upload the new configuration file to DHCP server

6. Back up the current configuration file and replace the
configuration file with a new file in the DHCP server

7. Restart the DHCP server

We use the cron system to restart the DHCP server in the remote
DHCP server now because it was not easy to execute a command
as ROOT from another computer. However, it is not good with
response time. We are planning to replace the mechanism with
SSH and SUDO command to execute the same job from our
server simultaneously.

service | i 1

server | r e — !
Tfpmnnrary storage i

| Database - The configuration file of 1

PHP DHCP server Is updated. !

= * Backup of the configuration file !

of DHCP server.

DHCF host’s
Dat abase

eb server

DHCP

sErVer |

i

The confizuration file is | I
ransfered to DHOP server. L |

|

i

—~

Restart of DHCP Server

Figure 5. Total Flow for DHCP address

The process for DHCP is done automatically. The administrator
does nothing to register a new network terminal for DHCP. A new
network terminal usually becomes available in a few minutes.
After the process is done, an e-mail is sent to the user and staff
members to notify it.



3.2 Static IP Address

The system updates the configuration file in the DNS server in
this case. We only have one DNS server. Therefore, the process is
casier than the case of DHCP and it is almost automated. When a
user applies for a static IP address, an e-mail is sent to the techni-
cal staff members. It contains the URL to display the list of net-
work hosts that have unassigned static IP addresses. The technical
staff member accesses the URL and selects one network terminal
to assign a static IP address. After a technical staff member selects
one IP address, the remaining process is done automatically. Fig-
ure 6 shows the total control flow for static IP address.

The details are as follows;
1. Download the configuration file from the DNS server

2. Back up the configuration file and appends a new ter-
minal definition in the configuration file

3. Upload a new configuration file to the DNS server

4. Back up the current configuration file and replace it
with a new configuration file in the DNS server.

5. Restart the DNS server.

We implemented this function for static IP addresses, but it may
not be necessary because the numbers of request for static IP ad-
dress are not large per month. Additional work is required to set
up the configuration for e-mail and/or the firewall in many static
IP address. The work load does not reduce much in total. The
technical staff member wants to make certain the process of as-
signing the static IP address is according to the policy.
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naster DNS SQI’\FEI’ Sy SR

The confilguration file is transfers
to naster DNS server.

» Restart of master DN Server

‘
:

‘
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‘

‘

Figure 6. Total flow for static IP address
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4. SECURITY

4.1 Anti-Virus software

IMO purchased 1000 licenses in 2003 of Virus Buster from Trend
Micro to protect personal Windows computers against viruses on
our campus. Software is distributed to each user free of charge.
We guess that the recent number of personal computers using
Virus Buster is almost 800. However, in the past we had no way
to count the precise number of Windows computers and to con-
firm how well pattern files were updated for Virus Busters on our
campus.

We can find the server for Virus Buster of Trend Micro with
TCPDUMP command. We have been recording all TCP headers
in the line between our gateway and the upper in another campus.
We can retrieve the communication traffic between Windows
computers and the server for pattern files of Trend Micro from the
records of the TCP header.

The system updates a date field in the database to record that a
Windows computer updated the pattern file for Virus Buster di-
rectly using the static IP address. Using the DHCP address, the
system searches the MAC address from the IP address via a com-
bination of the IP address and the MAC address in the DHCP
server. We know the current status of updates for virus pattern
files comprehensively. Figure 7 shows the list of network termi-
nals for one user and it contains the last day when pattern files for
Virus Busters were updated on the right fields on the screen.

Figure 8 shows the recent status of updating the pattern files for
Virus Busters on our campus. There are more than 2000 network
terminals on our campus, but we do not know the precise number
of network terminals using Windows. We know that more than
500 personal computers updated the pattern files for Virus Busters
on June 2, 2006.

https://service.imo.desien.kyushu-u.ac.jp — List of network Terminals — Microsoft Internet Explorer
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casmos 133512320732 aid
3 fl-nas] 1335123100/32 aid 00c09f26:3463
4 flsurl 1336123102/32 aid 005004:395c:28
5 flzh 1336123104/32 aid 00042360 daf0
[ feerver 133512394732 aid 009095 Te:abct
7 knight 133512396/32 aid 00909525 ed 10
E] lemon 1336123108/32 aid 0050161 0428
9 light 133612389/32 aid 008045139401 2006-06-12
0 nst. 133611262/32 adaa 0004660242da
1 rose 1335123101/32 aid 0060452693 ch 2006-06-12
12 tomato 133512392/32 aid 00003941848
13 vine 133512390/32 aid 00018035 0fce
i g 133512399/32 aid 00022469728 2006-06-12
@DHGP Address
No, MAG address Subdomain Final update of VB
1 0040calaseet aid
2 0001:804:420e aid
3 00105576669 aid
4 000573324957 aid
5 080052391150 aid
6 0001 80966015 aid
7 00047350176 aid
] 00:40ca27.05bh aid A
&) A-TtimTEnLE S @ Avh-tok

Figure 7. List of network terminal for one user

4.2 Network Terminal Search
The system maintains all the network terminal information in the
database. We can get information for a particular network termi-



nal when necessary. Figure 9 shows the sample screen for the
result of host search. The key parameters are IP address, username,
building, host name, sub-domain, and MAC address. We can find
the detailed information quickly when a Windows computer is
attacking other computers because of virus infection or when
some network terminal is facing network troubles.
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) |

05/26 | 05/27

05/28 | 05/29 | 05/30| 05/31| 06/01 | 06/02 | 06/03 | 06/04

ODHCP 195 54 177 272 341 313 140 378 140 179
EsSatc P | 73 18 37 105 115 126 41 137 39 37

Figure 8. Recent status of updating pattern files
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Uzer name fujimura
Host name wize
Subdomain aid
MAGC address 00:02:2d:85:7:22
Buildine 558
Floar e
Faom IR =
Machine name FIW
05 name windows #P
mac address 00:02:24:8%:e7:28
Windows update
final update of Virus buster pattern file 2006-06-12
Registered date 2003-10-16
Lazt updated
Femarks
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Figure 9. Sample Result of Host Search
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5. CONCLUSION

We implemented the network terminal registration system with a
web interface. It makes it possible for non-technical staff mem-
bers to register a new network terminal and reduces the time and
cost to register a new network terminal. It also provides enough
information about a particular network terminal such as host name,
username, building, phone number, sub-domain, MAC address,
and etcetera. We can get useful information quickly if we are fac-
ing network troubles.

We succeeded in specifying the communication traffic between
Windows computers on our campus and the outside server for
pattern files of Virus Busters. It makes it possible to know
whether each Windows computer updates the pattern files or not.
It can be adaptable for other virus software. It is also adaptable to
Windows Update and we succeeded in detecting such communi-
cation traffic for a trial.

We implemented the system in March 2006. We have had some
difficulties in operating the system because the synchronization of
network terminal data between the old system and the new one.
We do not have sufficient data for network terminals in the old
system as much as the new system requires. We are planning to
gather the necessary data to operate the new terminal registration
system as soon as possible.
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