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Deep learning has matched human-level intelligence
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Deep learning has matched human-level intelligence
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Deep learning (DL) has human-level intelligence!
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 Image classification, speech recognition, machine 
translation, intrusion detection...

 Wide deployment in real-world systems



Deep learning is increasingly used in safety-critical systems
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 Deep learning reliability and security is crucial

Self-driving car Medical diagnosis Malware detection



Major problems and critiques for DL systems

 Un-safe, e.g., lack of robustness (this talk)

 Hard to explain to human users

 Ethics, trustworthiness, accountability, etc.
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Safety in Image Classification Networks
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Safety in Natural Language Processing Networks
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Safety in Voice Recognition Networks
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Safety in Security Systems
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Unreliable deep learning contributed to Tesla fatal crash
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Tesla autopilot failed to recognize a white truck against 
bright sky leading to fatal crash



Unreliable deep learning contributed to Uber fatal crash
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Uber self-driving test car was involved in a fatal collision 
on March 19th , 2018



Challenge: 
How to guarantee the reliability and security of  DL systems?
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To design reliable systems, engineers typically 
engage in both testing and verification

 By testing: we mean evaluating the system in several 
conditions and observing its behavior, watching for 
defects. (this talk focuses on testing)

 By verification: we mean producing a compelling 
argument that the system will not misbehave under a 
very broad range of circumstances.

14



Existing DL testing methods are seriously limited

15

 Common practice: measure accuracy on a test input set of 
randomly chosen data

 Problem 1: how good is the coverage of the test set?
 DL decision logic is incredibly complex
 More fundamentally, what is testing coverage metric for DL?

 Problem 2: it requires expensive labeling effort
 Data in test set must be manually labelled
 To enlarge the test set, we need to manually label more 

data



Existing DL testing methods are seriously limited (cont.)
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 Adversarial testing: find corner-case inputs imperceptible to 
human but induce errors
 Problem 1: how good is the coverage of the test set?
 Problem 2: it requires expensive labeling effort 



Traditional software testing techniques don’t apply to DL
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 DL decision logic is embedded in neurons and layers, not in 
code 



Traditional software testing techniques don’t apply to DL
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 DL decision logic is embedded in neurons and layers, not in 
code 

x=0

If (x==8)

x+=1 x+=2

Traditional program
(control flow graph)Neural network



Novel testing techniques are needed for DL systems
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 Problem 1: How good is the coverage of the test set?
 DeepGauge: multi-granularity testing criteria for DL 

systems
• Neuron-Level Coverage Criteria
• Layer-Level Coverage Criteria

 Problem 2: it requires expensive labeling effort
 DeepMutation: mutation testing of DL systems

• Definition of mutation operators in neural network
• Basic Operators and advanced mutation



Deep neural network architecture

 A neural network is a 
funcƟon f(X) → Y
 Trainable parameters (Wi) on 

each edge and nonlinear 
activation function at each 
neuron

 DNN learns the weights during 
training

 Inference: Simply propagates 
X through layers (fast)

 Training: Given training set 
(X,Y), adjust W to minimize 
the prediction error (slow)
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The rest of the talk
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 DeepGauge: multi-granularity testing criteria for DL systems
 Motivation
 Multi-granularity testing criteria
 Experimental results

 DeepMutation: mutation testing of DL systems
 Motivation
 Multi-granularity testing criteria
 Experimental results
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Background and challenge

 Current studies focus only on pursuing high accuracy of DL 
systems as a testing criterion
 Measuring the software quality from DL output alone is superficial 

in the sense that fundamental understanding of the DL internal 
neuron activities and network behaviors is not touched upon.

 Criterion solely based on DL output will rely heavily on how 
representative the test data are.

 Any DL system that passes systematic testing should be able to 
withstand all types of adversarial attacks to some extent.

 What is still lacking is a systematic way of gauging the testing 
adequacy of given DL systems.
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Contributions
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 Our proposed criteria facilitate the understanding of DNNs as 
well as the test data quality from different levels and angles.

 We evaluate the usefulness of our coverage criteria as 
indicators to quantify defect detection ability of test data on 
DNNs, through generating new adversarial test data using 4 
well-known adversarial data generation algorithms.

 The various criteria proposed behave differently on DNNs w.r.t. 
network complexity and dataset under analysis.



Multi-granularity testing criteria for DL systems
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 Neuron-level coverage criteria
 K-multisection neuron coverage
 Neuron boundary coverage
 Strong neuron activation coverage 

 Layer-level coverage criteria
 Top-k neuron coverage
 Top-k neuron patterns



Experiment Setting

 To test the effectiveness of the criteria proposed , we did 
experiment on 2 datasets and 5 models with 3 adversarial 
algorithms.

Fig. From MNIST Dataset Fig. From ImageNet Dataset (ILSVRC2012) 26



Experimental Results

MNIST Result

ImageNet Result

 X_axis: Models     Y_axis: Coverage
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Experimental Results

 The original test data of MNIST and ImageNet cover both the DNNs 
major function region (see KMNC) as well as corner-case region (see NBC 
and SNAC)

 The test data generated by 4 studied adversarial techniques (combined 
with original test data) generally boost the coverage measured by our 
criteria.

 Test data (including the generated test data by adversarial) evaluated on 
both MNIST and ImageNet mostly obtain a higher k-multisection neuron 
coverage than the neuron boundary coverage and strong neuron 
activation coverage, revealing that the test data cover more of the major 
function region than the corner-case region of a DNN.

 For most of the evaluated configurations, we find that a higher strong 
neuron activation coverage is more achieved than its corresponding 
neuron boundary coverage.
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Contributions
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 A mutation testing framework and workflow specialized for DL 
systems, which enables the quality evaluation and weakness 
localization of test dataset.

 The design of eight source-level mutation operators and eight 
mutation operators that potentially or directly introduce 
potential faults into DL models.

 Two DL-specific mutation testing metrics to allow quantitative 
measurement for test quality.

 Evaluation of the proposed mutation testing framework on 
widely studied real-world data sets and DL models, to 
demonstrate the usefulness of the technique, which could also 
potentially facilitate the test set enhancement



ProgramProgram

Example of Software Mutation Testing

Mutation Operator
(change “and” to “or”)

Test set Results:
No bug

Test set Results: ?

Still no bug:
The test set is not efficient 
enough. We need to improve 
the test set.

Bugs were found:
The test set is efficient 
(In other words, high code 
coverage).

(Not in detailed here)

Mutant
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Source-level mutation testing workflow of DL systems
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Source-level mutation testing operators for DL systems
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Model-level mutation testing workflow of DL systems
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Model-level mutation testing operators for DL systems
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Experiment Setting

 The usefulness of the proposed mutation testing techniques is 
demonstrated on two public datasets, MNIST and CIFAR-10, with 
three DL models.
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Experimental Results

 The averaged mutation score of source-level mutation testing
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Experimental Results

 The averaged mutation score of model-level mutation testing
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Exciting new research problems for DL/ML
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 Build analysis tools for testing and verification of 
DL/ML systems

 Build better debugging support for opaque DL/ML 
systems

 Make DL/ML systems explainable
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Thanks for listening
ご清聴ありがとうございました


