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Abstract—We propose a reversible data hiding method for
embedding secret data in a scaled-up image of a cover image,
where the scaled-up image is computed using maximum and min-
imum filters to achieve higher payload than that of conventional
methods based on neighbor mean interpolation. Experimental
results show that the proposed method outperforms conventional
methods in both data-hiding capacity and image quality.

1. INTRODUCTION

Information hiding is a technology including steganography
and watermarking [1]. Among many information hiding tech-
niques, data hiding in images is one of the most promising
techniques because of the recent widespread use of digital
images. Recently, reversible data hiding methods for digital
images have been proposed for embedding a large amount of
secret data while keeping a good visual quality of images. Jung
and Yoo proposed a reversible data hiding method using image
interpolation, and showed that their neighbor mean interpola-
tion (NMI) method achieved higher peak signal-to-noise ratio
(PSNR) than conventional interpolation methods [2]. Liu et
al. modified Jung’s method [2] so that more correlation among
neighboring pixels could be used for increasing the embedding
capacity [3]. Malik et al. also proposed a modified NMI
method, which outperformed Jung’s NMI [2] and Chang’s
enhanced NMI [4] in terms of PSNR [5]. Luo et al. also
proposed a reversible watermarking scheme which utilizes the
interpolation-error to embed the watermark information [6].

In this paper, we propose a reversible data hiding method
using maximum and minimum filters for image interpolation,
which can increase the payload of scaled-up images compared
with the conventional NMI methods. Experimental results
show that the proposed method achieves higher PSNR values
and larger amount of embedding capacity.

II. PROPOSED REVERSIBLE DATA HIDING METHOD

Let P = [p;;] be a grayscale cover image of m X n
pixels, where p;; denotes the pixel value at the position (i, 7)
for i = 1,...,mand j = 1,...,n. Let Q@ = [gx] for
k=1,....2m —1and | = 1,...,2n — 1 be the scaled-up
image of P by interpolation. Then the pixel values in P are
partially substituted into @) as gy = p;j for k =2(i — 1) +1
and/ =2(j—1)+1fori=1,...,mand j =1,...,n. That
is, when both k£ and [ are odd numbers, gx; has the same value
as the corresponding p;;.

Fig. 1. Tllustration of scaled-up image Q.

We show an illustration of ) in Fig. 1, where the pixel
values in P are substituted for the blue pixels ‘A’, ‘C’, ‘G’ and
‘T". For the remaining pixels in ), we calculate the values in
two ways by using maximum and minimum filters as follows:

Let B = [by] be a binary image where by; = 1 if i, has a
value such that gi; = p;;, by = 0 otherwise. Then one of the
interpolated images of ) is given by Q™ = [¢}7**] with a
maximum filter as follows:

max {Grtvin | bkgoien =1}, if by =0,

max __ —1<v<
i = —1<h<1
qkl, otherwise.
()

Another interpolated image of @ is given by Q™" = [g1i"]
with a minimum filter as follows:

min_ {grto,i+n | bkgoien =1}, if by =0,
min —1<v<1
qpr = —1<h<1
dKi, otherwise.
()

From the above two scaled-up images Q™ and Q™", we
make a stego image in which secret data are embedded.

A. Embedding Secret Data in Interpolated Image

Let s = [sk,SK—1,---,S2,51] be a secret bit string, whose
length is constrained to an integral multiple of 8 bit, i.e.,
K mod 8 = 0, and this constraint will be used in the data
extraction stage described in the next subsection. Then we split
s into partial bit strings based on the payload of each pixel in
the scaled-up images Q™ and Q™. We define the payload
at a pixel (k,[) in Q™" by

di = g™ — g™, 3)



from which, the number of bits embedded in this pixel is
calculated by

Ny = [logy d | “)

for dy; > 1, where |-] denotes the floor function. We sort
the pixels in ascending order of dj;, and embed Ny, bit string
extracted from s in the pixels with Ni; > 1 in the ascending
order. Let s1 = [Sny,, SNy, —15- - -5 S2, 1] be the first sub bit
string in s, then we convert s; into the corresponding decimal
number s¥, and compute the pixel value of the data-embedded
image or stego image Q = [ as follows:

G = qu™ + s, if sf < dp, ®)

otherwise we do not embed s in the pixel (k,l), and
proceed to the next pixel in the sorted order. This procedure
is continued until all bit in s is embedded in Q After that,
there may be some pixels which are not updated by (5) despite
Ny, > 1. For such pixels, we substitute ¢} or ¢i** on the
basis of the original or desirable image F' = [f,] of the same
size as Q. ie. G = qip® i |g™ — ful < laf™ — ful.
Gri = qp;™* otherwise. If the original large image for a given
small cover image P does not exist, we can compute an
alternative large image from P using image super resolution
techniques such as RAISR [7] and SRCNN [8].

B. Extracting Secret Data from Stego Image

First, we extract the cover image P from Q by pi; = Gl
where k = 2(i—1)+1andl = 2(j—1)+1fori =1,...,mand
j=1,...,n. Next, we make the scaled-up images Q™** and
Q™™ of P by the interpolation method described above. Let
D = [dy] = Q™ — Q™" be the difference image between
Q™ and Q™" then we sort the pixels in ascending order
of dj;. According to the ascending order, for each pixel with
dr; > 1, we calculate Ny; by substituting dy; into (4), and if
Ny > 1 and Gy < g5, then we calculate Ag = G — g™,
and convert Agq into the bit string of Ny; bit. The sequence of
Agq corresponds to that of the decimal numbers sP, s2 ...
of partial bit strings si,Ss2,... We finally concatenate the
obtained bit strings, and cut some higher bits to get an integral
multiple of 8 bit to reconstruct the embedded secret bit string
s. This procedure recovers the cover image P and the secret
data s completely. Therefore, the proposed method is also
reversible as well as the NMI methods.

III. EXPERIMENTAL RESULTS

We evaluated the performance of the proposed method
with six grayscale images provided by the USC-SIPI Image
Database [9]. The number of pixels in each image is 512x512.
Each of those images is denoted by F' in the above description
of the proposed method. To evaluate the image quality of the
stego images generated by the data hiding methods objectively
and quantitatively, we scaled down each image F' to have a
cover image P, from which a scaled-up stego image Q is
computed and compared with F'.

Fig. 2 shows the payload of each image, where magenta,
blue, green and red bars denote Jung’s, Liu’s, Malik’s and
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Fig. 2. Payload of Mandrill, Airplane, Pepper, Couple, Man, Elaine images.
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Fig. 3. PSNR.

our methods, respectively. Our method (red bar) achieved the
highest payload among the compared methods.

Fig. 3 shows PSNR for the stego images generated from
Pepper image and a random secret bit string, where the vertical
and horizontal axes denote PSNR and the size of secret data
embedded in the stego image. The proposed method (red line)
achieved the highest PSNR among the compared methods, and
can embed larger amount of secret data than other methods as
the red line is elongated to the rightmost point.
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