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あらまし 　本稿では，認証の度にサービス提供者が中央機関と通信を行うタイプの，マルチサー
ビス環境の匿名認証システムに注目する．本稿の目的は，このようなシステムに対して，安全性
とプライバシ保護に関する 4つの要件，すなわち，完全性，受動的内部攻撃者にへのなりすまし耐
性，中央機関への匿名性，サービス提供者への匿名性を満たす実用的なプロトコルの実現である．
既存プロトコルは，複数データベース PIRという要素技術を用いて実現された．しかしながら複
数データベース PIRでは，同じデータベースの複製を用意し，さらにそれらのデータベースが互
いに通信を行わないという前提が必要となる．本稿では，シングルデータベース PIRを用いた認
証プロトコルを提案する．このプロトコルは，前述の前提が必要ないため，より実用的である．
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Abstract This paper focuses on authentication systems in multi-service environment, in which
service providers communicate with the central manager in every authentication. The purpose
of this paper is to realize a practical authentication protocol for such systems which satisfies
four requirements for security and privacy protection, that is, correctness, impersonation resis-
tance against passive insider, anonymity against central manager, and anonymity against service
providers. The existing protocol consists of a multi-database PIR scheme, in which there are
copies of the same database and none of these copies are allowed to communicate with each
other. This paper proposes an authentication protocol which consists of the single-database
PIR scheme. This protocol is more practical since using a single database implies the above-
mentioned assumptions for multi-database PIR schemes are not required any more.

1 Introduction

With the increase of the number of services,
users are forced to manage more pairs of a user

ID and a password. Hence much attention
is recently paid to authentication systems in
multi-service environment, which enable each



user to have only a pair in order to use multiple
services with a central manager. In this paper,
we focus on issues about user privacy such that
activity or preference of a user can be revealed
by (1) service providers or (2) a central man-
ager. In order to solve such issues, an authen-
tication protocol with anonymity against (1)
service providers and (2) a central manager is
essential.
Authentication systems in multi-service en-

vironment can be classified according to which
service providers must communicate with the
central manager in every authentication. With
respect to authentication systems without
such communications, some protocols to real-
ize the both kinds of anonymity are known,
such as group signature schemes [3], anony-
mous credential schemes [2], and dynamic ID
based anonymous authenticated key exchange
schemes [7]. However, such protocols have a
drawback that it is difficult for the central
manager to deal with frequent queries to up-
date the database of user information. Hence
we focus on authentication systems with com-
munications between service providers and the
central manager. The requirements for an au-
thentication system considered in this paper
are the following.

• Correctness: if a user sends an authenti-
cation request with the valid password,
every service provider accepts the re-
quest.

• Impersonation resistance against passive
insider 1: even if an adversary is a ser-
vice provider, the adversary cannot im-
personate a legitimate user.

• Anonymity against service provider: it
is difficult for any service providers to
obtain any information about a user ID.

• Anonymity against central manager: it
is difficult for any central manager to ob-
tain any information about a user ID.

There are few schemes which satisfy the pre-
vious requirements, as far as we know. Naka-

1In this paper, a “passive and insider adversary”
means that an adversary who is restricted to eavesdrop-
ping on messages that the service provider obtains.

mura et al. [8] proposed an anonymous authen-
tication protocol which satisfies all the require-
ments previously described. This protocol is
based on private information retrieval (PIR)
schemes [4][6]. Using a PIR scheme, a client
can reconstruct an element from the answer
which the database server has generated with
the query, without the index of the element
being revealed to the database server. The
authentication protocol consists of a multi-
database PIR scheme [4], in which there are
copies of the same database and none of these
copies are allowed to communicate with each
other. However, such assumptions are not
practical.
In this paper, we propose an authenti-

cation protocol with a single-database PIR
scheme [6], which does not require copies of
the same database. Our basic idea of re-
alizing the authentication protocol is that a
service provider reconstructs the information
to verify a user from the central manager
with single-database PIR scheme. However,
original Kushilevitz and Ostrovsky’s single-
database PIR scheme requires an index to re-
construct the element from the answer, where
indices correspond to user IDs. If the service
provider can obtain the ID, it is impossible
to realize anonymity against service providers.
Hence the single-database PIR scheme can-
not be applied to our protocol. In this pa-
per, we use the special version of Kushile-
vitz and Ostrovsky’s single-database PIR, in
which an element of the database can be re-
constructed without the index, in order to con-
struct the authentication protocol which satis-
fies the all requirements previously described,
called Single-database PIR based Anonymous
Authentication Protocol (SPAAP for short).
SPAAP is more practical than the existing

protocol [8] since using a single database im-
plies the assumptions for multi-database PIR
schemes are not required any more. There-
fore, this paper contributes the development
of anonymous authentication systems in which
service providers need to communicate with
the central manager from the view point of re-
ducing some impractical assumptions.



2 Requirements of Anony-
mous Authentication Pro-
tocol

In this section, we introduce the authentica-
tion model which we assume in this paper
and the definitions of the four requirements
of anonymous authentication protocols.

2.1 Notations

Let Z denote the set of integers and N denote
the set of natural numbers. For a finite set X,
let |X| denote the number of elements whichX
contains. For x ∈ Z, let ∥x∥ denote the binary
length of x. For k ∈ N, let [k] = {1, 2, ..., k}.
For a, b ∈ Z, let a|b mean that b is divisible by
a. Let x◦y be the concatenation of bit strings
x and y. We denote any polynomial of n ∈ N
by p(n), and some polynomial by poly(n).
An interactive Turing machine (ITM) [5] is

a Turing machine which has a pair of com-
munication tapes in addition to a local input
tape, a common input tape, an output tape,
and a work tape. A joint computation of two
ITMs is a sequence of pairs of the local config-
urations. The output of a joint computation
is the output of one of the ITMs. The output
of a Turing machine A on an input x is de-
noted by A(x). We denote by ⟨A,B⟩ a joint
computation of Turing machines A and B, and
by ⟨A(y),B(z)⟩(x) its output on a common in-
put x, a local input y for A, and a local input
z for B. We sometimes omit the brackets if
the input is empty. In the rest of this paper,
we sometimes call a Turing machine A an “al-
gorithm” A and a joint computation ⟨A,B⟩ a
“protocol” ⟨A,B⟩. The idea of a joint compu-
tation of two ITMs can be extended straight-
forwardly to that of three ITMs by two pairs
of communication tapes.

2.2 Authentication Model

In this paper, we assume an authentication
model which consists of the following three
types of entities.

• User: Let m be the number of the users.
Each user is assigned the unique identi-

fier i ∈ [m] and has a password xi ∈
{0, 1}ℓ for a natural number ℓ. (Note
that ℓ is a polynomial of a security pa-
rameter k. )

• Service provider: A service provider
verifies whether the entity who has sent
an authentication request is truly the le-
gitimate user.

• Central manager: A central manager
stores the sequence x = (x1, x2, ..., xn) of
the passwords of the users. We assume
that each password is a random string.

Throughout this paper, we assume that

• each user can communicate only with
service providers,

• each service provider can communicate
with users and the central manager, and

• the central manager can communicate
only with service providers.

We define an authentication protocol as
a joint computation ⟨P,V,M⟩. P,V, and
M mean the behaviors of a user, a service
provider, and a central manager, respectively.
P takes a pair of an identifier i and a candidate
password z ∈ {0, 1}m as inputs, andM takes x
as an input. After running the authentication
protocol, V outputs 1/0.

2.3 Requirements

We show the four requirements which an
anonymous authentication protocol ⟨P,V,M⟩
should satisfy as follows.

• Correctness: for any k, ℓ,m ∈ N, any i ∈
[m], any x = {xi | i ∈ [m], xi ∈ {0, 1}ℓ},

Pr[⟨P(1k, i, xi),V(1k),M(1k, x)⟩ = 1]

> 1− 1

p(k)
.

• Impersonation resistance against passive
insider: for any k, ℓ,m ∈ N any i ∈ [m],
and any probabilistic polynomial-time
algorithm B,

Pr[⟨B(1k, T1),V(1k),M(1k, X)⟩ = 1] <
1

p(k)
,



where X is a random variable uniformly
distributed over ({0, 1}ℓ)m and T1 is a
random variable which means a tran-
script of V’s local tape and read tapes
after running ⟨P(i, x),V,M(x)⟩ where x
is a sample from X.

• Anonymity against central manager: for
any k, ℓ,m ∈ N, any i, j ∈ [m], any
z, z′ ∈ {0, 1}ℓ, and any probabilistic
polynomial-time algorithm B,

|Pr[B(1k, T2) = 1]

− Pr[B(1k, T3) = 1]| < 1

p(k)
,

where X is a random variable uni-
formly distributed over ({0, 1}ℓ)m and
T2 is a random variable which means a
transcript of M’s local tape and read
tapes after running ⟨P(i, z),V,M(x)⟩
where x is a sample from X. Simi-
larly, T3 means a transcript after running
⟨P(i, z′),V,M(x)⟩.

• Anonymity against service provider: for
any k, ℓ,m ∈ N, any i, j ∈ [m], any
z, z′ ∈ {0, 1}ℓ, and any probabilistic
polynomial-time algorithm B,

|Pr[B(1k, T4) = 1]

− Pr[B(1k, T5) = 1]| < 1

p(k)
,

where X is a random variable uni-
formly distributed over ({0, 1}ℓ)m and
T4 is a random variable which means
a transcript of V’s local tape and read
tapes after running ⟨P(i, z),V,M(x)⟩
where x is a sample from X. Simi-
larly, T5 means a transcript after running
⟨P(i, z′),V,M(x)⟩.

3 Our Approach: SPAAP

In this section, we show the anonymous au-
thentication protocol which satisfies all the
requirements, called SPAAP. We construct
SPAAP with a special version of Kushile-
vitz and Ostrovsky’s single-database PIR

schemes [6], in which an element of the
database can be reconstructed without the in-
dex.

3.1 Kushilevitz and Ostrovsky’s
PIR scheme

For the ease of explanation, we assume that
an element of a database is a bit, that is, a
database is denoted by x = x1 ◦x2 ◦ · · · ◦xm ∈
{0, 1}m. Wn is defined as follows:

Wn(y) =

{
0 if ∃w ∈ Z∗

n such that w2 = y mod n

1 otherwise
.

Let QR+1
n = {x ∈ Z+1

n |Wn(x) = 0} and
QNR+1

n = {x ∈ Z+1
n |Wn(x) = 1}.

• Query algorithm Q(·, ·): Q is a proba-
bilistic algorithm which receives 1k and
an index i ∈ [m] (k is a security
parameter) as inputs. First, Q ran-
domly chooses distinct primes α and
β whose length is k/2. Next, Q uni-
formly and randomly chooses m num-
bers y1, ..., ym ∈ Z+1

n such that yj is
an element of QR+1

n if j = i, yj is
an element of QNR+1

n otherwise, where
n = α · β. Finally, Q outputs y1, ..., ym
as a query and (α, β) as a secret.

• Answer algorithm A(·, ·, ·): A is a de-
terministic algorithm which receives 1k,
a database x ∈ {0, 1}m, and a query
y1, ..., ym ∈ Z+1

n as inputs. A computes

wi =

{
y2i if xi = 0

yi if xi = 1.

Then, A outputs as an answer

z =

m∏
i=1

wi.

• Reconstruct algorithm R(·, ·, ·): R is a
deterministic algorithm which receives
1k, a secret (α, β), and answer z ∈ Z+1

n

as inputs. R outputs 1 if Wn(z) = 1,
and outputs 0 otherwise.

The PIR scheme satisfies the following prop-
erties under the quadratic residuosity assump-
tion.



• correctness: for any k,m ∈ N, any x =
{xi | i ∈ [m], xi ∈ {0, 1}poly(k)}, and any
i ∈ [m],

Pr[R(1k,Q2(1k, i),A(x,Q1(1k, i))) = xi]

> 1− 1

p(k)
. (1)

• privacy: for any k,m ∈ N, any i, j ∈ [m],
and any probabilistic polynomial-time
algorithm B,

|Pr[B(1k,Q1(1k, i)) = 1]

− Pr[B(1k,Q1(1k, j)) = 1]| < 1

p(k)
. (2)

We prove the following lemma with respect
to the PIR scheme.

Lemma 1 If (Q,A,R) is the previous de-
scribed PIR scheme, the following proposition
holds: for any k,m ∈ N, any i, j ∈ [m], and
any probabilistic polynomial-time algorithm B,

Pr[B(1k,Q2(1k, i),A(1k, X,Q1(1k, i))) = 1]

−Pr[B(1k,Q2(1k, j),A(1k, X ′,Q1(1k, j))) = 1] = 0,

where X,X ′ are random variables uniformly
and independently distributed over {0, 1}m.

The detail of this proof is skipped due to lack
of space.

3.2 SPAAP

We use a public-key encryption scheme and a
random oracle as a hash function in order to
construct SPAAP.
We show the definition of a public-key en-

cryption scheme [5] as follows．

Definition 1 A public-key encryption scheme
is a triple (G, E ,D) of probabilistic polynomial-
time algorithms satisfying the following condi-
tions.

• On input 1k, algorithm G outputs a pair
of bit strings.

• For any pair of (e, d) in the range of
G(1k), and any γ ∈ {0, 1}∗,

Pr[D(d, E(e, γ)) = γ] = 1. (3)

• For any k ∈ N any x, y ∈ {0, 1}poly(k),
and any probabilistic polynomial-time al-
gorithm B,

|Pr[B(G1(1k), E(G1(1k), x)) = 1]

−Pr[B(G1(1k), E(G1(1k), y)) = 1]| < 1

p(k)
.

(4)

In this paper, we assume that we can re-
gard any hash function as a random oracle [1].
This assumption is called the random oracle
assumption. We show the behavior of a ran-
dom oracle as follows. For the ease of ex-
planation, we assume that the random oracle
outputs m bit strings on inputs ℓ bit strings,
where ℓ and m are polynomials of a security
parameter k.

1. The random oracle receives x ∈ {0, 1}ℓ
as inputs.

2. The random oracle randomly chooses
a function Hi from the all functions
H = {H1,H2, . . . , } which map {0, 1}ℓ
to {0, 1}m.

3. The random oracle outputs Hi(x).

The following lemma holds.

Lemma 2 For any k ∈ N, any x, y ∈
{0, 1}poly(k) (x ̸= y)，and probabilistic
polynomial-time algorithm B,

|Pr[B(1k,H(x)) = 1]−Pr[B(1k,H(y)) = 1] = 0.

SPAAP ⟨P,V,M⟩, which satisfies the all
requirements is shown as follows, where
(Q,A,R) is the Kushilevitz and Ostrovsky’s
PIR scheme which described in the previous
section.

1. M computes (e, d) ← G(1k) and pub-
lishes e.

2. P computes (q, s) ← Q(1k, i) and sends
(E(e, q), s) to V.

3. V sends E(e, q) toM.

4. M obtains q by decrypting E(e, q). M
randomly chooses c ∈ {0, 1}ℓ and for any
j ∈ [m] computes x′j ← H(xj , c). Let
x′ = (x′1, x

′
2, . . . , x

′
m). M computes a←

A(1k, x′, q) and sends (c, a) to V.



5. V computes x′i ← R(1k, s, a) = H(xi, c)
and sends c to P.

6. P computes z′ ← H(z, c) and sends z′ to
V.

7. V outputs 1 if z′ = x′i, and outputs 0
otherwise.

3.3 Security Analysis

Theorem 1 SPAAP has correctness, imper-
sonation resistance against passive insider,
anonymity against central manager, and
anonymity against service providers under the
quadratic residuosity assumption and the ran-
dom oracle assumption.

proof: We show only the outlines of the proofs.
As for correctness, it can be proven by Inequa-
tion (1) and Equation (3). We show the others
by contradiction. As for impersonation resis-
tance against passive insider, it can be proven
by Inequality (4) and the basic property of
a random oracle. As for anonymity against
central manager, it can be proven by Inequa-
tion (2). As for anonymity against service
provieders, it can be proven by Inequation (4),
Lemma 1, and the basic property of a random
oracle. 2

4 Conclusions

In this paper, we proposed SPAAP, which
consists of the special version of the single-
database PIR scheme proposed by Kushile-
vitz and Ostrovsky, in which an element
of the database can be reconstructed with-
out the index. We proved that SPPAP
satisfies all the requirements; correctness,
impersonation resistance against passive in-
sider, anonymity against central manager, and
anonymity against service providers under the
quadratic residuosity assumption and the ran-
dom oracle assumption. SPAAP is more prac-
tical than the existing protocol [8] since using
a single database implies the assumptions for
multi-database PIR schemes are not required
any more.
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