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ON THE NUMBER OF THE PAIRING-FRIENDLY
CURVES

TAKANORI YASUDA, MASAYA YASUDA, TAKESHI SHIMOYAMA,
AND JUN KOGURE

Abstract. In pairing-based cryptography, it is necessary to choose
an elliptic curve with a small embedding degree and a large prime-
order subgroup, which is called a pairing-friendly curve. In this
paper, we study the number of the pairing-friendly curves with a
given large prime-order subgroup.

1. Introduction

In pairing-based cryptography, the Weil or Tate pairing on elliptic
curves has been applied to propose many new and novel protocols, such
as identity-based encryption [2, 12], short signature [3], and one-round
three-way key exchange [7]. To implement pairing-based systems, it
is necessary to choose “pairing-friendly” curves. Let E be an elliptic
curve over a finite field Fq with q elements. For a fixed prime divisor r of
]E(Fq), we define the embedding degree of E to be the smallest integer
k with r | qk − 1. According to [6, Definition 2.3], the elliptic curve
E is pairing-friendly if ρ(E) ≤ 2 and k < log2(r)/8, where ρ(E) =
log q/ log r.

There are a number of methods of specific constructions of such
curves (see [6] for details). In particular, the method of constructing
pairing-friendly ordinary elliptic curves works in the following two steps
(see [11]):

Step 1: Choose a prime r, integers k ≥ 2 and t, and a prime
power q such that

(1) |t| ≤ 2q1/2, t 6= 0, 1, 2, r | q + 1 − t and r | Φk(q),

where Φk(x) is the k-th cyclotomic polynomial.
Step 2: Construct an elliptic curve E over Fp with ]E(Fq) = q +

1−t. Then E has a subgroup of order r and an embedding degree
k if r - k (see [6, Proposition 2.4]). In particular, the elliptic

Key words and phrases. pairing-friendly curves, elliptic curves, embedding
degree.

1



2 T. YASUDA, M. YASUDA, T. SHIMOYAMA, AND J. KOGURE

curve E is pairing-friendly if ρ(t, r, q) ≤ 2 and k < log2(r)/8,
where ρ(t, r, q) = log q/ log r.

For positive real numbers x and y, Luca and Shparlinski in [9, 10, 11]
studied the number of prime powers q ≤ x for which there exist a prime
r ≥ y and an integer t satisfying the above condition (1) and certain
condition on the size of the complex multiplication discriminant of the
corresponding elliptic curve. Given an elliptic curve E over the field Q
of rational numbers, Cojocaru and Shpalinski in [5] studied the number
of primes p ≤ T for which the reduction of E modulo p has a large prime
factor and also a small embedding.

Fix a large prime number r. For an integer 2 ≤ k < log2(r)/8 and a
real number ρ ≤ 2, we define

Ψ(k, ρ, r) =

(t, q)

∣∣∣∣∣∣
(i) t, q ∈ Z with a prime q,
(ii) (t, r, q, k) satisfies the condition (1),
(iii) ρ(t, r, q) ≤ ρ.

 ,

which corresponds to the set of the pairing-friendly ordinary elliptic
curves over prime fields with a subgroup of order r and an embedding
degree k. In this paper, we study the number of the set Ψ(k, ρ, r).

2. Main result

We define

T (k, ρ, r) =
{
t ∈ Z

∣∣ Φk(t − 1) ≡ 0 mod r, |t| < 2rρ/2 with t 6= 0, 1, 2
}

.

For an element t ∈ T (k, ρ, r), we also define

Q(t, ρ, r) =
{
q : prime

∣∣ q ≤ rρ, q ≡ t − 1 mod r
}

.

Then we have the following lemma:

Lemma 1.
]Ψ(k, ρ, r) ≤

∑
t∈T (k,ρ,r)

]Q(t, ρ, r).

Proof. We have r | Φk(t − 1) if r | q + 1 − t and r | Φk(q). This shows
the lemma. ¤

A prime q ∈ Q(t, ρ, r) has the form

q = (t − 1) + ar, ∃a ∈ Z.

For t ∈ T (k, ρ, r), we see that t−1 and r are coprime since Φk(t−1) ≡
0 mod r. By the prime number theorem for arithmetic progressions [4],
we have

]Q(t, ρ, r) ∼ π(rρ)

φ(r)
∼ rρ

φ(r) log(rρ)
,
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where π(x) denotes the number of primes less than or equal to x and
φ is the Euler’s function. Therefore it follows from Lemma 1 that we
have

(2) ]Ψ(k, ρ, r) ≤
∑

t∈T (k,ρ,r)

rρ

φ(r) log(rρ)
=

rρ

φ(r) log(rρ)
· ]T (k, ρ, r)

as r → ∞.
We next consider the number of the set T (k, ρ, r). The following

lemma is needed:

Lemma 2. Let 0 ≤ t0 < r be an integer and let Ω(t0) denote the set
{t0−2r, t0−r, t0, t0 +r}. If t ∈ Z satisfies t ≡ t0 mod r and |t| < 2rρ/2,
then t ∈ Ω(t0).

Proof. If t 6∈ Ω(t0), then we have t2 ≥ 4r2. This is a contradiction to
the condition |t| < 2rρ/2 ≤ 2r. ¤

Let S be the group of the k-th power roots of unity in the group
(Z/rZ)∗. For any element t ∈ T (k, ρ, r), let 0 ≤ t0 < r be an integer
with t ≡ t0 mod r. Since Φk(t0 − 1) ≡ Φk(t − 1) ≡ 0 mod r, we have
t0 − 1 mod r ∈ S. Hence any element t ∈ T (k, ρ, r) satisfies

t ∈ Ω(t0), 0 ≤ ∃t0 < r with t0 − 1 mod r ∈ S

by Lemma 2. Therefore we have ]T (k, ρ, r) ≤ 4k. By the inequality
(2), we have the following:

Theorem 1. We have

]Ψ(k, ρ, r) ≤ 4krρ

φ(r) log(rρ)
as r → ∞.

For a pairing-based system to be secure, the size of r is required to
be large (for example, r ≈ 2160). Moreover pairing-friendly curves with
ρ ≈ 1 are preferable (see [6, §1.1]). However, the result of Theorem
1 shows that the pairing-friendly ordinary elliptic curves over prime
fields with a large prime-order subgroup are very rare if ρ is close to 1.
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The Itô-Nisio theorem, quadratic Wiener functionals, and 1-solitons

MI2010-5 Shohei TATEISHI & Sadanori KONISHI
Nonlinear regression modeling and detecting change point via the relevance
vector machine

MI2010-6 Shuichi KAWANO, Toshihiro MISUMI & Sadanori KONISHI
Semi-supervised logistic discrimination via graph-based regularization

MI2010-7 Teruhisa TSUDA
UC hierarchy and monodromy preserving deformation

MI2010-8 Takahiro ITO
Abstract collision systems on groups

MI2010-9 Hiroshi YOSHIDA, Kinji KIMURA, Naoki YOSHIDA, Junko TANAKA &
Yoshihiro MIWA
An algebraic approach to underdetermined experiments



MI2010-10 Kei HIROSE & Sadanori KONISHI
Variable selection via the grouped weighted lasso for factor analysis models

MI2010-11 Katsusuke NABESHIMA & Hiroshi YOSHIDA
Derivation of specific conditions with Comprehensive Groebner Systems

MI2010-12 Yoshiyuki KAGEI, Yu NAGAFUCHI & Takeshi SUDOU
Decay estimates on solutions of the linearized compressible Navier-Stokes equa-
tion around a Poiseuille type flow

MI2010-13 Reiichiro KAWAI & Hiroki MASUDA
On simulation of tempered stable random variates

MI2010-14 Yoshiyasu OZEKI
Non-existence of certain Galois representations with a uniform tame inertia
weight

MI2010-15 Me Me NAING & Yasuhide FUKUMOTO
Local Instability of a Rotating Flow Driven by Precession of Arbitrary Fre-
quency

MI2010-16 Yu KAWAKAMI & Daisuke NAKAJO
The value distribution of the Gauss map of improper affine spheres

MI2010-17 Kazunori YASUTAKE
On the classification of rank 2 almost Fano bundles on projective space

MI2010-18 Toshimitsu TAKAESU
Scaling limits for the system of semi-relativistic particles coupled to a scalar
bose field

MI2010-19 Reiichiro KAWAI & Hiroki MASUDA
Local asymptotic normality for normal inverse Gaussian Lévy processes with
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Motion and Bäcklund transformations of discrete plane curves

MI2010-29 Takanori YASUDA, Masaya YASUDA, Takeshi SHIMOYAMA& Jun KOGURE
On the Number of the Pairing-friendly Curves


