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Abstract Membership oriented services must implement user authentication mechanism. Recently, demand for
inter-domain service is arising, such as grid computing, web mash-up services, and so on. For inter-domain services or
nationwide services, it heeds inter-domain user authentication mechanism, but it is very difficult to manage the user identity
database over domains. ID federation is a solution for this problem. The UPKI project is started by NIl since 2005, and the
UPKI project researches and develops the nationwide electronic certification platform. UPKI aims to achieve the
inter-institutional exchange of user authentication and to construct mutual trust among institutions. The UPKI project tries to
realize PKI-like trust framework. The authors join the UPKI project, and research PKI based inter-domain ID federation. In
this paper, we study the intra-domain user authentication mechanisms. At first, we explain conventional 1D/PW authentication,
PKI based user authentication. After that, we describe inter-domain user authentication frameworks. Finally, we describe our
inter-domain authentication mechanism, and compare our mechanism and other mechanisms.

Keyword PKI, Identity Management, User Authentication, ID-Federation
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