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A Proposal for Cyber Attack Trace-back
With Packet Marking and Logging
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Abstract Cyber-attack incidents have become more and more frequent and serious. As a
countermeasure against cyber attacks, the technology of (IP address etc.) trace back to the attackers is
essential. Although many methods have been proposed for this purpose, the existing
trace-back techniques suffer from several problems, including that only the specific attacks can be
traced back, the tracing back is too time-consuming and traffic-path reconfiguration cannot be
guaranteed. In this study, to discover the attacker quickly and correctly, we propose a new method.
Using simulation data, its performance is demonstrated.
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