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Abstract There is a potential that the secret information on an encryption LSl is leaked from a scan chain. There are n
countermeasures against scan based attack. When we design a circuit, we need to evaluate a security of the circuit applie
countermeasures quantitatively and choose the best one. However, it is not discussed a quantitative security evaluation «
scan based attack so much. In this paper, we propose a quantitative security evaluation method. In this method, we ev
security using a mutual information between the obtained information which an attacker can obtain and the secret inform
which an attacker wants to get as an evaluation index. We evaluate securities of DES circuits with different configurat
using the proposed method and show quantitatively that the security of a circuit depends on its configuration.

Key words scan based attacksecurity] mutual informationl DES] BIST

goLsilcooooooOoOoOOLwLSIOooooooooo
gobooooooooooobboooboooooooooo
00000000o00ooUDO0oo0oURIDoDbOoooooo

1. 000D

gboboboboboboooooooobobobon

oooooOoOoDOOOLwSIoD0o0ooooooooo Lwsioon
goooooooooboboooboouobbooooboooooo
OLSID0000O00o0oOoOoOoOoooooonoooooo
O000oO0o00oooo LsiIoooooooooooooo
oooooooooobooooboooboobooooooooo
oobooooooooooboooon

goLsiDooOoooOoOooo(FROOODOOOOOOOOO
g0ooopoOoOoOopooooOoOooooo Lsioo FRO LSI
gooooooooooooooooooooooLsioon
oo0o0ooo0o0ooooooooooooo Lsioooon
goooooboooooooobooobOooobooooooo
gobooooooooboobooooooooooboooobooa

—1—



00000000000000000000LSI0000nn
0000000000000000000000([3],[4]000

O0YangD OO OOOOOOO DES(Data Encryption Standard)

00 AES(Advanced Encryption Standafd)J 0O O OO0 000 0O
Jdo0oboooDoOoooboooooboooboooooobooa
ooo0obO0OOoOoO0OooDoOooOoOoOoboobooOoOgdyangd d
oooooooo Lsiocoooooooooooooooon
goobooboboooobobooobooobobooooboo
goooo
0o0o0D0Oo0ooooOboooobooooDboooooooo
goboboobobbooobbooobooobbooboboo
Joo0booo0oOooobobooobooobobooooooo
goboboobbooobbooobooobbooboboo
0000080000000 00NDN00Nnnonoon
goboboobobooobboooboooboboooboo
000o00o0oo0oOo0o0o0oo0oOo0ooboooboooooooao
goobobooooboboooboooobobooooboboo
J0o0bOO0o0o0OoOo0oOo0ooObOOo0oobooobooooooboao
Joob0oooobooooboooobbooooooooo
dooooooboboboooooooooooooooooono
Jgoo0booboboooobobooobooobobooobooo
dooddoobooooooooooooboooooooono
gooboooboooboboooboooboooooobooo
gobbooobbobdooobbuoobbboobbobooo
ooo0bOoOoDooooooooono
poobobbooobbooobbooobobbooobobooo
000bO00oD0oOO0o0ob0bOo0o0obDbOoOooooooboooo
gobobooboboooobobooobboooboboooboo
00o0o00o00obOoO0o0ooooOo0ooooooogooono
goboboobobooooboboooboooboboooboo
Jo0o0bOO0o0o0OoOo0o0o0ooOoOOo0oobooobooooooboa
gooboobobooobbooobbooobobooooboo
doooooooooOooooooooooooooooono
Joobooo0ooooboooooboooboooooobooo
goboboobobbooobbooobooobbooboboo
Joo0bOooo0boooobooboooboooboooooobooo
goboboobbooobboobobooobboooboboo
Jooboooooooo
0000ououoooooooouUBIST(Built In Self Test)d O
000 DESOOOO0ODOO0ODOOODOOOO0ODOODOOODOODOO
gdoobobooobobooobboobobbooobooo
oooo
0oo00bODoO0O0bODO00bOoO0OoO0b 200000000
00o000oooobOOoo03000b0oooooooooo
00000 40000000000 DESOOODOOODODO
0d0o0bOO0oO0oooOoOoO0o0oooOOoOoOob so0boooOooooa

2. 0D0O00O0OOODO

0000000 [3]0 YangD O OO OO DES(Data Encryption

Standard 000000000 OOOOOOOOOOO

| MR 1—LER |
<(Cr nug

64

[ z2o5vo08 |
X

D E P

=T\

~ 7;\'I\N|

Y T,\i’CNI

32 o

32 32

w
N
e

02 DESOOOODOOO f

2.1 DES(Data Encryption Standard)

DES(Data Encryption Standard)0 1977000000000
Jo0oooooDooooorRPELI00OOO0ODOOOOOOOO
O [QJODESO 64bit0 000 56bit0 0000000 64bit0
oooooooood

010 DESOOO0D0OOOOOG4bitDOOODOO 32bidL;
0 RODODODODOOOODOODODOODOO fOO0O
go0f00000O0 1le000000ODOOODOO ;0000
000000000DOo 48hitD0o00O0O0D0 K, 0OoOoOoOoOO
Jo0000 K;,0OOoODOooooooooooooooooo
gooooog

0000000000000 IPO0O00O 64bit0O0O0ODO
gooooOooOobDOobD 1le0ObDObDOOOO IPOODOO
00000oOoOo /P~'0000000000000000 f0O
00002000000 fO0000O0O0O0ODOOOO0O 32bit
000goo48hit0 000000000 EFEOOOOOODO48bit
000000000 XoROOOOOOOOOO 48bitO 6bit
008000000 00DD0O0DDOO0OD0OOO00OSBoxO
O00oo ebitd0O 4bitD 00 8000000000 OODOO

0s5:0S00000004bit000000000O 800 4bitd

0o00o0ooo32bit0d POOOO
010 SBexeOOOOODOOODO S;00000100000
000000 s, 00000000 0oo0oooooog 2bit

—2_



01 SBox(S;)0DOO

Addre| o | v | 2|3 |a|5|6|7|8|9|10|12|12|13]|18]125

14| 4 |13 2 |15(11| 8 (3 |10(6|12| 5|9
13(1 )10 6 |12(11| 9| 5
13162 |11|15(12|9 | 7| 3 |10

419|1|7|5(11|3 (14|10 0

14
1512 8

wiN|k]|o
slo
=
Ll AT
~
[N N
=
D
N}
o|lun|lw|o
o

13

| Input_Reg |
v
( NEEEEP )
(v ¥ l [ 2R
MUX MUX
o
L _Reg B— R_Reg
9<—é<7p
1
v
( BIREEIP! )
i
| Output_Reg |

03 DESOOOO

00000000000 4bit000000000000OO0OOO
010000000000000000000 4000080
S 000000000000000 40000000000
ooboooobobooooooboooooo

DESOO00O0O00 30000InputReg0 000000000
RRedlL RegD 000000000 O0O000O0O0O0O0O0O0OO
160000000000000CCO0O0O OutputReg OO O
ooo

22 00000

03000 DESOOOO0OOOOOCO[@BIODOOOOOOD
DESOOO0O0O0OOOOCOCODOOOODOOOOOd

g0o0oooooO0000O00 bESOO0DOOOODOOOOOn
000000000 3000000000 300000000

g01l1000000000000000o0o

00 2000000000000

go030000o0oo0o0ooooooooo
00 1000000it0 0000000000000 oooo
goooooooooobooobooobobooooboooooo
oboooooboooobooboooboOooboboooobooOoooo
gobooooboOooobooooboooooobooooboo
oooooooooo FrFOODOOOOOOODOOOOOOD
0200000 1000000000000 O0O0DODOO00000
RRegd L.RegD OO OO0 DESO 10000000000
000000100000 00000000Se000O00OO0O
gooooooopoooopooooooooboo 3oooo
00000000 Sbox 00000 Sbox DOODODODODOOO
goooooo0ooooo0oooooogopo 3pooooo
000000 00000o00ooo0o0n K, O0oOooO 56bit

00 48bit0 000000000000 20000000000
K,0KsOOUOOOOOOOOoooooo shitbooooo

3. DOoOoOOoooooo

gobooooooooooobooobooboooobooooo
goooooooooooOOoOoOOODOD200000000O0
gboooooooobooobobooooooooobooooaoo
00000000oooooooooo 10oo0ooobooooon
gooooooooboooooboooboooooooooo
goooooooooooobooobooboooooooooo
goboooobooooboooobooobooooooooooo
goooooooooooobooobobooooboooooo
goboooooooooooboOooboocOoooOooOooooo
goooooooooooooooobooobooooooo
goboooboooooooobboooboboooobooooooo
gooogooooooobooooobooobooobooooooog
gobooooooooboooooboooobOooboooooboooo
gobooooooooooobboooboooooooooog
goooooboooooboooobOooobOooooOooooooo
gobobooooooooooboooobooooooooog
gooooooooooooooo

goboooooooooooboooobooooboooooo
goooooboooobooooobooooboooobooooooo
gooobooocooooboobobooooOoboOobobobOoon
gooooooooooooooooboboboooooDbobo
gbooooooooooooooooobooboooboooo
goooooooooobooooboobooobooooboooooog
goooobooooboooboooooboboobooooooooo
gooooooooobo0oobbO FFODOOODOOODO

3.1 00000

gbobooooooobooooooooooobooboooooo
oo0[0j00oo0o0ooO0oUoOoOoUUOoOoOooOoOoooO
gobooobooooooooboboooboobooooooooo
goooooooooooooooobobooooooobooboo

2000000 X, YOOOOOUoooo I(x;y)o0 @
goooooo

I[(X:Y) = H(X) - H(X|Y)[bit @)

H(X)O X00DOO0O0O0O0OO000000000000000
0 XO0DOOOOOODOOOOH(X|Y)DOOoOoOooooo
0000000000000 0000YOOOO0OO0000
X00O0OOOO0O0OOOO0O0O000000000 YOOOo
0000000 X0000O0O00O000000000000
000000 XO0YOOOOOOOOOOO0O0O00O0000
0000000000000000000000000000
000000000X0YOOOOOOODOOO0O0O0D000
0000000D000000000000000 H(X)OO0O
0000000 H(X|Y)=0000O0XOYOOOOOOO
0000D000000000000000000000000
H(X)OH(X|Y)ODOODOOOO (0@) 00000000

—3_



O00Px(z)00000 XO0O0OO0 x000000000X0
00000000000 Py(y) 00 Pxy(zly) 00000 Y
000000YDOOOOOO X000000000000
000000020000

H(X) = - Px(z)log Px()[bit] )

H(X|Y)==> Py(y) > _ Pxjy(zly)log Pxy(x|y)[bit]

®3)
000 Pxy(zly) 0 X0 YOOODO Pxy(z,y) 00000
(000000000000X0YOOO0O0000000
00000000000000000

Pxy(z,y)
Py (y) @

Pxy(zly) =

3.2 0000

(i AR ) M

I(X;2)

LORMEH
y
REEK
HEER
z

04 000ODO0OOOODOO

040000000000000000000000000
0000000000000

e 00O0O0O0O0 f:00000000000

e 000ODDODOOODg:0000000000000
ooo
000000000 fO0002€Vx 00000000000
00000 ¢g0O000000000 fO0000yeVy OO0
000000000000000000 2€V,000000
00000000 Vi, Ve,V 000000000000000
0000000000000000000000000000
0000000000000000000000000000
000000000 f000000000000O000000
000000000000000000000000
Vx,Vy,Vz0OODODOOOOOOO X,Y,Z0OOOOOO
00000000000000000000000000000
YO zZO0OOX0O0OOOOOOO0o0o f,¢y000000000
00000000000000X0 Vx0OO0O0OOO0O0O0O00O
ooooo

0000000000000000000 I(X;Y)0000
0000000000000000000000000000
000 I(Y;Z)000000000000000000000

00000000000000 I(X;Z)00000000o
000D000000D0000000D000000000000
0000000000000000000000000000
00000000000 I(X;2)000000000000
I(X;7)00O00O00000000000000000000
000000000000000000000

0000000000 I(X;Z) 0000000000000
0000 I(X;Z)0000000X0 ZO00OOOOOOOO
000000000000000000000000000
f00000D000000D00000 X0 YOOOOOOoo
000000 ¢000000D0000000000YO Z0O
000000 Pxy(z,y)0Pyz(y,2) 00000000000
000D000D0000D0000000 X0 Z0000000
Pxz(z,2) 00000000Pxz(z,2) 0000000000
0oooooooo

4. 0000

000000000000 0000 BISTOOOODO DESO
0000000000000000000

41 0000D0OO0O0 DESOO

DESOOOODIODOD 48bit] fO00 D000 32bit0 00
Vx ={0,1}*®*0W ={0,1}*?* 00000000000000
00000000000 00000000000000000
00000000000 Vz={0,1}**0000000000
0Oooooooo

o f:{0,1}*® x{0,1}** — {0,1}*?

e g:{0,1}% —{0,1}*
DESOO00ONONOOONONDOOONONONOONONONOOOONOO
00000SBex00000000000000000O0O0
0000000000000000000000000000
0000000000000000000000000000
00000 fO0 SBex 0ODOODOOODOOOOODOOOOOO
0000000000000000000000 ¢g00000
0000000000000000000000000000
00 (5000000

I(X;2) =1(X;Y) (5)

O00SBex00O0U0DOOO0OUOOODOOODI(X;Y)ODO
000000SBoz 00 S, 000000Vx, = {0,1}%, Vi, =
{0,1}00000 $ 0000000000000Vx,, Vi, O
oooooo xy,w\»ao0000X,0 Vx, OOOOOOOOOO
000X:;0Y:0000000 Px,v,(z,y) 00 1000 Sy
00D000000000000000 20 Px,y,(z,y) 00
000 4)00o00ooooooooooog PX1|y1(.II|y)DD
300000 3000000000000000000 2200
poOooooooooooooa I/QQDDDDDDDDDDDD
OO0H(X.[v1) 0O (6)0000000000

H(Xl\Yl)I%(—%logQ%~
S,O0Ss0000000000000ooos;bossgoooa

22) . 2% = 2[bit] (6)

—4—



02 Ss;000000 Xx,000YZW0000000

Y1
Px, v, (z,y) | 0000| 0001| --- | 1110 | 1111 | Px, (z)
000000| O 0 0| & 0 5
: : 0 |-
000110| © & |0 0 0 =
: : 0 |---
001111| © x| 0 0 0 >
X, : : 0 .
100010 | O &5 |0 0 0 &
: oo :
101101| O 2% 0 0 0 2%
: o : :
111111| 0 0 0 0 =
Pri(y) | g7 | 3¢ 31 | ot

03 s 000000YZ,O0oooooooo x;, 000000000

Y1
Px, |y, (z|y) | 0000| 0001| --- | 1110| 1111
000000 | O 0 0| &% 0

2

: : 0 |-

000110 | O |0 0 0
: : 0

001111 © 2% 0 0 0
100010 | © H |0 0 0

: : 0 |-
101101| O |0 0 0
111111 0 0o |---| O 0

O0000000000SBex00000000000000
H(X|Y)D 2x8=16bit] 00 0000000000000
000000000000 000O0 20000000000
000000 1/2'°0000000X0 {0,1}* 000000
000000H(X) = —(51slog 51x) - 2** = 48[bit] 00O O
0000000000 I(X;2)000 (70000000
ooo

I(X;2) = I(X;Y)
H(X) - H(X[|Y)

= 48 — 16 = 32[bit] @)

4.2 BISTOOOUO DESOO

O0000BIST(BuiltInSelf TestfD OO OO DESOOODO
gobOoOdooOoobooDboosBlIsSTOOOOOOOOOOO
SISR(Single Input Shift Resister)(5) O MISR(Multi Input Shift
Resister){] 6) 0 O O LFSR(Linear Feedback Shift Resistér)]
goboooooobooooboouoboboo gbbbOog s
060000 1600 LFSROOOODOOOODOODOOODOO
LFSROOOOOODOOOOO0O0Ooooooooooooooo
00000o00oo00ooOoOdo LFSROODOODOOOODOO

16 15 14 13 12 11 1

05 160 SISROO

g g %ﬁﬂémﬁu }5@7

06 160 MISROO

00 LFSRODOOO0D0D00O32bit0 0000000 16bit0 0
000000000000000000000000000
0I(X;Z)00000000000000000000000
0000000000000000000

000000000 DESODO0ONODONDNOOONONDOONOO0
000 ¢00000000000000000000VxOW
04.10000000000000000 LFSROOOO 16bit
ooooooooove ={0,1}'000000000000
oooooo

o £:{0,1}"® x{0,1}** — {0,1}*

o g:{0,1}* — {0,1}'¢
41000000000000000 000000000
0000000000000000 20000000000
000000 1/2*%00000000000000000 g0
000000000000000000000 200000
00000000000 1/2% 0000000000 f000
000000000 ¢g000000000000000000
0000000000000000000000000000

Vi={0, 1)*8

vy={0, 1} v;={0, 1}

07 BISTOOOOO DESOOOOOOOODO

000000000000 0000000000000 700
0000000000000000000000000000
0000000000000000000000000000
00000000000000000000000 220000
000000D00o0oD 1/2200000000H(X|Z)0
0O@ooooooonoo

H(X|Z) = — (——

- 232(_.555 08 55 233y, 9% = 39[bit]  (8)

00o00o0o0oooo I(X;Z2)000 Qoooooooooo

I(X;Z) = H(X) — H(X|Z)

48 — 32 = 16]bit] 9)



4.3 O 0
000000D000D000000D0000000000 DES
00000000000000000000000 I(X;Z)0
32bit0 D0 DO0D000BISTOOOOD DESOOOOO0DOD
000 I(X;Z)0 16bit0 0000000000 0BISTOOD
00000000000000000000
00000000 I(X;Z)00000000000oooo
0000000000000000000000000000
000000000000000000000000000
000000000000000 I(X;Z) 000000000
I(X;Y)O I(Y;Z)0DO0O00D00000000000000
/0000000000000 ¢g00000000
000000 h:{0,1}" —{0,1}" 00000000 m >n
0Dooo{o,1}0{0,1}" 00000000000 ADBOO
000 (1)000I(A;B)00000000000000O0O
000 H(AB)DOOOOOOODOOH(AB)DOOODOOO
0000000 be{0,1}"00000b=h(a)000000
e€{0,1}" 000 2" "0000000000000000
01/2""0000000000000000 DESO SBox
0 LFSROOD0O0000O0O0D0ODOO00O016bit00000
0 48hit00000000000000000 I(X;2Z)000
ooooooo

5. 0 ogoag

goooooooooooooboooboobooooooooo
uoooobooodoooobooboooooooobooboOoOooono
gooooooooobooooboooobooboOoooboooooo
obooooboooobooooboooobbooobooOoooo
O DESOOO BISTOOOOO DESOOOOOOOOOOODO
ooooooOOooOoooosBISTOOOOOOOOOOOODO
goooooooooboooobooobobooooboooooo
ooooooo

goooooooooooobbooobobooooboooooo
ooooobooocoooooobooooooboooooooo

U U

ooooOoooooooooooo @E@snoooooooo
0000 (CREST-DVLSIJOOOOOOOOOOOOOOO
obodoooooboooooobobbooobooooOoboboOoooo
A(N0.19200004) 00000000000 OO B(No.20700050)
ooooooo

O O

[1] YongBin Zhou, DengGuo Feng, “Side-Channel Attacks: Ten Years
After Its Publication and the Impacts on Cryptographic Module Se-

curity Testing”, Cryptology ePrint Archive, Report 2005/388.
[2] DOOoOO0O0OO0O0O00D0DOO0O0OO0O0OOO0OOooOOO
000002004.

[3] Bo Yang, Kaijie Wu, Ramesh Karri, “Scan Based Side Channel At-
tack on Dedicated Hardware Implementations of Data Encryption

(3]

(6]

(71

(8]

[9]

(10]

Standard”, Test Conference, 2004. Proceedings. ITC 2004. Interna-

tional, pp.339-344, 2004.

[4] Bo Yang, Kaijie Wu, Ramesh Karri, “Secure Scan: A Design-for-Test

Architecture for Crypto Chips”, Annual ACM IEEE Design Automa-
tion Conference, pp.135-140, 2005.
goooOooooOoooOoooOo*0coooobOobooonDdg
000 LsSloooo0ooooo’"™oo0ood Vol.107 No.482Z1
pp.57-62] 20087
oo0oo0ooo0oooOoooOoooOo“o0o0oooooooo
000000000000 Vol.107 No.48Z] pp.39-441 20087

M. Doulcier, M.-L. Flottes, B. Rouzeyre, “AES-Based BIST: Self-
Test, Test Pattern Generation and Signature Analysis,” 4th IEEE In-
ternational Symposium on Electronic Design, Test and Applications
(delta 2008), delta,pp.314-321, 2008.

J. Lee, M. Tehranipoor, J. Plusquellic, “Securing Designs against
Scan-Based Side-Channel Attacks”, IEEE transactions on depend-
able and secure computing, Volume 4, Issue 4, 2007.

“FIPS 46-3,Data Encryption Standard(DES)",NIST,
http://csrc.nist.gov/publications/fips/fip s46-3/fips46-3pdD99.
g00000oDoOOo00O0O00OooooooooOoog2004.



