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Scheduling problem is one of the most critical issues in
the planning and managing of manufacturing processes. The
difficulty of finding the optimal schedule depends on the shop
environment, the process constraints and the performance
indicator. The main objective of scheduling problems is an
efficient allocation of shared resources over time to
competing activities. Emphasis has been on investigating
machine scheduling problems where jobs represent activities
and machines represent resources. The problem is not only
NP-complete, but also has a well-earned reputation of being
one of the most computationally difficult combinatorial
optimization problems considered to date. The most difficult
problems in this area are the Flow Shop Scheduling Problem
(FSSP) and Job Shop Scheduling Problem (JSSP).

Over the past decades, FSSP and JSSP have attracted
many outstanding researchers, efforts have been devoted to
finding high-quality global solutions in a reasonable

computation time by heuristic optimization techniques. The
traditional methods include Tabu Search method (TS), Ogbu
and Smith's Simulated Annealing algorithm (SA), Reeves's
Genetic Algorithm (GA), Adams, Balas and Zawack's Shifting
Bottleneck procedure (SB) and Eberhart's Particle Swarm
Optimization algorithm (PSO), and Ant Colony (ACO). In
recent years, most studies indicate that a single technique
cannot solve this stubborn problem. Since hybrid methods
can provide high-quality solutions within reasonable
computing times, a variety of works have been done on
hybrid methods including several techniques, such as GA, TS,
SA and SB, etc. A comprehensive survey of hybrid methods
on scheduling techniques can be seen. In addition, the
research on the PSO algorithm is one of current hot topics. It
combines the local search and the global search together,
such that it is able to achieve a better search efficiency.

In order to refrain from the premature convergence and
being easily trapped into local optimum, in this thesis,
motivated by these perspectives, we propose an efficient
hybrid intelligent algorithm for the FSSP and JSSP based on
PSO, TS, SA and GA, which are evolution computation
techniques. They exhibit implicit parallelism and contain
certain redundancy and historical information of past
solutions. Moreover, TS, SA and GA also have better local
search features. Therefore, the proposed hybrid PSO
algorithm also effectively exploits the capabilities of
distributed and parallel computing of swarm intelligence
approaches to achieve the better solution for FSSP and JSSP.

Specifically, this thesis is organized as follows:

In Chapter 2, the basic concepts and notations of the
FSSP and JSSP are described, such as the semi-active, the
disjunctive graph representation and critical path. The main
focus throughout this thesis is the minimum-makespan
problem, in which makespan, maximum completion time of all
the operations, is used as an objective function to be
minimized. Moreover, we introduce searching mechanism
and algorithm processes of PSO. Then, PSO has been
demonstrated as an optimization technique in real-number
spaces.

In Chapter 3, the concept of neighborhood search is
described as a widely used local search technique to solve
combinatorial optimization problems and is extended to
include meta-heuristics. Especially, it is shown that TS and
SA can be considered as advanced meta strategies for
neighborhood search to avoid local optimum. PSO combines
local search (by self-experience) with global search (by
neighboring experience), achieving a high search efficiency.

TS uses a memory function to avoid being trapped at a local
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minimum, and has emerged as an effective algorithmic
approach. This method can also be referred to as calculation
of the horizontal direction. SA employs certain probability to
avoid becoming trapped in a local optimum and the search
process can be controlled by the cooling schedule (also
known as calculation of vertical direction). By reasonably
combining these three different search algorithms, we
develop two robust, fast and simply implemented hybrid
optimization algorithms (HPTS and HPTS with parameter
selection approaches). Based on the HPTS algorithm, an
improved HPTS algorithm called IHPTS is also proposed,
which will enhance the particle swarm computing
performance by GA operation to solve FSSP. In addition, we
propose a new multi-layer hybrid particle swarm optimization
model, which brings the new research direction and
inspiration for the hybrid algorithms.

In Chapter 4, through extensive experiments on
different scale benchmarks, we validate the effectiveness of
our approaches (HPTS, HPTS with parameter selection
approaches and IHPTS algorithms). 30 instances for FSSP of
10 different sizes taken from Taillard's benchmark have been
selected to test our three proposed approaches. This
benchmark contains some instances that have been proven to
be very difficult to solve in the sense that the best solutions
found so far are through the use of a very lengthy
Tabu-search heuristic. On the other hand, 43 instances for
JSSP are taken from OR-Library as test benchmarks to test
HPTS. The proposed approaches was coded in MATLAB
programming language and run on a 2.27 GHz Intel(R)
Core(TM)2 Duo CPU, RAM 4GB personal computer. Each
instance is executed for 10 runs. The experimental results
reveal the effectiveness of our approaches, compared with
other well-established methods.

Finally, in Chapter 5, the study in this thesis is

summerized and the future directions are suggested.
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Botnet, i.e. a collection of compromised computers that are
remotely controlled by hackers, is one of the biggest threats
against the Internet security. To construct a botnet, hackers
usually have to integrate various malware techniques for
handling different tasks: firstly, they need some malware
propagation technique to locate and infect as many vulnerable
hosts as possible. Then, to make the bot-malware parasitic in
the victims, they have to adopt some concealment techniques
to conceal malware traces and even disable security software
on the target machines. Finally, to let the attackers remotely
control their hijacked machines, they have to establish an
efficient and stealthy command and control (C&C) channel. In
this dissertation, we study three real malware techniques that
are being or will be widely used for the above tasks in botnet
construction, and propose anomaly-base countermeasures
against each of them.

Specifically, this dissertation proposal is organized as
follows:

Chapter 1 presents the background and motivation of
this research. It also summarizes our main works and
contributions in this chapter.

Chapter 2 first makes a quick review of existing
malware techniques in botnet construction. In this process, it
discusses the merits and demerits of each technique and
illustrates the positions of the three targeted techniques:
Google Hacking, Kernel Rookits, and SMS-based C&C. It
then introduces the existing works on these three techniques
and summarizes the challenges to defense against them.
Finally, it presents the principle and the challenge of
designing anomaly-based countermeasures.

Chapter 3 studies Google Hacking, a new malware
propagation technique that uses malicious search-engine
queries to locate vulnerable machines. This technique has
been proved efficient by real malware but receives very little
query
countermeasures cannot deal with neutral or 0-day malicious

attention.  Existing  signature-based filtering
queries. According to our analysis, the maliciousness of a
query is not determined by the query itself but what the
searcher does against search results. The only normal
behavior of a searcher is requesting web pages appeared in
search results, and any other actions against search results
can be regarded as abnormal. We leverage this observation to
design a Google Hacking Defense System (abbr. GHDS). It
makes a search engine randomly insert some fake results that
point at honeypots within search results of suspicious queries.
Then, attackers can be captured when their abnormal
behaviors against fake results are drawn to honeypots. The
practical and theoretical evaluations demonstrate that this
anomaly-based system has the ability to capture neutral and
0-day malicious queries, and can well prevent Google
Hacking attacks in different scenarios with a small insert-rate
of honey pages.

After attackers locate vulnerable machines, their next
step is to exploit application vulnerabilities (e.g.
buffer-overflow) to inject malicious codes for the malware
infection. Once a program is exploited and injected malicious
codes, its runtime behaviors must deviate from its original
intents. We leverage this point to design a model-based
intrusion detection system against code injecting in Chapter
4. It uses a statically-constructed state transition table (STT),
which records expected transitions among system calls as
well as their stack states (return address lists), as a normal
behavior model to perform anomaly-detection. According to

our analysis, the STT model greatly improves the space
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efficiency of the classic VPStatic model without decreasing its
high precision and time efficiency.

Chapter 5 studies kernel rootkits, which is the toughest
malware concealment technique. Because they conceal
malware by directly subverting the kernel, it's hard to
prevent them with traditional antivirus tools that rely on the
information provided by the kernel. We find that the root of
kernel rootkits is at the lack of isolation among OS kernel
modules: they can access each other’s memory without any
restriction. So, we present Barrier: a lightweight hypervisor,
to isolate kernel modules into different spaces. As a result,
kernel rootkits can be captured when they access text or data
outside their spaces without obeying some predefined normal
behavior rules (models). The evaluation results show that
this anomaly-based hypervisor can well capture the current
kernel rootkits without bringing unaffordable performance
overheads.

Chapter 6 mainly studies the possibilities to use Short
Message Service (SMS) to construct an efficient and stealth
C&C channel. Recently, many Internet threats including
botnet are moving to mobile devices. Although many existing
control techniques in the desktop world can be easily adapted
to the mobile environment, special features of mobile phones
such as SMS provide hackers additional ways to perform
remote control. We present a SMS-based C&C using a simple
flooding algorithm, and prove its effectiveness both
theoretically and experimentally. We then propose
countermeasures that can well prevent this emerging threat.

Chapter 7 concludes the results of this research, and

discusses some future works.
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With the development of the computer and network
technology, digital media information is used in many fields
more widely, e.g., the industry, medical treatment and
academic research. As a result, the corresponding security
problem of the digital media information becomes
increasingly significant. Moreover, to reduce the volume of
the information for the transmission, the digital media
information, in general, does the compression as one
procedure. Based on this background, there are three kinds of
methods for the secure communication of the digital media

information. The traditional way is that the digital media

information is first compressed to reduce the redundancy, and
then encrypted to mask its meaning. However, in some
application scenarios, the sender of the digital media
information hopes encrypting the original data firstly and the
network provider may compress the encrypted information
without knowing any knowledge on the original and the
corresponding data. Therefore, the second method which
does the encryption followed by the compression has been
attracted as the considerable research interest recently.
Specially, for the second method, the research of the
corresponding encryption algorithms is one of the main
research topics in the digital media security. The third
method is that the compression of the digital media
information and the corresponding encryption can be
achieved simultaneously. This research always considers the
revision of the traditional compression algorithm (e.g., the
Huffman coding and arithmetic coding). The purpose of it
focuses on the reduction of the time and computation of each
operation (i.e., the compression and encryption), and this kind
of research makes the system flexible for the advanced digital
media processing.

According to the above analysis, it can be found that the
second method and the third method are two interesting
topics in the field of the digital media security. In fact, there
have been many encryption algorithms belonging to these
two methods which are proposed for protecting the secrecy of
the digital media information. Correspondingly, the security
analysis of the proposed algorithms also becomes important
before they are employed in practice. In this thesis, we
investigate the security of some encryption algorithms about
the digital media. In particular, as the still image is one of the
main vehicles of the digital media information which causes
that there have been many proposed image encryption
algorithms, our security analysis primarily focuses on the still
image related encryption algorithms. In our analysis, we try
to identify some properties in the different encryption
algorithms which can be exploited to break the corresponding
ciphers.

In this thesis, there are 6 chapters as follows:

Chapter 1 provides the general outline on this research.
We present the motivation and main contributions of this
thesis in this chapter. Moreover, the organization of this
thesis is also described.

Chapter 2 includes the introduction of two main
branches on our research. On one hand, the basic information
about the digital media security is provided. We introduce the
concept and the application of the digital media firstly. Then,

the background, motivation and corresponding research
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progress about the digital media security are presented. On
the other hand, a short review about the security analysis of
the digital media encryption is given. We provide the
categories of the security and the target of the adversary in
this chapter. Moreover, the classification of the attack
scenarios and the measurement of the attack are also
introduced. Finally, some examples about the security
analysis of image encryptions are presented.

Chapter 3 presents a scrambling analysis of image
spatial scrambling encryption algorithms. As the image
scrambling algorithms (e.g., the Arnold cat map and Fibonacci
transformation) are widely used to encrypt the digital image,
the scrambling degree of the corresponding ciphertext image
should be measured. In this chapter, an evaluation method
based on the bit-plane has been proposed. Specially, the
bit-plane theory is the core of this evaluation method. In the
evaluation step, the spatial distribution entropy and centroid
difference for the bit-plane are used to measure the
scrambling degree of each bit-plane. As the relationship
between the original image and most significant bit-plane to
least significant bit-plane reduces gradually, we set a level
decreasing-based weight for each bit-plane when the final
scrambling degree is computed. The experiment results show
that this evaluation method can find the scrambling degree for
the image scrambling algorithms.

Chapter 4 addresses a security analysis of an image
encryption algorithm of pixel bits and provides the
comparison with the previous state of the art. We use the
chosen-plaintext attack for an image scrambling encryption
algorithm of pixel bits which was provided by Ye published on
Pattern Recognition Letters in 2010. Our attack reveals the
encryption vectors which can substitute for the secret keys.
Compared with the former analysis work achieved by Li and
Lo which was published on Signal Processing in 2011, our
attack has the lower complexity which implies that our attack
is more efficient than Li and Lo’s attack. Moreover, a
suggested improvement against our attack is presented in
details. In fact, we introduce the self-correlation which comes
from the idea of the self-adaptive encryption, proposed by
Chen et al. published on Journal of Software in 2005, into the
original algorithm to enhance the security. The final
simulations show that the suggested improvement may be
better than the original algorithm.

Chapter 5 is concerned with a security analysis of the
randomized arithmetic codes based on the Markov model and
the further analysis on the corresponding improvement. The
randomized arithmetic code is a kind of symmetric-key

algorithm which can achieve the encryption and the

compression for the digital media information simultaneously.
In this chapter, we first put forward a formal definition of a
randomized arithmetic code based on the Markov model
(ACMM) which is proposed by Duan et al. published on
Communications in Nonlinear Science and Numerical
Stmulation in 2011, and then explore the security of ACMM.
Our analysis shows that ACMM is insecure under the
ciphertext-only attack (COA) even if a new pseudorandom bit
sequence is used for the encryption of each message.
Moreover, an enhanced algorithm which combines ACMM
with the randomized arithmetic coding (RAC), introduced by
Grangetto et al. and published on [EEE Transactions on
Multimedia in 2006, is presented. However, the security
analysis also shows that ACMM+RAC is insecure under the
COA. Finally, we present the simulation results to confirm
the proposed attacks.

Chapter 6 summarizes the results of this thesis and

describes some corresponding future works.
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Analog-to-digital converters (ADC) are very important
building block of digital wireless communication systems and
in particular, more challenging for software defined radio
implementation to operate in different signal bandwidths and
channel conditions. Such systems require the SNR and
bandwidth to be reconfigurable while requiring minimum
modification of the system hardware.. Therefore, a flexible
ADC with the ability to adjust its design parameters for
adaptive and multi-mode operation with efficient use of the
available power is required. Delta-sigma modulator provides
very flexible architecture based on digital circuitry and
trade-off between SNR and bandwidth. By varying the
oversampling ratio (OSR), loop filters order, and quantizer
resolution, different output SNR and bandwidth for a
delta-sigma modulator could achieve. This research is to
explore efficient techniques for the design of delta-sigma
ADC, specifically for multi-standard wireless transceivers.
We present different re-configurable delta-sigma modulators,
and techniques for low power optimization. the K7/C has
considered to selected the sampling capacitor that required to
realize the suitable dynamic range for wireless applications.
Moreover, clock generator designed to generate
non-overlapped clock and buffered to feed the entire system
avoiding the clock skew. In this work, we present a new
design for comparator, Opamp, and three different
architectures for delta-sigma modulator. All these design
explained in the following paragraphs.

Since the comparator is one of important block in
delta-sigma modulator, we proposed a latched comparator
with high speed and low power suitable for high speed ADC.
A low power CMOS latched comparator has been designed in
TSMC 0.18um. The neutralization technique for reducing
Kickback Noise has provided. The simulation results
illustrates that it works at 1GHz, suitable for high-speed
applications. Measurement results prove that the latched
comparator consumes 246 uW with a power supply of 1.2v at
10MHz. A simulation method for accurately determining
dynamic offset in latched comparator was presented.

Typical and proposed recycling folded cascade (RFC)

amplifier designed and fabricated in 7.SMC 0.18um. Simulated
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and measured results were compared. Proposed RFC
demonstrate an enhancement on DC gain by 5dB almost for
the same power consumption and bandwidth. Moreover, it
realized less input referred noise than typical. Split-length
devices (SLD) method applied on proposed (RFC) to create a
low impedance node employed in indirect feedback
compensation. Realization of two-stages recycling folded
cascade amplifier using indirect feedback compensation
method has designed. The proposed two-stages amplifier
delivers open loop gain 83dB enhanced by 20dB over typical
one, gain bandwidth product is 187MHz and slew rate is 74
V/us which is required for reconfigurable.

The design of a third orders delta-sigma modulator
exploited shared Opamp technique in order to reduce number
of Opamps required, consequently the total power
consumption for the modulator decreased, as well as,
required area decreased too. The architecture relaxed
comparator speed appropriate for wireless applications. First
and second stages are sharing one Opamp in integration and
sampling phase. The proposed circuit has designed on TSMC
0.18um CMOS technology. 2MHz Bandwidth, 50dB Peak
Signal-to-Quantization-Noise Ratio (SQNR), which is suitable
for WCDMA, have achieved. It consumes 2.4mW with power
supply 1.2v and area is 0.3mm?

A third order delta-sigma modulator has designed using
single Opamp for wireless applications. The behavioral model
simulated using MATLAB to determine the modulator
parameters that meet the GSM/WCDMA specifications. A
comparison between conventional and proposed circuit has
provided. The proposed circuit has achieved low power
consumption compared to conventional one. The proposed
circuit has been design using a 0.18um TSMC technology.
The proposed circuit achieves 70dB SNR and 8mW for analog
part at 2MHz bandwidth and 64MHz sampling frequency.

Design multi-bits second order delta-sigma modulator
using shared Opamp technique has provided. The target for
this design is to meet the requirement of GSM and WCDMA
applications. The basics building blocks in the delta- sigma
modulator designed and explained in details. The modulator
designed and fabricated in 0.18um 7SMC CMOS process at
1.8v supply voltage. CMOS complementary switches
employed in entire architecture, the aspect ratio (W/L)
selected to achieve low on-resistance and decrease the
charge injection. The proposed modulator achieved 81/60 dB
SNDR for GSM/WCDMA applications.
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As the wireless communication market booming, Phase
Locked Loops (PLLs) has found their importance role for
frequency synthesis in high frequency communication
systems as well as in high speed clock generators in
microprocessor applications. A typical PLL consists of a
phase/frequency detector (PFD), a charge pump, a low-pass
loop filter, a voltage controlled oscillator (VCO) and a
frequency divider. Among those components, VCO or
oscillator is the most importance component since it is the
biggest phase noise source outside the PLL Loop bandwidth.

There are two promising candidate for CMOS based
oscillator design in current technology. They are LC
oscillator and ring oscillator. LC oscillators have a better
phase noise performance, but the tuning range is smaller
compared with Ring oscillator. LC oscillators also need larger
chip area because of the inductor they used. As CMOS
technology getting advanced, digital blocks are becoming
miniaturized with every generation of the CMOS technology
whereas the size of analog blocks remains unchanged due to
the lack of scalability of RF blocks. One of the major reasons

inductors which are indispensable to design the RF
components like oscillators, amplifiers, matching circuits and
so on. Therefore, designing inductorless RF blocks like ring
oscillator is very attractive.

Other advantages of a ring oscillator are its wide tuning
range, compact size and scalability to integrate with back-end
devices to realize a true system-on chip (SoC) in CMOS
Inductor-Capacitor  (LC-)

However, because ring oscillators suffer from high phase

compared its counterparts.
noise, a relatively small number of research result has been
reported for the wireless communications. Therefore,
phase-noise reduction is the biggest challenge for the CMOS
ring oscillator's research Beside the phase noise, power
consumption and quadrature output are becoming next
important issue in ring oscillator research, especially for data
transfer, image rejection receivers, half-rate clock recoveries
and multiphase processor clock.

The first objective of this research is to design, fabricate
and test a low power and wide tuning range Voltage
Controlled Oscillator using for 5.9 GHz output frequency.
The proposed designs employed a three stage ring oscillator
whose output controlled using current or we can call it
current controlled oscillator (CCO).

The second objective is to design, fabricate and test a
low-noise Quadrature output ring oscillator for 4 GHz output
frequency. The design use sub-feedback loop technique to
increase the frequency output. It is tune using analog method.

The third objective is to design some Digitally
Controlled Oscillators (DCOs). First DCO modify the
previous analog quadrature VCO for 1 GHz and 2.4 GHz. All
are employs 14 bit digital control. Second DCO use the same
14 bit digital control circuits but has a new delay cell circuits.
It resulted in wide tuning DCO. The third DCO controlled by
8 bit digital control word. It has low power characteristics.

Chapter 1 and 2, of this thesis describes the background
for the use of digitally control oscillator for radio frequency
communication applications and different type oscillator
topology and their characteristics with applications,
respectively. The next chapters explore possibilities of the
ring type DCO for next generation wireless systems. Current
Controlled Ring Oscillator which have capabilities of low
power, wide tuning range, and low chip size area, but due to
poor phase noise limited its application, It has also non
quadrature output. To overcome the problem of limited
maximum frequency and power dissipation we designed a
quadrature output ring oscillator that employs sub-feedback

topology or coupled oscillator. This design has a low phase
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noise and wide tuning range.

Due to scaling technology, there will be difficulty on
tuning the frequency, so finally, in chapter 5, we come up
with the designs of ring type DCO for next generation
wireless standards in 0.18 um CMOS technology. Firstly, 14
bit digitally controlled oscillators were designed. First 14 bit
DCO design explore the best phase noise performance that
resulting a lowest phase noise in ring oscillator design. But it
has to consumes high power and has a low frequency about 1
GHz. The Second DCO is designed to have best Figure of
Merit that resulting in 2.4 GHz DCO with low phase noise
and lower power. To reduce the power, we change the
topology from coupled inverter to interpolating inverter and
proposed new delay circuits. There are two designs with
interpolating topology. They use 8 and 14 bit digital control.
The prototypes consume lower power than the previous
design.

WMXRAREDEET

HERUBIE OB A TFEILRICHE, — DO MR T
BOBERE LWL, SOIEHEBEE R~V T N R
B R OB RN LI L oo TV A, FT, /UL -
Kax Meozd, 74 VXKL ESMED &N
CMOS (Complimentary Metal—-Oxide Semiconductor) 7' 1z &
20T XV & LA B (Radio Frequency Integrated
Circuit: RFIC ) ZEBLL, 74 VX VR L EEKT I
0 R E Y Ty ST DHERE AT TN D,

BEOBEHE CIET H72DIC1, ISR TEIET 5
EE IR RS (Voltage Controlled Oscillator: VCO) F
721, EFEHlfERRES (Current Controlled Oscillator:
CCO) BULEATF K THDH. CMOS T uAIZL Y EHEND
FIRZRITIEL, LC BIRER &, VU7 WIRBRNH D, LC Wik
2T, BNTAARHEE AR > TWD D, A X7 2D
EAETHHEBESHO TRENI R, H—0 LC BIED-
DI RHE LGB bITons. £, 41750
A (N e i = R Y & i KA N S N i 2 - A RV S
E5H720, W7 CM0S 71t A & T b /KA [
Thd. —F, Vo 7RRERE, BIEILXILDRTT 77
A= RNy ZIZEORIRT D20, A X7 ZRRETH
D/NEERFIRECTH D. I HIT, BERTFZ2E5ICEAT
X5 DO TRHEBEEATEFHHADBRD TIAS TE D &0 9 R
NV, WHERO~ LT A Ml nwd hLr FEaEx
9%E, MO THEINTHSL. LrLenb, ZThETY
VU FIRERITITE B RO MEE DR E VD &0 S [H]
RO TEY, ZNLOMEEZRIT 5 Z L NRRED
HETH T,

EFIL, KT BWT, KEEE 0D, JRWE R
FiPHZ I N—F 28 LW EMERE D v 7 R IRER OB Ik

ThL7-. BlH, PSK(Phase Shift Keying) T L7 4 A\Z4H
HImMERE Y o V3RS, R OFIRREEOT « ¥ 2 Ll
BN AIREZ2 8 LW U > 738 IRER D BRIk Zh L7z,
AT, ETH 1T T, BEREEAREROBURICS
W, 2 BTIIRIER OB LY v RIES OIS
I DWW TR TN 5.

B3R TIE, A N— AR A AU E R L 721k Y
VU RBENBNT, BAFHICKIIS T 2 H 1 &8RS D
T LT AN A ATRE A, BT L WVEEIRBIE U 2 7 RS
AR L. HAETE, BEEOA o N"—2 52Ty
FNENZ B LT Rk A GIFE Y o VIR, 8 5 BT,
SR BIRFREIE T ¢+ X2 VR 2T 5 2 &I
X0, FLWIREIR AT ¢ X VIR v 7 R A
BHZS L7z,

W6 HETIEL, AFEDE L OB LS HOEICHONT
LR LTV 5.

AL OFEREDOFTE Y DITLITD 2 STl TE 5.

B, ANEY U RIBERICEBNTMOS F T Y RH
DIRD ST ARAVE I Z o AEHIETLHZ LT, £
DIEHOEEMZ, EAFMEEFEEZEBR Lz, REHLT
U v 7 3 R 451X TSMC #t (Taiwan Semiconductor
Manufacturing Company Limited)® 0.18 um CMOS 7'm -t
I DRIMEL, ERBRRERE ORI & 0 R RO %Y
PEER LTS, REIEROE R AH#EE, 1.23~
4. 17GHz, FIRZROMEREZ /RT FoM (Figure of Merit)id,
-163. 8 (dBc/Hz) DS 5 i il & =Rk L 7z

218, Vv 7 REROFEFBEEOT « 22 2V AlEIE
BB W T, BEEOHEE S A0, FAFAGEE LT
FLFRIFE D HIIFIFR~ 3 Befir & L, KEREIC B MEIE S
BLE T 28 LWRIFAAFRNEIRE L. ZOFE5E 0. 6~4GHz
&N D R 6D TR JE R Ht 15 C 0 JE I AR AR A KL S
Z LT LT,

MRS 21T, ABEE, BEVAEE S AT 2AEBIIR
AR I ARTH BB 100, TRV B EEIBH & 0 N —F % &
RV V7 RIEROBRBICEKY LI-bDThHY, EF+T%E
fiEHDHEETHD. Lo TRMIITE L (T%) OZAL
T 25D EED 5.

K 4 [if) Co—

AR E 5 UfE MR 4T 5 (1)

FARGORAM V24490 24 R

AL R S 4 A Study of Key Distribution Schemes
using Matched Filters for Wireless
Communications

(BB 7 4 NV & T SERUEAE |2

U 7o gl 25 5 U B3 2 FE)



R 25 4E 1 H

TUNKRZFZRFBE S AT SAERE A -43-

WOCRAEZ R

(F &) JulRY #H &=
B 1) Ui i
HeHEZ

I

IF
W

oOE
l

32/

/] J] =7
MXAHNBEOEE

MEABIEIT, Fe R T H 2N L, FEEOS
WIBFEA V7T ThD. THITIE 2 DOREWRHREN H
. —OHRIIMBERPARETHLZETHD. i,
A E O S EE N A v — U0 dkbn b iJREMN &
W EERBEWRT S, CoHIXMEEOE < #FAN TREEE NS
FEmHEEFINTWDZETHD. ZITEEFEN YEE
MAC @& te) 1oxh+p ¥ —e A= E (DoS W) (T
Mags THAHZEEBERL, ThONKREAAPETHS.
AGEIE I EOEROTRNMEZ T 2512, JH LAN
HEHE JEEES02.11 CHeIZERA L7zBF Hc BV TidZ < @
Jasate g R SN T, 4 TIRESRE TR @M HESh
5. 22, IEEE 1%, M LAN t& =V 7 ¢ OKEHE
HT-CERA L2, L ZHUSHOWT b BRI a3 54
ENTWD. Zok31z, g, fHREEOSSE2LEMED
I L UG B a2 R ORF B oWV i, FHFERE

DAL EETIIE, EOLIREEHTXTLRANRH Y,

INbRELRPETHS.

AWFETIE, TOEIRBERDOL &, BIREORNLE M
DoS BB~ D fafgit ks K OFHE B 22 2 & ROl 5 DR
Raifles LT, FRoR SHOBLEIZBIT D XHRIZ oWV T
BRA TS, SREEL L TIERE 7 AV ZEHNS.,
BT 4 VZIIHER, FICHER LAN 2230 TR L
BECHWSN TV, BEEDEAFI & O K& 2R3V,
Sl EREEREEEZ TRV RTH D, 2LV
JARX~OMERS L OBEREEZED D LRIV AT A
BERICKREREBE G252 N0, BENREH LWV
HEND D .

AFSCIE, UFD6EMNLR->TNA.

H1ETIE, AEONRE BN, BLW, Bohmf
TR DN TR S

E2ETIE, BWHREEEZHSTHADE—LF Yy T —

7 DEF 2V T 4 EOBRBIZHOWTHITT 5. BRI,

Fx OB DIRET DR — L%y hT—71BW
TIE, M—BIRIEE2 LD 2 ENRETH 5 &9 FREN
bbH. T, Mo E, BEAEICE, HER, AV
HHEaRR, IIa2=7 A BEICHTT, HESY R,
KD BALDRR ARG L THRRAICIEE 2 & 3T, MR
WE LA LAN RENRBEEELOEX2) T 4 Loz
HIZONWTHEHT .

BT, AEERBERTHLEVWVEEEEELZ AT
DHEE R ERET D, BWEEE K OBIER O R ZESE
IR LT, BEHREH A v - VN Kb a2

TOHOBIEIIAFEEICRD EWVHFENR D 7. R L
LCEAT 4 VZOXRZEMERE LTERY 7 M M %
). fEkFsE s L TRV ETES 52 HO B854,
1 AR DS E & 0 b KR E VBT DA ik
TREDOR SRFAUCHE S TEEEEMITRAR TS BER
S RBECTCHLIEEZRL, BEFRN TN E
BER=10PE CHh#ETHZ L &R LT,

%4 FETIE, WEE KT 5 DoS WEIZKE L TR\ Mmik
FHEME 2 A9 DHECE T R ERET D, BN E =F &
HHEEINTWD Z LIGEF LT, 9EJE~0 DoS BB x5}
LCHESETHL LW BER b -7-. YMEEICT 5
DoS WBIIHEEDH D b DT TR, AL W 9 B
MRV O EEEESEIC L 2 THE L RGO R E L
BT 5. e LTEZBEmEmE LTEEEME S 2, %
BIEEHEORME%E Ki#E{Ld 5 Z & T, DoS B T ¢ BER
=10"FECHETH LERLT.

W5 ETIE, FHRENLENEEZ RO B ORMICET D
KR E LT, B SHEOHEN 2 BRGRIICAR FIRRIC 9 5 1 B
IR TEERTTT 5. Lo UIEHREGRRN 2 Tk
WEHEOARIN D Z L BEV. ARNIIESRERNIC R
FEE L TEX 2 ) 7 BEREEOMS (ERZEHO
WERE - BEZEHREERREL DX AV, ZoF
BT, SHERRERBE EHOBERHE LV ANV E v K
XFEN D D, WEROFEFIDO—D L LT, Y ETERS
FERAWETEICIY, BHEHEAZ T D &0 9 SE
Do, ZOFETHE, FEHOBEEIRENTHLIZLZ
AIRIC LD, < Ao - SHE AT HERIPH C % 58m 1T L,
ZOMREE MR LR, 2 CIRESF XTI, RIEA
RERIBH 206 373K, BE T A NV H OEZREAEHRE LT
A HAWD LR EB N2/ EL<T5H. 2LV IE
MZEROZEREFLEIIEL 2V E FREZEHOS
BRESWERZEARATERLVETETTS, Z0L)
RIEFICFENE G R FIEC LY, WHEATHEREH 2 TR
BIERH L VS 2B TR, BHFMHFDOE & T,
EROBEMAEZE LD Z 7L, TEROEEE A HEREH A
P11 AmBEOr— 2%, ##R2HFUTE Y 4 mETKRIEIC
W TEBHZEERLE. ZOFEFIBNTHWS a2—F
VAERED L) e HBICIEEICEDTH 5.

FBOETIE, TNETOWIREZE LD, S%OFME LN
KDOBEIZONTIRAS .

MXHRENEER
SRR T O J L3RS, BRI OMEA
HREWDISHBIENY, EX2 VT 4 EOBEREE -
TWo. ERE(E T, Wil L ) v 7 o iE» Akl
Bl dzy, BEHBERGOEBNFET D, A%
B TR B BAR AR B LB 5T 2 MBI 22 7 7 & Al
HAFRE T 275, MEHURIEH TIT 2 O HE 2 W<



-44 - TUNKRFRFBE S AT DAERE A F18E Hle

B D4, WEBEW 72 L2 X 5 DoS B (Denial-of-Service,
P RAMEILLE) IEEFTH Y, TOXMNRITEITH 2R
BTHS.

AFZEIE, MAMREE EOMEE, DoS WERA~DMEFHIER
FOHERNLZEMEE RO BORA L VD 3 ODOFRE
WCHBHHA TS, BERMRIER EOMEFICL A E Y PRV ROK
TIL, IERRR D FTEFSVNHWLN D, HHfHEOE v
MNNZT2HEATHA7-DE Y FNRY BOKEFEIIA T
FThD. Ei, MBI T D DoS HE~DXHKE LT,
AT N T BEHGBIE DN & D08, JEEG B DR ILE 1T
METH D, FHEBENREMEE R OB ORA~DOHERKD
RFELTIE, REFHREFCESORE AV D HEHHMN
LEMEEZ T FERD DN, TOEIHFEVETTRITR
e b RWHEER S L. FFHIL, Thb 3 DOFEMRR D
2\, MBERETOLE L TWEREENDDIEZDR
T BIRMINCZECEDBAET ANV EHEALLL., Z 0%
BT AN EANTEEFRITBBEOILEENEL 5.
LvL, BEEERSROL ) RMEEBEEL T VMEL LR
VIB(E T, ZORBESHENIEmE L bR kI
FHHL, Bk i A _E Lz, AFRIZLL T 32
DETIHMlTE 5.

BT, HEOZWEEE TOLRWEREEEEZFT D
PR AFAERE L. BHEEROMTISER LT, B
BHERFIERBI KON HEITE, TO%OBENRAHE
WZRDEVIBERDH L. TRV TV DS SN
vy MEBRIZIRV AT IER S22 5T, vy M
R ORI L 0 7 a JESNET HHEHRO
—EBiEkbILD. FFIL, ZEHICRIT L HE Y MIE
BLURNIES 7 AV F WD R ERE L, MARMEEK
DEZETTHLWEL BRI LT, #BEBFEE, 7 s
155 OMBLEERE CIXIERIB B 2 & £ 9, By MR R

EEZBAE MR L TR ICdE SN D, RS TIE,

HET 4 NE OFEZERANEHR E U THREIELE M RS2
7. 128 By FEDO M RANEME 2L, ZEEFEEBRVE 1%
DH T AMEE FOMBRER T, BEROEFED R
0P LTETHETESZE2HERMITICI VST
L.

50, WEEA~OKBEE E T DoS BT L TREVWMEA
EEEEEZA T DR TN ERE L. JEREE T,
EEBNE=F L EFENTVAZ LITER LT, WilE
~D DoS WEIZxF L THEFI TH D E WV IHIFENRDH D, ek
Moe e LCix, MERRICEIE SN AT b7 AEHGE(G
ZHAWIEER 2R 5 2 & T, DoS WK ERZ 2
IFENDD. U LT, FEX, SLESE 22T E
B a2 T OIE LIZEGE» D OE SO R ERIRNICE
BETED T4 NZERE L. ZRESHIE O BIE % FKiE
b3 22 LT, ARKBEOKREDREHENNEHOE
BT O DoS BT T, IEHMLREIME 0.8, MEHFHRE

64 £y NOEEIT, IEHOE T % R4 L OFEEHR
EEOBBEHERNIC 10 U FETHETL L2
FRfEATICE VBl ST L.

AT, Wyner WREL7-®X 2V 7 4 B ERAEEL
WC, FERAMEAE LR Lo OE IR M A FEOR vTRE e
BERLE TR AR Lo, RN T OMMRICE, E
HOZEHICBIT 2ZEEFTD SN LB EIEE OZFHIC
BIFH2=EESZD SN tbx ERIZREAMLETHS. Lo
L, FHMZRGE TIO LS R EED 4 2 & iE
Thd. HERFFITIE, FELE W A Xz kv,
SN LAV NEWIBEDOE » MRV NS W5 FERD D
D3, I PR ORI AT RE e SR O MR/ NI X4 TR V.
ZHUCH L, FEHE IR A0S IE AT REREEH 2 2 m DAY &
L, M LAN 02— R L R BRI H TR Ze SP R & £ 8L
TAHEFRERRELE. BAT A V2 OXZIEBILAER &
L CHLEFN & iV Badfs TR, ERZEBOZERE 5
BEHELoO%REEBENE/NESLTEHTEEEALL. Z
MCE Y ERZEROZEESREEZEZROEE, B
ZEEOZEREEFNEEZEARARBRLLVE TR E
5T ENARRICR o7z, BEFNCTLY, R LANICER
V% EEGERE O T T 6400 Z IV BI5GB EEM
TFHE 128 By NOBAI, BIEATEfAZ XEE LV 14
mOFHN D AmOFH~LKETEZ DI LEHLNITL,
REFROERAMEEZ R LI

PLEEES BT, AW, EEEOF T HE T b
HIGER EOMES, DoS WEA~DMETHME, Rkl EothH
DFHEZ DN T OEDIER D X2, BET 4 V2 %
W RERET D L HRICFOESIEERBLEZLOTH
0, FEHRITZEFST S5 EZAHBREN. Lo TRMIL,
L (L% OGRS T 5 LR 5.

K % Mohamed Saber Saber Elsayes
FAL e E A g R 478 5 (T.7%)

b o R FRR2449 H 24 A

ALEm L4  CIRCUIT DESIGN AND
IMPLEMENTATION FOR CARRIER
SYNCHRONIZATION IN DIGITAL
RECEIVERS
BRI D= DT 4 2 X VA
[BIFRERFE & J2dE

TS ZE B

(F &) JUNKZFE HE#HE

=3
I

(Rl #) " o=

N N )

X o
B
\)lérl

MXANBEDEE



R 25 4E 1 H

TUNKRZFZRFBE S AT SAERE A -45-

T4 VX VERGEE TIXEWRE S OBRIELD, #E
R L ZERMOBREE N Z RS EL20ERH D, (A
WD N & REFICIEIS < W B 3L 5 O AL AR R B #%

(Phase Locked Loop; PLL) T® 5. #t3k® PLL %, %t
TE D EBEBEOBREN LD 10%FRELNIZIRS
n, BEWMANSECEE LKIER Ry 77 —BESHEE
DHAET HEREICHHSETE RV, LB -T, 10% %A
5 Ry 7T — R TE 5 E R E RS MLET
H Y, TEOBERERBE B AR REFRED —
DERHOTWD. MFORBEEHEEL LT, RAHEI
HEOSSFENRIL LN TV D NFHAZENEK 72D T
HEEINERINDBENEE~FEET LOIIRNETH
L. ARWFRO BRI, BEEHE N % EE DO E s THE
ET DT 4 VX IVEIKE, BEIERICHEE THE22 R &
BENTEATLLTHS.

— MR PLL (X A28 RS s ke, (AR ELERS, V—T"7
AIVE DI ODERNLIRD. AMFEEERE, ATEE &
IR ONMARZEZ T 5. EOMINTE 15 EE K
GEN—T T 4 Z TR L, 5 5NINARZEE S 2 W
THIBRSBOFBEATET L2 L1 L0 R E2 R 5.
PLL I3HET ¢ P X VEIKIZ L 0 FHEIND ORI
ThDHNB, T4 VFNVAIEEREBEIRR ST 2 =AM
BNy 7T T T =T IBNKE R EEE SO DM
e, V=TT 4 oOERERERD A ESE 5720
T4 NE DR E LD E PLL VAT AINREZENT D
RIENR - 7.

FPTHEEIL, KD PLL OMRERET 5720, (ifEkt
AR CHAET 28 2 WS Ik o & EEERE 9 5 B3 2
SR ORNC R E T 5 FIEFRE L. £, RGO
MERERFIT D 72 ¥ FPGA (field programmable gate array) [a]#
~OEEEIT o2, BREEEEE LRI, —77 4
NESKITENDE 2 ST %9 10 530 1 IZHI
L, PLL OJEMHHEERE I &M LSz, &IT, [FIEHE
LWWBREBENEMA D120, ZARKON Y VT v T TF—T
VKBRS TRl T 2RI ICE & i x -, ZOFik
IRV IREEREOMEEINL, 1ERIEIZHAK 25 /S—t&

> MR S L7, PLL IS E £ 5 BT o A BBy &,

PRI RV BETIBRAEEKR O TH D
Spurious-Free Dynamic Range (SFDR)IZ 59.8dB T& ¥ +4
IR A FEHL LT,

EHIEEIL, KiER Ry 77 — RIS 5720,

ATHEZZRMOMENE, AR, (fHz2 b oL TH 5
EARFE LTZSB B ANE 5 & £ ORI & ORI RS
5 PR IV 28T L W EIREHEE I 2 1R R LTz, 12
FEFETANEFORBLAEE L, KOTAIEZOR
FHECY & ARy € 2 AL OREAAE & ALK Al D FE A
L DA ZFHET D, FONIZRMRNY & ERK Y D7
SRIEOEZEBNOHEMTHRT 22 &Ik Y, HEks

HEET 5. EHIFIREIE 4 5245 L7z FPGA [m13 o> fifi Fi i F
LIHEEN T Lo PLL [Fg & RRE TH LD THoE
EWHEEZBND. HEkD PLL 1Z3EIREEO LA I D
100% %z 2 Ny 77 —BAEBIZHS TE R 7203, i
FIETFOERE L BRRL, Thu s T 0 U X L(A/D)
BWRER DY 7Y T R R D N5 O E P E TG T
5. BEBHEIEERE S OREIEF TEM L THAAHD
BENFTEETHY, RN 7 AME A LR TS &
WIS COJREEOHERE DN ATRETH o 7.

B RICER X, R EHEES & PLL @ 2 DO REEH
G L7zla % FPGA I L, 500E1% ciki(CDMA)
WREOZER/IISH L. ha—FDEE & OB OTFER
RATHRET CLEANBOHEENTE A L 2R L.

MXHEEDOEE

T 4 VX VIEERGBIE T, EIRE B OB HIERE
WEZREROBBEH L ONEZ A ST LLERH 5. [H
W O HESE & ARFFICIRIA < FHW S35 o LA [F 5 5
(Phase Locked Loop: PLL) T&%. PLL i%, NAHODEHZ
WEFT D ORAROEEITH D03, FLEWEID 10%FE
DN THAUTAEBOHRBIZLRIIETE D, LLRRD
JEREHEE RN ENE B 2 258121 PLL TIISHSTE T,
AR AR ET DRI DRRLE L 2225, BIE A D EE
BENEE D Ry 7T =2 kv B4+ 2 B EeEs (K
v 7T — AR ~O%t L, TEOBEIREAGEE ISR
BT REREDO D Lo T D, BEFEOEHEHE
EEE L TRAEHEICESS FER LML TWA R
HEEPIE K CTH 2 DREEE B ER I N 2B 800
RAFETLORNETH S, AFZEO BIEE, Bk
MR Z FIEPORIEECTHEET 27 « U HNVEIK A, BE)
SRR ATRE R C BB CEBT L TH D,
—RRIC PLL (XAl S R R s, AoAR RSy, v—>7"7
ANV EDIODEENLIRD. MAHLEEIIATIE S &%
WO ZEZ M IT 5. ZOHNCEEN D EBERS
BN—T7 4 V2 THEBIL, GONTHEREZ AW T
FEEROF W EZFET 52 Lk VR ERET 5.
PLL IFHRAET « P A VERRIC L 0 BIESN D OR— KT
HDN, T4 VE VRIS IRAR T 5 = A B4
DNy 7T T T —TNRRKE R ERZ 5O 2 M8
L, =TT 4V FOERRERERZ N ESE DI
T AN DR E BB & PLL VAT ANRLZENT DR
BN ST

FTEEIL, Wk PLL OMREZ BT 5720, (il
AR O E EN D 2 STy & BEER AT 572
DO &N A SRR ORI RE T D FIEERE L. £
7=, RBEOMREFAL D 7= FPGA (field programmable
gate array) [l ~DREEIT 1=, RELEEEE LN
B, VT T 4 N HSATTENDE 2 ST %



-46 - TUNKRFRFBE S AT DAERE A F18E Hle

1043® 1ICHIE L, PLL OAFHBRRE 2 M ES¥. &K
2, B S HEENEMZ D20, ZABKOL Y 7
Ty T T =T % Ry R B A CUTEL 9 B (R LT (B X
Z . BEHBEFEREICH S, WEEIB OB (AT A A
) &K 40 R—k b, HEEHELK 25 S—& L MEIH
U7z, FEERIBENSH SN EREE, BEd57 4
ANVZERE L THOBRIEETHL Z 2R L.

EBICERIL, KgAKy 7T — BRI ks AT RE A2 5
LWERBHEC RS 212 R Uiz, E81E, ASE S5
BALT 2 KA OIRIE R L OREMZA(L LW R0 JF 3 %K
LI EBDOIEFZR THDE VI ETNENT, ZOLE
ATME T & 2 ORIy & OB 5 Bt % v
7o BERE, TTANGEOEELZHEEL, KVTAT
FH DR & B DZIEIUTONT, BHTOEA
B & —DORIOIEARM & DESZFHT D, 50T R
53 & E ARGy O 743 IR D 75 & YRR O HEE fE O 3 TR
L7=bOREEEOHETEME 70 5. FEFITREIEE FPGA
BRI L, 2O MAER & HEENDIEET %54k
WZHHATRE CTH D Z L &R Lz, 6RO PLL ZFRIRZRO T
DEERED 10% %822 Ry 77 —AEZICRHE T 72
Drofe, BEEITPLEE S LB, HEBZ ORI
BRTFars 740 0ENW/D)ERmOY T T
WD =D —L ETHIUSISTE A Z 2R L. #2
FIEZ, ANESOBEEEIIEE TH 5 & DREICHESL
N, EBRTE, BEENELLTLIhEBRTES L
R LTZ. £77, BT VIIMEE OFTEAE L TV,
RBITBOT T AHEEZAMUIRWTD BWREE T
OO ENTRETH D Z L 2R L.
BICEE L, BEBHEER & PLL O 2 DORELEEZHE
A L7l % FPGA ICREEL, 55 0EIZoHEk: (CDMA) B
BOZERASH Lz, tha—V DIEE0 5 OFENRIEE
THRE T TY, BEETAEEEAHERET D Z &M
HEETHIFLIIaL—Ta I VHLMIT L.
Pk, #2512, Riwsl, Kigke Ny 77—k
AR AIRE 22 T 4 ¥ X VAR 2R DR RREIC B 127,
F P 2 YRR IR A1 A $R 42 U O AR R B o 1B
ZE LS, WISV 2T v 7T =T ERHNTICT 4V
&V JE I R IRAR A EEBL L T ) & B i &
KIBIZHIE L, &#ICATEBORIEHESR & ATIEEO
[EARRR 23 & AR D 2 D D5y Bl ¥ % AV 72387
LWEEBHERKEIREL, 202 RLEZLOT
D, AWERFL, [FBOEE O OREIKEHFH OFREIC
HETHHLOTHD. Ko TR (T5) OO
NIETHHD LD D,

K I kP

s

N A g HEHE 479 5 (LF)

SR O R
5 i i SR 4,

PR 2499 A 24 H

Algorithmic Aspects in Cloud
Computing

(/5 Favta—F 4 7DT
=Y X LHIHFSE)

mICRAEZ A

(F &) JUNKR® # &= # HF £ —

(Bl ) n " [ATR SO )
" " HH= B TER B3

MXANBEDODEE

Cloud computing changes the traditional computation
pattern into an Internet based service providing mode. Users
submit job requests to the cloud providers through accessing
the Internet interface, whereas cloud providers fulfill user
requests with respecting specific Quality-of-Service (QoS)
goals using a local resource scheduling policy. Because of the
new characteristics of cloud computing, like Internet based
service providing, pay-as-you-go, on-demand resource
provision and service level agreement, traditional algorithms
for distributed systems cannot be applied into cloud directly.
To this end, we focus on the algorithmic aspects in cloud, and
promote the algorithm design in cloud environment with
considering these characteristics.

We specifically address two problems: resource
scheduling and service selection. Considering resource
scheduling as an optimization process, there have been many
algorithms proposed for optimizing performance of traditional
distributed systems. However, we show that there emerge
new problems in terms of cloud environment. In particular,
scheduling algorithms for improving the reliability with less
resource usage is able to increase the system resource
utilization and helps to save energy; scheduling algorithms for
increasing the cloud provider's revenue could benefit the
provider, and possibly reduce the price of services, hence
further promote the development of cloud. Considering the
service selection in cloud, learning algorithms for
recommending services could ease user from complex
service selection work, and facilitate the interactions between
user and broker.

Our main contributions are summarized as follows.

Chapter 1 presents the background of our proposals. We
introduce the concept of cloud computing, and describe the
features which distinguish cloud computing from traditional
distributed systems.

Chapter 2 states the two major problems discussed this

thesis, i.e., resource scheduling, which is discussed in terms
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of a centralized scheduler model, and service selection, which
is discussed based on a user-broker-provider model. We also
present a brief introduction on three practical distributed
systems that are commonly employed in cloud.

Chapter 3 presents our study on reducing the resource
usage for reliable workflow scheduling. As scheduling
workflow applications in heterogeneous systems, either for
optimizing the reliability or for minimizing the makespan, is
NP-complete, we alternatively consider the specific reliability
and deadline requirements in the scheduling. In particular, we
analyze the reliability of a given schedule using two important
definitions on reliability: Accumulated Processor Reliability
(APR) and Accumulated Communication Reliability (ACR).
Given a schedule, we can compute the upper bound and lower
bound of a range that the reliability of the schedule is within.
Inspired by the reliability analysis, we propose two
algorithms on reliable workflow scheduling with replicas: RR
algorithm (Two "R”s are for "Reliability” and ”Resource”
respectively) is a greedy algorithm that assigns tasks to
machines according to the computation on APR and ACR.
DRR algorithm extends RR algorithm by further respecting
the deadline requirement. The experimental results show
that RR and DRR algorithm are able to satisfy user's
requirements on reliability and deadline with less resource
usage.

Chapter 4 presents our study on the problem of
increasing provider's revenue in cloud. Cloud providers
usually sign a contract, named as Service Level Agreement
(SLA), to state the service quality. SLA violation frequently
occurs in a cloud system due to the frequent failures, thereby
affecting the normal operation of job requests and incurring
high penalty cost. We formally define the problem of
maximizing expected revenue with respecting capacity
requirements, and then propose First-Fit and Harmonic
algorithms to the problem. Our analysis shows that both
algorithms are not performing well in their worst cases, but
approach to the optimal under some specific situations.

Chapter 5 discusses our second problem: service
selection. As a large number of service providers have
created an intense competitive world of business, selecting
the appropriate services for a job becomes a big challenge for
user. To this end, we consider the broker model which is
independent from user and provider, but works for user to
find the best services for his jobs. Different with existing
algorithms that requires users to have an explicit
approximation on their preferences, we recommend a list of
services to user, and facilitate the service selection process

using learning algorithms. We show the feasibility of

preference learning in service selection using experiments.
Chapter 6 concludes the results of this thesis, and

discusses our future works.
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Internetworking, also known in abbreviated term as
Internet, has evolved rapidly in a few decades. It has
experienced significant changes and affected our daily life in
many areas such as communication, business, education, and
entertainment. There are 2 technologies currently running on
the Internet namely IPv4 and IPv6 which have a function as a
communication protocol or packet transfer procedure of the
Internet with 32-bits space addressing and 128- bits space
addressing, respectively. The Internet is a technology with
multi-purpose services and communication infrastructures
such as routing function, node interconnection, address
resolution, flow control, and congestion control. We can
connect to this enormous network through dozens of different
devices and technologies. However the IPv4 provides
unreliable, best effort, and connectionless packet delivery
services.

Future Internet is a general term for research activities
on new architectures for the Internet. In the future,
Internet is consuming and creating information more
pervasive over high-speed network infrastructures and many
new technologies. Many researchers are interested in such
topics to improve current Internet technologies and services

including network management, migration, virtualization, and
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protocols. Content-based applications are the one of the
dominant technologies which occupy the future Internet e.g.
real-time and multimedia live streaming.

The distribution of those applications in the Internet has
rapidly increased in the Internet and commonly they rarely
use congestion control and do not fairly share provided
network capacity with TCP-based applications such as HTTP,
FTP and emails. Therefore, Internet communities will be
threatened by the increase of non-TCP-based applications
that the likely cause a significant increase of traffics
congestion and starvation. I propose a set of mechanisms to
establish both Non-TCP-based and

TCP-based applications when sending multicast traffics. I use

friendliness  for

Receiver-driven Layered-Multicast (abbreviated as RLM)
protocol with 6 layered multicast transmission to handle the
fairness on the networks. Fairness is an essential aspect of
any transport protocol so that traffics are equally shared and
distributed between applications in a network. By using 8
scenarios of simulations with background traffic Pareto (the
shape factor 1.5), I evaluate several key performance metrics
such as throughput, delay /latency, jitter, TCP friendliness,
packet loss ratio, and convergence time. The study shows
that non TCP traffics behave fairly and respectful of the
coexistent TCP-based applications that run on shared link
transmissions even with background traffic. Another result
shows that the simulation has low average values of
throughput (314 kbps for TCP and 240 for non TCP), vary in

jitter (0-10ms), and packet loss ratio (PLR) is greater than 3%.

It was also difficult to reach convergence time quickly when
involving only non TCP traffics.

Another problem arises from the networks especially a
router when managing the packets. It may not failures when
it deals with network virtualization technology such as
Openflow protocol or virtual networks. The author provides
an alternative scheduling optimization in maintaining packet
queues on virtual routers. It uses Genetic Algorithm (GA) to
reduce a cost of network resources such as memory and time
process on routers. They will use to overcome traditional
scheduling algorithms such as weighted fair queuing (WFQ)
and recursive round robin (RRR) which are not capable of a
virtual network due to traffic flows in aggregated and
tunneled sessions. GA offer an effective and optimal
technique to solve those problems and define WFQ-like
model to predict minimum queue length needed by a router. I
evaluate the performance of GA by running simulations in
several conditions such as various evolution values,
population, packet sizes, and number of packets. The

simulation results an average of slot number is 106.20 with a

standard deviation of 82.51. It uses a crossover probability
and mutation probabilities are 0.90 and 0.05, respectively.
Finally, the growth of networks bears the other problem
when our network systems are failures because of outside
influences such as a natural disaster and mobility. Network
migration and virtualization technology are excellent tools to
salvage network resources. Network virtualization isolates
multiple network technologies while using the single
hardware infrastructure and network migration is one
solution to keep the system alive. The previous researches
use a different approach to establish network migration. They
used network paging-based technique and Locator/ID
Separation Protocol (LISP)-based without paying attention to
path selection before doing migration. My network migration
scheme proposed network segmentation method and
considered Genetic Algorithm (GA)-based path selection to
solve a shortest path problem before doing network migration.
This purpose is getting the most minimum cost of a way to a
destination site. GA is a heuristic algorithm which can learn
from previous historical data. Combining GA-based path
selection and network segmentation approaches can be

implemented in any condition both topology and technology.
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Recognition of human actions in videos is a process of
naming actions which are captured by cameras, usually in a
simple form of an action verb. Action recognition is an
attractive research topic, and its application fields are not

limited to video surveillance, human-computer interaction,
sport video analysis, computer motion animation, and so on.
However, human action recognition is still a challenging
problem because of two reasons. One reason is owed to
quite a lot of appearance variations in human actions, such as
various action classes, different physiques of humans and a
variety of clothing styles and colors. Furthermore, camera
based action recognition need to overcome some difficulties
brought by occlusion, view point changes, scale variation of
video screen, etc..

Is this thesis, the author aims to recognize human actions
captured by cameras from basic to complex situations. For
the target, we propose a method for local feature calculation,
and design a recognition system using these local features.
Furthermore, we propose a local feature based method to
solve the problem of more complex action recognition: human
interaction.

Firstly, a new local feature calculation method is proposed
for human action representation. In the method, FAST
detector is extended to spatio-temporal space to detect
feature points from videos. Then a compact descriptor is
proposed which represents actions with compact peak kept
histograms of oriented spatio-temporal gradients (CHOG3D).
It is calculated in a small spatio-temporal support region
around the candidate feature point in order to obtain a
compact descriptor. It employs the first order gradient in
spatial and temporal orientations for descriptor calculation. In
addition, it keeps the peak value of orientation quantized
gradient to make the descriptor CHOG3D being able to
represent actions more exactly and being distinguished more
easily. The efficiency of peak kept is certified by comparing
with threshold setting method for action recognition. By
parameter training, the optimal parameters for CHOG3D are
determined. The local features calculated with FAST and
CHOG3D are applied for action recognition using SVM.
Based on the computation cost comparison and performance
evaluation, the compact descriptor CHOG3D performs well
on human action recognition, and it has a lower computation
cost. Though CHOG3D has the limitation of containing less
information, a proper quantity of feature points help to
overcome the disadvantage.

Secondly, a self-organizing map (SOM) based recognition
system is proposed for local feature used human action
recognition. In the proposed system, the compact descriptor
CHOG3D is adopted for local feature calculation to represent
human actions. Then the SOM is employed to train local
features and extract key features of actions because of its

advantage in mapping data into a low dimension. After
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training, the key features are assigned action labels of the
training data. For action recognition, we adopt k-Nearest
Neighbor algorithm (k-NN) to classify features of a testing
action sequence into different action classes. By calculating
the statistics of feature classification, the action class of the
testing sequence is determined. We search for the optimal
map size of SOM for training and the proper value « for
k-NN classification. With the optimal parameters, we test the
proposed method for action recognition on three datasets,
KTH, Weizmann and UCF sports datasets and the results
certify the efficiency of the proposed recognition system.
Finally, we extend our research to recognize complex
human actions, i.e. interactive actions, and propose a
contribution estimation method for improving interactive
action recognition. Unlike previous algorithms using both of
two participants action information, the proposed algorithm
estimates the action contribution of participants to select the
major participant action for correct interaction recognition. To
estimate contributions, we construct contribution interaction
model for each interaction category in which both of two
participants do major actions. Then we design a method
making use of these contribution interaction models to
estimate the contribution of participants and classify
“co-contribution” or

interaction samples to

“single-contribution”  interactions. = Furthermore, we

determine the major action in a “single-contribution”
interaction. If a given interaction is determined to be
“co-contribution,” the actions of both the two participants are
adopted for recognition. While for “single-contribution”
interaction, the major action is selected for recognition.
Experiments show that the method is effective for human

interaction recognition, which outperforms other methods.
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In recent years, there has been an increasing interest of
using Photovoltaic (PV) systems to supply electricity for
various consumers due to their many merits, such as
cleanness, little maintenance and no noise. However, the
output power of PV panels varies with atmospheric conditions
(solar irradiance level and temperature) as well as their
output voltage and current. It is crucial to operate the PV
energy conversion systems near the maximum power point
(MPP) to increase the power yield of the PV system.
Maximum power point tracking (MPPT) algorithms are
usually implemented in the power electronic interface
between the PV panel and an energy storage device or load
for this purpose.

Although, various MPPT methods have been proposed in
the literature, the commonly used MPPT algorithms are the
power based methods, which include the hill-climbing (HC)
method, perturb-and-observe (P&0O) method, and the
incremental conductance (INC) method. The HC and P&O
methods achieve the same fundamental thought in different
ways. These two methods are widely applied because their
simplicity: nevertheless, they can fail under rapidly changing
atmospheric conditions. The INC algorithm can track the
maximum power point more accurately than the HC and P&O
methods; however, it is relatively complicated to implement.
Almost all tracking algorithms usually use a fixed iteration
step size of the duty cycle of the converter in tracking MPP.
Therefore, the steady state performance of the PV system
exhibits steady state oscillations around the MPP. These
oscillations properly increases as the tracker step size
perturbation increased. On the other hand, tracking accuracy
and tracking speed are highly depending on this fixed step
perturbation: selecting small step size perturbation increases

tracker accuracy and decreases tracker speed, and vice versa.

Thus, the designed MPPT should satisfactorily address the
tradeoff between the dynamics and steady state oscillations.
This only can be done using variable step size algorithms.
This step size would be automatically tuned according to the
inherent PV array characteristics. If the operating point is far
from MPP, it increases the step size which enables a fast
tracking ability. If the operating point is near to the MPP, the
step size becomes very small that the oscillation is well
reduced contributing to a higher efficiency. Moreover,
reducing the total number of the tracking sensors is a critical
point of view. Because reducing tracker sensors means
reducing the tracker size, increasing tracker robustness,
increasing power density, and reducing the overall price of
the tracker unit.

The above-mentioned tracking limitations and
restrictions are tackled in this thesis and some novel
algorithms and analysis are proposed. The thesis consists of
six chapters. These chapters can be summarized as follows:

Chapter one introduces an overview about MPPT, and
the main function of MPPT from circuit point of view.
Moreover a literature review of MPPT different techniques is
presented. And finally the motivation and the scope of this
work are included.

Chapter two investigates the importance of the DC-DC
boost converter with renewable energy (marine and tidal
current) conversion systems. A simulation model for the
conversion system has been developed. The effect of
including DC-DC boost converter on the cut-in speed has
been addressed. Moreover, the effect of including boost
converter on the total harmonic distortion (THD) has also
been introduced.

Chapter three proposes two variable step size MPPT
algorithms that using only a single current sensor for
stand-alone battery storage PV systems. These methods
utilize only the relationship between the PV array measured
current and the converter duty cycle to automatically adapt
the step size in the duty cycle to reach the maximum power
point of the PV array. Detailed analyses and flowcharts of the
proposed methods are included. Moreover, a comparison has
been made between the proposed methods to investigate
their performance in the transient and steady states are also
introduced. Finally, experimental results with field
programmable gate arrays (FPGAs) are presented to verify
the performance of the proposed methods.

Chapter four offers a novel stability study of variable
step size incremental resistance (INR) MPPT. The main
contribution of this analysis appears in developing the overall

small signal model of the PV system. Therefore, by using
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linear control theory, the boundary value of the scaling factor
can be determined. The theoretical analysis and the design
principle of the proposed stability analysis have been
endorsed using numerical simulations, and experimentally
using a fixed point digital signal processor.

Chapter five proposes a simple current-sensorless
MPPT with DC-DC boost converter for a PV battery charging
systems. The proposed tracker eliminates the use of the
current sensor by using only the voltage sensor: The current
sensor is substituted with a new quantity that employs both
of the input voltage and the duty ratio of the converter. An
empirical observation is used to develop a theoretical proof
for this quantity. The proposed tracker is designed with a
numerical simulator and implemented using a fixed-point
DSP 2812. Moreover, a breadboard circuit has been built-up
for testing the use of the proposed tracker with a DC-DC
boost converter operating in continuous conduction mode.
Experimental results show that the proposed tracker attains
good dynamic and steady-state performances comparable to
that obtained with the conventional MPPTs.

Chapter six includes both the final conclusions outline

for this thesis and the future work.
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Wireless communication plays an important role in these
days in the sector of telecommunication and has huge
importance for future research. There has been an
exponential growth in wireless communication due to the
development of different devices and applications. In addition,
there is an explosive increase in integration and convergence
of different heterogonous wireless networks to ensure
effective and efficient communication. These technologies
primarily equal to Wireless ad hoc networks, which include
mobile ad-hoc networks (MANETS), wireless mesh networks
(WMNs) and wireless sensor networks (WSNs). Specially,
the development of Vehicular Ad-Hoc Networks (VANETS) is
growing fast recent years. VANET is a technology that uses

moving cars as nodes in a network to create a mobile network.

We can understand VANETS as subset of MANET.
Since many WSN and VANET will be deployed in critical

applications, security is essential. Unfortunately, security

may be the most difficult problem to solve in ad-hoc networks.

It is the most important motivation for us to do some study on
the security protocols in both WSN and VANET.

Specifically, this dissertation is organized as follows:

Chapter 1 presents the background and motivation of
this research. We also summarize our main works and
contributions in this chapter.

Chapter 2 makes a quick review of existing security
problems in wireless ad hoc networks. In this process, we
discuss the merits and demerits of each special wireless ad
hoc network. Also illustrate why choose to study key
management schemes and authentication Protocols in WSN
and VANET. Before use Analytic Hierarchy Process (AHP) in
chapter 3, we introduce it in this chapter as preliminaries.

Chapter 3 studies a method for the evaluation of Key
Management Schemes (KMs) in WSNs. Wireless sensor
networks (WSNs) have been widely used in various
nodes are

applications. Since their sensor

resource-constrained and their security primitives need to

store a set of security credentials to share a secure channel,
key management is one of the most challenging issues in the
design of WSN. Currently, various efficient lightweight key
management schemes (KMs) have been proposed to enable
encryption and authentication in WSN for different application
scenarios. According to different requirements, it is important
to select the trustworthy key management schemes in a WSN
for setting up a fully appropriated WSN mechanism. In this
context, adaptive methods are required to evaluate those
schemes. This is one motivation of our work. Our proposal is
Analytic Hierarchy Process aided. Comparisons between
different case studies are provided. We exploit Analytic
Hierarchy Process (AHP) to help with the complex decision.
Specifically, we consider the following performance criteria:
scalability, key connectivity, resilience, storage overhead,
processing overhead and communication overhead. Two case
studies are added for verifying our proposal. Via the two case
studies, it is verified that our method can help selecting a
suitable scheme for given requirements.

In addition, we use the proposed method to analyze
characteristics of KMs in WSNs. Under given network
scenarios, we enumerate all permutations for the importance
scale of preference on the criteria. To achieve security for
wireless sensor networks (WSNs), key management is one of
the most challenging issues in design of WSN due to resource
constrained sensor nodes. Various key management schemes
(KMs) have been proposed to enable encryption and
authentication in WSN for different application scenarios. We
analyze the characters of abundant KMs intuitively.
Experimental analyses on 43 exits KMs are presented, as all
permutations of the five criteria which include 120 types’
situations. During the analysis of all kinds of the situations,
some interesting conclusions are extracted.

Chapter 4 Elliptic
Threshold-based Key Management
Compromise of Distributed RSUs for Vehicular Ad Hoc
Networks (VANETSs). In VANETS, the vehicular scenario

requires smart signaling, smart road maintenance and other

ElGamal

against

studies Curve

scheme

services. A brand new security issue is that the semi-trusted
Road Side Units (RSUs) may be compromised. In this chapter,
we propose an Elliptic curve ElGamal Threshold system
based key management scheme for safeguarding VANET
from the compromised RSUs and their collusion with the
malicious vehicles. We analyze the packet loss tolerance for
security performance demonstration, followed by a discussion
on the threshold. After discussion of the feasibility on privacy
and processing time, overhead analysis is presented in terms

of two types of application scenarios: Emergency Braking
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Notification (EBN) and Decentralized Floating Car Data
(DFCD). Our method can promote security with low
overhead in EBN and does not increase overhead in DFCD
during the security promotion.

Chapter 5 studies DoS attack-tolerant TESLA-based
broadcast authentication protocol in Internet of Things. The
Internet of Things (IoTs) is an emerging concept referring to
networked everyday objects that interconnect to each other
via wireless sensors attached to them. TESLA is a source
authentication protocol for the broadcast network. Scalability
of TESLA is limited by its unicast-based initial parameter
distribution. Low energy consumption version of TESLA is
WTESLA, which is designed for wireless sensor network
(WSN), while cannot tolerate DoS attack. TESLA+ + is the
DoS-tolerant version and is designed for VANET. TESLA++
cannot be accepted by WSN because of its higher power
consumption. To realize secure and robust DoS attack in the
hybrid-vehicle-sensor network, we provide a TESLA-based
protocol against DoS attack with lower power consumption.
Analysis results demonstrate that using our protocol is better
than using uTESLA or TELSA+ +, individually.

Chapter 6 concludes the results of this research, and
discusses some future works.
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