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1 Introduction

A security proof of cryptographic systems is very important. We are try-

ing to formalize many topics about cryptology, such as computational com-

plexity, finite probability[4, 5, 6, 7, 8, 9], algorithms[10], number theory[11,

12], etc. In this report, we introduce our formalization of the polynomially

bounded sequences and prove the correctness of the formalization using

the Mizar proof checking system as a formal verification tool[2]. Polyno-

mially bounded sequences play an important role in practical computer

complexity theory, such as, computer simulations and cryptology, and is

very important in proving the security of cryptographic systems. A secu-

rity proof is performed by proving that an attack on a target cryptosystem

is more difficult than a complexity problem. The class P is a fundamental

computational complexity class that contains all polynomial-time decision

problems[1]. It takes polynomially bounded amount of computation time to

solve polynomial-time decision problems by a deterministic Turing machine.

Moreover we formalize polynomial sequences and Negligible Functions.

2 Preparation

2.1 Mizar

Mizar[2], which formalizes mathematics, is an advanced project of the

Mizar Society led by Andrzej Trybulec. The Mizar project was devel-

oped to describe mathematical proofs formally in the Mizar language. The
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Mizar proof checker operates in both Windows and UNIX environments

and registers proven definitions and theorems in the Mizar Mathematical

Library(MML). The objective of this study is to prove the security of cryp-

tographic systems using the Mizar proof checker.

2.2 Asymptotic notation

In this section, we briefly review an asymptotic notation O, and we then

introduce related formal definitions available in Mizar mathematical library.

Definition: 1 Let f(·) and g(·) be functions from N to R. g(·) ∈ O (f(·))
iff ∃N be a natural number and c be a real number s.t.C ∀nstN ≤ n holds

0 ≤ g(n) ≤ c · f(n).

The O notation is defined in Mizar as follows:

Definition: 2 (ASYMPT_0:def 9)

definition

let f be eventually-nonnegative Real_Sequence;

func Big_Oh(f) -> FUNCTION_DOMAIN of NAT,REAL

equals

{ t where t is Element of Funcs(NAT, REAL)

: ex c,N st c > 0 &

for n st n >= N holds t.n <= c*f.n &

t.n >= 0};

end;

In Mizar, Real Sequence ia an alias for a function from N to RC“eventually-
nonnegative” is an attribute for Real Sequence defined as follows:

Definition: 3 (ASYMPT_0:def 2)

definition

let f be Real_Sequence;

attr f is eventually-nonnegative means

ex N being Nat st for n being Nat

st n >= N holds f.n >= 0;

end;

The sequence of monomial an is defined in Mizar as follows:

Definition: 4 (ASYMPT_1:def 3)

definition

let a be Real;
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func seq_n^(a) -> Real_Sequence means

it.0 = 0 &

for n st n > 0 holds

it.n = n to_power a;

end;

The sequence of monomial ab·n+c (a, b, c are given constant numbers) is

defined in Mizar as follows:

Definition: 5 (ASYMPT_1:def 1)

definition

let a,b,c be Real;

func seq_a^(a,b,c) -> Real_Sequence means

it.n = a to_power (b*n+c);

end;

Note that for a given real number x, xn is represented as “seq a^(x,1,0)” in

Mizar.

2.3 Polynomially-bounded Functions

In this section, we briefly review polynomially-bounded functions.

Definition: 6 A real valued function f(·) is polynomially-bounded if ∃n be

an nutural numbet such that

f(x) ∈ O (xn)

2.4 Negligible Functions

In this section, we briefly review negligible functions[3]D

Definition: 7 Let µ(·) be a function from N to R. µ(·) is (negligible func-
tion) iff ∃N be a natural number s.t.C ∀n be a nutural number st N ≤ n

holds ∀p(·) be a polynomial holds

µ(n) <
1

|p(n)|

3 Formalization of Polynomially Bounded Func-

tions and Polynomial Functions

In this section, we introduce our formal definition of polynomially bounded

functions and polynomial functions.
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3.1 Formalization of Polynomially Bounded Functions

Definition: 8

definition

let p be Real_Sequence;

attr p is polynomially-bounded means

ex k be Element of NAT st

p in Big_Oh(seq_n^(k));

end;

We then introduce some theorems about polynomially bounded functions.

Theorem: 1

theorem

for a be Element of NAT st 1 < a holds

seq_a^(a,1,0) is non polynomially-bounded;

This theorem shows that exponential f(x) = ax is not polynomially-bounded

if 1 < a.

Theorem: 2

theorem

for a,b be Element of INT st b <> 0 holds

ex A,B be sequence of NAT,

C be Real_Sequence,

n be Element of NAT st

A.0 = |.a.| & B.0 = |.b.| &

(for i be Nat holds

A.(i+1) = B.i &

B.(i+1) = A.i mod B.i) &

n = (min*{i where i is Nat: B.i = 0} ) &

a gcd b = A.n

& n <= C.(|. b .|)

& C is polynomially-bounded;

This theorem shows that Euclidean division algorithm calculates the GCD

of two integers in polynomially-bounded repetitions.

3.2 Formalization of Polynomial Functions

Definition: 9

definition
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let c be XFinSequence of REAL;

func seq_p(c) -> Real_Sequence

means

for x be Element of NAT holds

it.x = Sum(c (#) seq_a^(x,1,0));

end;

We then introduce a theorem about polynomial functions.

Theorem: 3

theorem

for k be Nat, c be XFinSequence of REAL

st len c = k+1 & 0 < c.k

holds seq_p(c) in Big_Oh( seq_n^(k) );

This theorem shows that any polynomial function whose most significant

coefficient is positive is polynomially bounded.

4 Formalization of Negligible Functions

In this section, we introduce our formal definition of negligible functions.

Definition: 10

definition

let f be Function of NAT,REAL;

attr f is negligible

means@for c be non empty

positive-yielding XFinSequence of REAL holds

ex N be Element of NAT st

for x be Element of NAT

st N <=x holds |. f.x .| < 1/((seq_p(c)).x) ;

end;

We then introduce some theorems about negligible functions.

Theorem: 4

theorem

for f be Function of NAT,REAL

st for x be Element of NAT holds

@@f.x = 1/ (2 to_power x)@holds

f is negligible;

This theorem shows that 2−x is a negligible function.
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Theorem: 5

theorem

for f,g be Function of NAT,REAL

st f is negligible & g is negligible

holds f+g is negligible;

theorem

for f be Function of NAT,REAL,

a be Real

st f is negligible

holds a(#)f is negligible;

theorem

for f,g,h be Function of NAT,REAL

st f is negligible & g is negligible &

h =f(#)g

holds h is negligible;

These theorems show that negligible functions are closed with respect to

addition, scalar multiplication and multiplication.

5 Conclusion

In this report, we introduce our formalization of polynomially-bounded

functions, polynomial functions , and negligible functions in Mizar. We then

show some rerated theorems about them. The definitions and theorems in

this study have been verified for correctness using the Mizar proof checker.
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