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Abstract. Given a graplG = (V, E) and a seR € V x V of requests, we con-
sider to assign a set of edges to each nod@ so that for every requesti,(v)

in R the union of the edge sets assigneditandv contains a path from to v.

The Minimum Certificate Dispersal ProbleiCD) is defined as one to find an
assignment that minimizes the sum of the cardinality of the edge set assigned to
each node. In this paper, we give an advanced investigation aboultfiilcelt)i

of MCD by focusing on the relationship between its (in)approximability and re-
quest structures. We first show that MCD with gen@&#las®(logn) lower and
upper bounds on approximation ratio under the assumgieh NP, wheren

is the number of nodes iB. We then assumR forms a clique structure, called
Subset-Fullwhich is a natural setting in the context of the application. Interest-
ingly, under this natural setting, MCD becomes to be 2-approximable, though it
has still no polynomial time approximation algorithm whose factor better than
677/676 unlessP = NP. Finally, we show that this approximation ratio can be
improved to 32 for undirected variant of MCD with Subset-Full.

1 Introduction

Background and MotivationLet G = (V, E) be a directed graph arfRiC V x V be a

set of ordered pairs of nodes, which represents requests about reachability between two
nodes. For give®s andR, we consider an assignment of a set of edges to each node in
G. The assignment satisfies a request/) if the union of the edge sets assignecdito

andv contains a path from to v. The Minimum Certificate Dispersal ProblgifCD)

is the one to find the assignment satisfying all requesktimt minimizes the sum of

the cardinality of the edge set assigned to each node.

* This work is supported in part by KAKENHI no. 19700058, 21500013 and 21680001, Asahi-
glass Foundation, Inamori Foundation and Hori Information Science Promotion Foundation.



This problem is motivated by a requirement in public-key based security systems,
which are known as a major technique for supporting secure communication in a dis-
tributed system [3, 5-8, 10, 11]. The main problem of the systems is to make each user’s
public key available to others in such a way that its authenticity is verifiable. One of
well-known approaches to solve this problem is based on public-key certificates. A
public-key certificate contains the public key of a ugencrypted by using the private
key of a useu. Any user who knows the public key afcan use it to decrypt the cer-
tificate fromu to v for obtaining the public key of. All certificates issued by users in
a network can be represented by a certificate graph: Each node corresponds to a user
and each directed edge corresponds to a certificate. When & hssrcommunication
request to send messages to a wseecurelyw needs to know the public key efto
encrypt the messages with it. To compute public-key,w uses a set of certificates
stored inw andv in advance. Therefore, in a certificate graph, if a set of certificates
stored inw andv contains a path frorw to v, then the communication request fram
tovis satisfied. In terms of cost to maintain certificates, the total number of certificates
stored in all nodes must be minimized for satisfying all communication requests.

While, from the practical aspect, MCD should be handled in the context of dis-
tributed computing theory, its inherentfidtulty as an optimization problem is not so
clear even in centralized settings: Jung et al. discussed MCD with a restriction of avail-
able paths in [8] and proved that the problem is NP-hard. In their work, to assign edges
to each node, only the restricted paths which are given for each request is allowed to be
used. In [11], MCD, with no restriction of available paths, is proved to be also NP-hard
even if the input graph is strongly connected. Known results about the complexity of
MCD are actually only these NP-hardness. This fact yields a theoretical interest of re-
vealing the (in)approximability of MCD. As for the positive side, MCD is polynomially
solvable for bidirectional trees, rings and Cartesian products of graphs [11].

This paper also investigates how the request structiifest he dfficulty of MCD.

As seen above, MCD is doubly structured in a sense: One structure is theQyitzplf

and the other is the request structika/Ne would like to investigate how the tractabil-

ity of MCD changes as the topology & changes. On MCD, our interest here is to
investigate whether the hardness (of approximation) of MCD depends on the restric-
tions aboutR. This is a natural question not only from the theoretical viewpoint but
also from the practical viewpoint, because, in public-key based security systems, a set
of requests should have a certain type of structures. For example, it is reasonable to
consider the situation in which a set of nodes belonging to a certain community should
have requests between each other in the community. This situation is interpreted that
forms a clique structure. Thus the following question ariseRftfrms a clique, can the
approximability of MCD be improved?

Our Contribution. In this paper, we investigate the approximability of MCD from the
perspective how the structure Bfaffects the complexity of MCD. We classify the set
R of requests according to the elementR0fR is subset-fullif for a subsetv’ of V,

R consists of all reachable pairs of nodesvi) andR is full if the subsel’ is equal

to V. Note that Subset-Full corresponds to the situation Riarms a clique. Table 1
summarizes the results in this paper.



Table 1. Approximability/ Inapproximability shown in this paper

Restriction on request
Arbitrary Subset-Full Full
. L Q(logn)
Inapproximability 261/260 (for bidirectional graphs 677676 open
L . 2 211
Approximation ratio O(logn) 32 (for undirected[gr;phs

Here we review our contribution. We first consider the general case: We show that
if we have no restriction aboWR, a lower bound on approximation ratio for MCD is
Q(logn) and an upper bound 3(logn), wheren is the number of nodes. Namely, the
lower and upper bounds coincide @dogn) in terms of order. Moreover, it is proved
that we can still obtain the inapproximabilig(1) of MCD even when the graph class
is restricted to bidirectional graphs. As the second half of the contribution, for subset-
full requests, we show that the lower bound of approximation ratio for MCD #5567
and the upper bound is 2. The upper bound is proved by a detailed analysis of the
algorithm MinPivot , which is proposed in [11]. While Zheng et al. have shown that
MinPivot achieves approximation ratio 2 with full requests, we can obtain the same
approximation ratio by a ffierent approach even when the set of requests is subset-full.
In addition, by extending the approach, it is also shown KiaPivot guarantees/2
approximation ratio for MCD of the undirected variant with subset-full requests.

The remainder of the paper is organized as follows. In Section 2, we define the
Minimum Certificate Dispersal Problem (MCD). Section 3 presents inapproximability
of MCD with generalR and one with Subset-Full. The upper bound of MCD with
generaR and one with Subset-Full are shown in Sections 4 and 5 respectively. Section
6 concludes the paper. All the proofs are omitted due to space limitation.

2 Minimum Certificate Dispersal Problem

Let G = (V,E) be a directed graph, wheké and E are the sets of nodes and edges
in G respectively. An edge it connects two distinct nodes M. The edge from
nodeu to v is denoted by, v). The numbers of nodes and edgesGrare denoted
by n andm, respectively (i.e.n = [V|,m = |E[). A sequence of edges(vo, k) =
(Vo, V1), (V1, V2), . . ., (Vie1, V) is called apathfrom vg to v of lengthk. A path p(vo, V)
can be represented by a sequence of nques vi) = (Vo,V1,...,V). For a path
p(vo, V), Vo andvy are called the source and destination of the path respectively. The
length of a pathp(vo, Vi) is denoted byp(vo, k). For simplicity, we treat a path as the
set of edges on the path when no confusion occurs. A shortest pathuftomis the
one whose length is the minimum of all paths froro v, and the distance fromto v
is the length of a shortest path framio v, denoted byd(u, v).

A dispersal Dof a directed grapls = (V, E) is a family of sets of edges indexed by
V, that is,D = {D, C E|v € V}. We callD, a local dispersal of. A local dispersaD,
indicates the set of edges assigned.tdhe costof a dispersaD, denoted by.D, is
the sum of the cardinalities of all local dispersaldiri.e.,c.D = 2\cy|Dy|). A request
is a reachable ordered pair of nodes@nFor a requestyv), u andv are called the



—
edge (path with length 1)

Fig. 1. Reduction for general case (from Fig.2. Reduction for Subset-Full (from
SET-COVER) VERTEX-COVER)

source and destination of the request respectively. Rsdtrequests isubset-fullif
there exists a subset &f such thatR consists of all reachable pairs of nodesuvih
(i.e, R={(u,v)luis reachable tein G, u,v € V' C V}), andRis full if the subse¥’ is
equal toV. We say a dispers@ of G satisfiesa setR of requests if a path frorato v
is included inD, U D, for any requesty,v) € R.

TheMinimum Certificate Dispersal Problem (MCB)defined as follows:

Definition 1 (Minimum Certificate Dispersal Problem (MCD)).
INPUT: A directed graph G= (V, E) and a set R of requests.
OUTPUT: A dispersal D of G satisfying R with minimum cost.

The minimum among costs of dispersal$othat satisfyRis denoted bymin(G, R).

For short, the costmin(G, R) is also denoted byin(G) whenRiis full. Let D°P be an
optimal dispersal o6 which satisfieR (i.e., D°P'is one such that. DOP! = ¢.,in(G, R)).

In this paper, we deal with MCD for undirected graphs in Section 5.3. For an undi-
rected grapl@, the edge between nodesndyv is denoted by, v) or (v, u). When an
edge (, V) is included in a local dispersél,, the noder has two paths fromi to v and
from v to u.

3 Inapproximability

It was shown in [11] that MCD for strongly connected graphs is NP-hard by a reduction
from the VERTEX-COVER problem. In this section, we provide another proof of NP-
hardness of MCD for strongly connected graphs, which implies a stronger inapprox-
imability. Here, we show a reduction from the SET-COVER problem. For a collection
C of subsets of a finite universal dgt C’ C C is called aset coverof U if every ele-
ment inU belongs to at least one member@f GivenC and a positive integdq, SET
COVER is the problem of deciding whether a set cavec C of U with |C’| < k exists.

The reduction from SET-COVER to MCD is as follows: Given a universalket
{1,2,...,n} and its subset$, Sy, ..., Sy and a positive integek as an instance



of SET-COVER, we construct a gra@y including gadgets that mimic (a) elements,
(b) subsets, and (c) a special gadget: (a) For each elentérihe universe sety =
{1,2,...,n}, we prepare an element gadge((it is just a vertex); lely be the set of
element vertices, i.eVy = {u; | i € U}. (b) For each subs&; € C, we prepare a
directed path\(j1,Vj2,...,Vjp) of lengthp — 1, wherep is a positive integer used as
a parameter. The end vertgy, is connected to the element gadgets that correspond
to elements belonging t8;. For example, ifS; = {2,4,5}, we have directed edges
(V1,p, Up), (v1,p, Us) and 1, Us). (C) The special gadget just consists of a base vertex
Thisr has directed edges to afj;'s of j = 1,2,...,m. Alsor has an incoming edge
from eachu;. See Figure 1 as an example of the reduction, wiSgre {1,2,3},S, =
{2,4,5} andSz = {3,5,6}. We can see thdb; is strongly connected. The sBtof
requests contains the requests from the base vertexall element verticesi, i.e.,
R={(r,u) | u € Vu}.

We can show the following, although we omit the proof because it is straightfor-
ward: (i) If the answer of instancg of SET-COVER is yes, theanin(G,R) < pk+ n.
(i) Otherwise cmin(G, R) > p(k+1)+n. About the inapproximability of SET-COVER, it
is known that SET-COVER has no polynomial-time approximation algorithm with fac-
tor better than @267 Inn, unlessP = NP [1]. From this inapproximability, we obtain
agap-preserving reductiof?] as follows:

Lemma 1. The above construction of ;Gis a gap-preserving reduction from SET-
COVER to MCD for strongly connected graphs such that

(i) if OPTsc(Z) < 9(Z), then Gin(G,R) < p-g(Z) +n,

(i) if OPTsc(7) > g(7) - cInn, then in(G, R) > (p- g(Z) + n) (clnn — no-n),

where OPTE () denotes the optimal value of SET-COVERfand c= 0.2267.

By taking p large so as to satisfy - g(I) + n = n** for @ > 0, we have the following:

Theorem 1. There exists n¢0.2267(1+ o)~ In|V| — &) factor approximation polyno-
mial time algorithm of MCD for strongly connected graphs unless RP, wherea
ande are arbitrarily small positive constants.

We can obtain some inapproximability result for bidirectional graphs, by slightly mod-
ifying the graphGy, though we omit the details.

Theorem 2. There exists n@61/260- &) factor approximation polynomial time algo-
rithm of MCD for bidirectional graphs unless £ NP, wherezs is an arbitrarily small
positive constant.

Again we consider another reduction from VERTEX-COVER for graphs with de-
gree at most 4, in which we embed an instance to MCD problem with a subset-full
request structure. As well as the reduction from SET-COVER, we prepare (a) edge gad-
gets, (b) vertex gadgets, and (c) special gadgets. The reduction from VERTEX-COVER
to MCD with subset-full requests is as follows: Given= (V, E) with degree at most 4
and a positive integdt as an instancé of VERTEX-COVER, where/ = {1,2,...,n}
is the vertex setantl = {e;, &, ..., €} is the edge set, we construct an MCD gr&gh
(a) For each edge in E, we prepare am-length directed pathu(, u; 1, . . ., Ui m-1, W)



and (v, u;) as an edge gadget, whewés a common vertex among edge gadgets. (b) For
each verte) € V, we prepare a verta%’ as a vertex gadget. ffis connected with edge

e, we add directed edges\j’(, u;). For example, iy = {2, 3}, we have directed edges

(Y, uy), (UY,us). Note that eachy; has exactly two incoming edges from vertex gad-
gets. (c) The special gadgets consispdfase vertices,, r»,..., I, and one root vertex

r. Eachrj andr are connected by path, ¢;1,...,rjm1,r;) and edger,r). Also, each

ri has directed edges to arjf's of j =1,2,...,m Furthermore, we prepare amlength
directed path fromw tor, i.e., (v, ws,...,wWmn_1,r). See Figure 2 as an example of the
reduction, in which we have, = {1,2}, e3 = {1, 3} andes = {2, 3}. We can see thdd’;

is strongly connected. The detof requests are defined BS= R, 3 UR, ¢ UR:¢, where
Raa = {(u,up) |i,j=21,2,....,m andi # j}, Ryc = {(u,rj), (rj,u) [i=1,...,m}and
Rec=1{(ri,r)) 1i,j=12,...,p, andi # j}.

Lemma 2. Let p= m. The above construction of Gnd R is a gap-preserving con-
struction from VERTEX-COVER with degree at mbst MCD with subset-full requests
for strongly connected graphs such that:

(i) If OPTyc(Z) = g(Z), then Guin(G, R) < m(g(Z) + 3m+ 3).

(ii) If OPTyc(Z) > ¢+ g(2), then Gun(G}, R) > m(g(7) + 3m+ 3)(c - STHASY),

where OPT,c(Z) denotes the optimal value of VERTEX-COVERIf@nd c= 53/52.

The constant = 53/52 represents an inapproximability bound for VERTEX-
COVER with degree at most 4 under the assumpiog NP [4]. From this lemma
and 4(7) > m, we obtain the following theorem:

Theorem 3. There exists n@677/676- ) factor approximation polynomial time algo-
rithm of MCD with subset-full requests for strongly connected graphs unlesNP,
wheree is an arbitrarily small positive constant.

4 Approximability

In the previous section, we show that it idfiult to design a polynomial time ap-
proximation algorithm of MCD whose factor is better thar2@7(1+ @) Inn - &),

even if we restrict that the input graph is strongly connected. In this section, in contrast,
we show that MCD has a polynomial time approximation algorithm whose factor is
O(logn), which is applicable for general graphs. This implies that we clarify an opti-
mal approximability inapproximability bound in terms of order under the assumption
P+ NP.

The idea ofO(log n)-approximation algorithm is based on formulating MCD as a
submodular set cover problef]: Let us consider a finite sét, a honnegative cost
functionc; associated with each elemgngé N, and non-decreasing submodular func-
tion f : 2N Z*. A function f is callednon-decreasing f(S) < f(T)forSc T C N,
and is calledsubmodulaif f(S) + f(T) > f(SNT)+ f(SUT)forS,T c N. Fora
subsetS C N, the cost ofS, sayc(S), is ¥ jes C;-



By thesef, c and N, the submodular set cover problem is formulated as follows:
[Minimum Submodular Set Cover (SSC)]

min{z ci: f(S) = f(N)}.

jes

It is known that the greedy algorithm of SSC has approximation td{imaxen (j))
whereH(i) is thei-th harmonic number iff is integer-valued and (@) = O [9]. Note
thatH(i) < Ini + 1.

We here claim that our problem is considered a submodular set cover problem. Let
N = UweviXeu | € € E}. Intuitively, Xey, € S € N represents that the local dispersal
of ucontainse € Ein S, i.e.,e € D,. ForS C N, we defineds(u,Vv) as the distance
from u to v under the setting that each edge D, U D, of S has length O otherwise
1. That is, if all edges are included iy, U D, of S, thends(u,v) = 0. If no edge is
included inDy U Dy of S, thends(u, v) is the length of a shortest path fromto v of
G. Let f(S) = X uyer(do(U, V) — ds(u,v)). This f is integer-valued andi(®) = 0. In the
problem setting of MCD, we can assume that for any) € R, G has a (directed) path
from u to v. (Otherwise, we have no solution). Then the conditi¢N) = f(S) means
that all the requests are satisfied. Also aosdflects the cost of MCD.

Then we have the following lemma:

Lemma 3. Function f defined as above is a non-decreasing submodular function.

Notice thatf can be computed in polynomial time.

By these, MCD is formulated as a submodular set cover problem. Since we have
max en f({Xeu)) < IRIMax,, do(u,v) < n, the approximation ratio of the greedy al-
gorithm isO(log n). We obtain the following.

Theorem 4. There is a polynomial time algorithm with approximation factdidag n)
for MCD.

5 Approximation Algorithm for Subset-Full

Zheng et al. have proposed a polynomial-time algorithm for MCD, calledPivot,
which achieves approximation ratio 2 for strongly connected graphs wherRaet-
quests s full. In this section, we show that even wRessubset-fullMinPivot achieves
approximation ratio 2 for strongly connected graphs. Moreover, we showlihBivot

is a 32-approximation algorithm for MCD of the undirected variant with subset-full
reguests.

5.1 Algorithm MinPivot

A pseudo-code of the algorithiinPivot is shown in Algorithm £. For the explana-
tion of the algorithm, we defin®(u, v) as the minimum-cardinality set of edges that
constitute a round-trip path betweemandv onG.

4 Although the originaMinPivot is designed to work for any set of requests, we here show a
simplified one because we focus on the case Wwhisnsubset-full.



Algorithm 1 MinPivot (G = (V,E),R)
1V :={v,we V|V,w) € R}

2: forallueVdo

3 forall ve V' do

4. Dy :=P(u,v) andD(u) := {D, | v e V}
5 end for

6: end for

7: output mine,{c.D(u)} and itsD(u).

In dispersals returned bylinPivot , one node is selected apiwot. Each request is
satisfied by a path via the selected pivot. The algorithm works as follows: It picks up
a nodeu as a candidate of the pivot. Then, for nodew in each requestv(w) € R,
MinPivot stores a round-trip path betweeifreps.w) and the pivotu in Dy (resp.Dy)
such that the sum of edges included in the round-trip path is minimum. Since there is a
path fromv to w via the pivotu in D, U Dy, for each request/(w), the dispersal satis-
fiesR. For every pivot candidate, the algorithivtinPivot computes the corresponding
dispersal and returns the minimum-cost one among all computed dispersals.

In [11], the following theorem is proved.

Theorem 5. For a strongly connected graph ®/jinPivot is a 2-approximation algo-
rithm for MCD on G with a full request. It completes (1)) time for a strongly con-
nected graph and in (dm) time for an undirected graph.

5.2 Proof of 2-approximation for Strongly Connected Graphs
In this subsection, we prove the following theorem.

Theorem 6. For a strongly connected graph G and a subset-full requeMiRRivot is
a 2-approximation algorithm.

We first introduce several notations used in the proof: The set of nodes included in
requests irR is denoted by, that is,Vg = {u,v | (u,v) € R}. Let x be a node irVg
with the minimum local dispersal iB°" (i.e., IDSP| = min{IDSP] | v € Vr}). When
there is more than one node with the minimum local dispessa, defined as one of
them chosen arbitrarily. In the following argument, we can consider only the case of
|D8pt| > 0: If |D8pt| is zero, any node iWg must have two paths frofto x in its local
dispersal to satisfy the requests forThen, the optimal solution is equivalent to that
computed byMinPivot whose pivot candidate is which implies thaMinPivot returns
an optimal solution. LeDMP denote an output of the algorithitinPivot. The following
proposition clearly holds.

Proposition 1. For a dispersal D, if there exists a node u such that the local dispersal
D, of any node v in ¥ contains a round-trip path between v and u, thed't” < c.D.

The idea of the proof is that we construct a feasible dispésalth cost at most
2 - ¢.DOPt which satisfies the condition shown in Proposition 1. It follows that the cost



of the solution byMinPivot is bounded by 2¢c.DOP. We construct the dispersalfrom
DOP! by additionally giving the minimum-size local dispersal to all node¥inMore
precisely, for every nodee Vg, D, = DS U DSP,

Theorem 6 is easily proved from the following lemma and Proposition 1.

Lemma 4. In the dispersal D constructed in the above way, every node v inag a
round-trip path between v and x in,Din addition, cD < 2 - ¢.DOPtis satisfied.

5.3 Proof of 32-approximation for Undirected Graphs

In this subsection, we prove that the approximation ratiMofPivot is improved for
MCD of the undirected variant. That is, we prove the following theorem.

Theorem 7. For an undirected graph G and a subset-full requeskR\Pivot is a 32-
approximation algorithm.

In the proof, we take the same approach as the one of Theorem 6: We construct a
dispersaD with cost at moslg -¢.DOPt which satisfies the condition in Proposition 1.
Since Proposition 1 also clearly holds in undirected graphs, it follows that the cost of
the solution byMinPivot is bounded byg -¢.D®PL, In the proof of Theorem 6, we show

that when all the edges ih(,?pt are added to the local dispersal of every nodednthe
cost of the dispersdD is at most twice as much as that of the optimal dispersal. Our
proof of Theorem 7 is based on the idea that we construct a disfiztsabdding each
edge inDS™ to at mostVg|/2 local dispersals.

In what follows, we show the construction Df We define a rooted treE from an
optimal dispersaD®P!. To defineT, we first assign aveightto each edge: To any edge
in DS‘“, the weight zero is assigned. All the other edges are assigned the weight one.
A rooted treeT = (V,Er) (Er € E) is defined as a shortest path tree with ragtn
terms of weighted graphs) that spans all the nodeginL_et pr(u, v) be the shortest
path from a nodei to v on the treel. The weight of a pathp(u, v) is defined by the
total weight of the edges on the path and denoteavip(u, v). For each node, let
pr(v,v) = ¢ andw.pr(v,v) = 0. From the construction of the trde = (V, Et), we
obtain that} ey, W.pr(x, V) < ¢.DOP..

For each edge in D?pt, let C(e) be the number of nodes from which path to the
nodex on T includes the edge: C(e) = |{v € Vr | € € pr(X, V)}|. The construction of
the desired dispersal depends on whether any edigé)ﬁ?pt satisfie<C(e) < [VrI/2 or
not.

In the case thaC(e) < |Vg|/2 holds for any edge in DSF’E the dispersaD’ is
constructed in the following wayp’ = {D}, | v € V}, whereD;, = pr(x, v) for nodev in
Vg, andD;, = ¢ for nodevin V \ Vg.

Lemma5. c.D’ < 3 - c.DOM

We consider the case that there is an edge suchQf@t> |Vg|/2. Let T, be the
subtree ofT induced by node and all ofv's descendants, and(T,) be a set of nodes
in T,. The set of edges iDS™ such thatC(e) > [Vrl/2 is denoted byDS™. Lety be
the node farthest fromx of those adjacent to some edgefbﬁpt. A dispersalD” is



constructed such that every nodédg has a path from itself to node D" = {D{ | v €
V}, whereDy = pr(y, V) for nodevin Ve N V(Ty), Dy = pr(x,v) U pr(x,y) for nodev
in VR \ V(Ty), andDy = ¢ for nodevin V \ Vg.

Lemma 6. c.D” < 3 - c.DOP

From Lemmas 5 and 6, Theorem 7 is proved.

6 Concluding remarks

In this paper, we investigate the (in)approximability of MCD from a perspective of how
topological structures dr affect the complexity of MCD. While the approximability
bound of MCD for a general setting & is evaluated a®(logn) under the assump-
tion P # NP, MCD for Subset-Full is 2-approximable though it is still inapproximable
within a small constant factor unleBs= NP. The complexity of MCD for Full, which

is a special case of Subset-Full, is still open. We actually conjecturéih&ivot re-

turns an optimal solution for MCD with Full; if it is correct, we will obtain an interesting
contrast similar to the relation between Minimum Steiner Tree and Minimum Spanning
Tree.
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