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Lattice

• Lattice 
– Partially Ordered Set (, not a subalgebra of Z x Z)
– For any a and b in a lattice, they have both of  y , y

lub [least upper bound, sup, join] of {a, b}, = a∨b
glb [greatest lower bound inf meet] of {a b} = a∧bglb [greatest lower bound, inf, meet] of {a, b}, = a∧b
• a∨b = b∨a a∨(b∨c) = (a∨b)∨c a∨(b∧c) = (a∨b)∧(a∨c) etc.

• Example
For M⊆P(X)                      P(X) : powerset of X( ) ( ) p

– Intersection-closure of M (= M)
= { (∩A)∩(∪M) | A⊆M } (N B (∩) ∩ (∪M) =∪M ∈ M)= { (∩A)∩(∪M) | A⊆M }  (N.B. (∩) ∩ (∪M) =∪M ∈ M)

– Complete lattice ordered by inclusion including M
A∧B A∩B

© Hitachi, Ltd. 2013. All rights reserved. 4

• A∧B = A∩B
• A∨B = ∩ { C | A∪B⊆C∈M }

Agenda
• Galois Connection

Lattice Theory– Lattice Theory
– Formal Concept Analysis

• SecuritySecurity 
– Information Flow Control
– Lattice Model

• Application -- Hierarchical File Server Groups
– Structure of HFSG
– Security of HFSG

• Information Flow Control, 
• Labeled Control without Labels, 
• RBAC

Management of HFSG– Management of HFSG
• Comparison with Flat Structure

• Conclusions
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Conclusions
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Example 

• K = (G, M, I) G, M : Sets,  I ⊆ G×M  
l tti d l f• K = K,  K = K : lattices.  K ≡ dual of K

KK
m
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acbc



K／(K)
c
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Y o b
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ac ab denotes set {a, b}
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 abc

{ , }

Galois Connection
Definitions
• K = (G M I) : G M : sets I⊆G×M : relation• K = (G, M, I) : G, M : sets,  I⊆G×M : relation

g I m ⇔ (g, m)∈ I g I N ⇔∀m∈N (g I m)      H I m ⇔∀g∈H (g I m) 

( ) { ∈M | I } (H) { ∈M | H I } ∩ { ( ) | ∈H }(g)  = {m∈M | g I m } (H) = { m∈M | H I m } = ∩ { (g) | g∈H }
(m) = {g∈G | g I m } (N) = { g∈G | g I N }   = ∩ { (m) | m∈N }

(H)  (H)) { ∈G | I { M | H I } }(H) = (H)) = { g∈G | g I {m∈M | H I m} }
(N) = (N)) = { m∈M | {g∈G | g I N} I m }

K = { (H) | H ⊆ G } K = { (N) | N ⊆ M } N.B. : ()=M∈K
K = { (N) | N ⊆ M } K = { (H) | H ⊆ G } ()=G∈K

Theorem
• K = K,  K = K These are lattices ∵) ∩-closures

• K and K are dual (order reversed, isomorphic) to each other 
(∵) H⊆K⊆G ⇒(H)⊇(K), N⊆L⊆M ⇒(N)⊇(L), H⊆(H), N⊆(N)

© Hitachi, Ltd. 2013. All rights reserved. 5

∴ (H)⊇(H), (H)⊆(H)), ∴ (H)=(H)∈K, ∴ K⊆K, …
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Applications of FCA

• Rudolf Wille (1982). 
“Restr ct ring lattice theor an approach based on hierarchies of concepts”– “Restructuring lattice theory: an approach based on hierarchies of concepts” 

• Data Analysis
H l h• Healthcare

• Linguistics
• Software Design
• Security ModelsSecurity Models

• References• References
Davey, Priestley: Introduction to Lattices and Order, second edition, 

Ch 3 and Ch 7 Cambridge University Press (1990 2002)Ch.3, and Ch.7, Cambridge University Press (1990, 2002)
Suzuki, Murofushi: (in Japanese) Formal Concept Analysis – Introduction, 

Support Softwares and Applications –, 知識と情報 Vol.19, No.2 (2007)
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pp pp ( )

FCA : Formal Concept Analysis
• K=(G, M, I)  

G S t f Obj t M S t f Att ib t I (⊆G×M) “F l” t t– G: Set of Objects,  M: Set of Attributes,  I (⊆G×M): “Formal” context

• (H) : Intent  (H⊆G) (N) : Extent (N⊆M)
• (H, N) : “Formal” concept  (H⊆G, N⊆M) ⇔ N=(H) and H=(N)
• B={(H,N) | (H,N) is a concept} : Concept Lattice

(H1,N1)≦(H2, N2) ⇔ H1⊆H2 ⇔ N1⊇N2

∧(Hi , Ni) = (∩Hi, (∪Ni)) ∨(Hi , Ni) = ((∪Hi), ∩Ni))( , ) ( , ( )) ( , ) (( ), ))

m
Concept LatticeContext Table

m
g a b c Intents

X o o ac 
cY o b

XYZ   XYZ   

YZ   b XZ   c

Universal concept

c
abc

Y o b
Z o o bc

X YZ XZ
Z   bc X   ac

S ifi t
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Extents
 Z  XYZ abc

Specific concept
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Information Flow

• Information Flow 
– Secret ⇒Alice ⇒ Public ⇒ Bob

• Against “the security Policy”• Against the security Policy  

Secret may be

S t
Alice

Bob
Secret  may be 

known by Bob …

Secret 
(to Bob)

Access Matrix

File
User Secret Public

Public
Alice Read Write
Bob - Read
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Information Security

Technology for Protecting and Controlling “CIA” 
• Confidentiality / Secret

– Threats: Unauthorized access to information,Threats: Unauthorized access to information, 
– Measures:  Information Flow Control, Cryptography, …

• Integrity / Consistency
– Threats: Unauthorized modification of informationThreats: Unauthorized modification of information
– Measures: Rules for modification, Signature, …

• Availability
– Threats: Unauthorized use of resourcesThreats: Unauthorized use of resources
– Measures: Limiting resource allocation, Monitoring, …

© Hitachi, Ltd. 2013. All rights reserved. 9
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Order and Information Flow

A, B, … : security classes
≒ S t f “l i l t bj t ” h i i f ti fil≒ Set of “logical storage objects” sharing same information∋user, file, … 

• A＝B : (members of) A and B share same information
• A⇒B : Information flow from A to B is permitted

– Reflexive : A⇒A  [may not be inhibited]
– Transitive : A⇒B, B⇒C then A⇒C  [B cannot keep secret]
– Anti-Symmetric : A⇒B, B⇒A then A＝B

• Bell-LaPadula Model
– A⇒B and A ≠ B then …

• Read B by A : inhibited     : No-Read-Up      Read A by B : permitted
• Write to A by B : inhibited : No-Write-Down  Write to B by A : permitted

• Set of security classes forms partially ordered set 
furthermore, it becomes a Lattice [Denning,1976]. 

© Hitachi, Ltd. 2013. All rights reserved. 12

, [ g, ]

Security Policy Models
Format of Security Policy

Access Matrix Model (Access Control Table)• Access Matrix Model (Access Control Table)
Objects

Secret A Secret B TopSecret PublicSecret A Secret B TopSecret Public

Su Alice Read, Write Read
Bob Read Write Read

Alice’s
Capabilitybjects

Bob Read, Write Read
Chris Read Read Read, Write Read
David Read Write

Capability

• Information Flow Model

David Read,Write

Multi Level Security
ACL of B

A ∋ Alice、SecretA

B ∋ Bob SecretB

C Top Secret

SecretB ∋ Bob、SecretB

C ∋ Chris、TopSecret
A B

Confidential

© Hitachi, Ltd. 2013. All rights reserved. 11

D ∋ David、Public D Unclassified
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Role Based Access Control

• RBAC
Th t f l it d l– The most successful security model 

– Introduce Roles to describe Permission assignment  rules
• Subject ∈ Role ⇒ Permission then Permission is assigned to Subject• Subject ∈ Role ⇒ Permission, then Permission is assigned to Subject

– Subject’s actual/current role is determined dynamically [e.g. logon as an Admin]
– Dr. Foo ∈ DOCTORS ⇒ May access his patient’s medical record

– Merits
• Divide Permission Management into 2 parts, one is stable, another is easy

A subject may play different role in different context• A subject may play different role in different context. 
– Dr. Foo on his day off, cannot access hospital’s resource, except in emergency

• Modeling RBAC by using FCAModeling RBAC by using FCA
– Dyadic Formal Context : Role-Permission relation 

⇒ Role-lattice (Role hierarchy)Role lattice (Role hierarchy) 
– Triadic Formal Context : 

• K (R, D, P, I) ⇒ I ⊆R×D×P = (R×D)×P 

© Hitachi, Ltd. 2013. All rights reserved. 14

• Roles, Documents, Permissions 
⇒ Document types, classified by security point of view 

FCA proof of Information Flow Lattice

• Access Control Table ⇔ Context
I f i Fl ≦ O d R l i• Information Flow : → ⇔ ≦ : Order Relation

• Security Classes ⇔ Concepts
• Structure of Security Classes ⇔ Lattice
• Access Control List (ACL) ⇔ ExtentAccess Control List (ACL) Extent
• Capability ⇔ Intent

Information Flow ModelA M t i M d l
fileuser a b c Capability

XYZ XYZ 

Information Flow Model
Lattice Model

Access Matrix Model

X X            a o ac 
cY o b

can
read

XYZ   XYZ   

YZ  b XZ   c⇔
abY o b

Z o o bc
X YZ XZ  b

Z   bc X   ac
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ACL
X YZ XZ
 Z  XYZ

abcabc
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Conclusions (I)

• Galois Connection is a theorem of the Lattice theory
I ⊆ G×M ⇒ derived two lattices are dual each other

• FCA is an application of Galois ConnectionFCA is an application of Galois Connection 
for Knowledge Analysis

considers extent lattice and intent lattice at onceconsiders extent lattice and intent lattice at once
• Security policy can be analyzed by FCA

– Concept Lattice of given Security Policy represents 
appropriate Information Flow Policy

– Another proof of Denning’s theorem 
• FCA is gathering attention from security point of view• FCA is gathering attention from security point of view
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