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Abstract

Due to the recent development of computers and computer networks, huge amount of
digital data can easily be transmitted or stored. But the transmitted data in networks or
stored data in computers may easily be destroyed or substituted by enemies if the data
are not enciphered by some cryptographic tools. So it is very important to restrict access
of confidential information stored in a computer or in a certain nodes of a system. Access
should be gained through a secret key, password or token. Again storing the secret key or
password securely could be a problem. The best solution could be to memorize the secret
key. But for large and complicated secret key, it is almost impossible to memorize the key.
As a result, it should be stored safely. While storing data in a hard disk, the threats such
as troubles of storage devices or attacks of destruction make the situation even worse. In
order to prevent such attacks, we may make as many copies of the secret data as possible.
But, if we have many copies of the secret data, the secret may be leaked out and hence
the number of the copies should be as small as possible. Under this circumstances, it is
desirable that the secret key should be governed by a secure key management scheme. If the
key or the secret data is shared among several participants in such a way that the secret
data can only be reconstructed by a significantly large and responsible group acting in
agreement, then a high degree of security is attained. Shamir and Blakley, independently,
addressed this problem in 1979 when they introduced the concept of a threshold secret
sharing scheme. A (t,n)-threshold scheme is a method whereby n pieces of information,
called shares, corresponding to the secret data or key K, are distributed to n participants
so that the secret key can be reconstructed from the knowledge of any t or more shares
and the secret key can not be reconstructed from the knowledge of fewer than t shares.
This this we we further emphasize on a special type of secret sharing scheme known as
visual secret sharing scheme. Visual cryptographic scheme, for a set P of n participants,
is a cryptographic paradigm that enables us to split a secret image, which may be some
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handwritten note, printed text, picture, etc., into n shadow images called shares, where each
participant in P receives one share. Certain qualified subsets of participants can “visually”
recover the secret image with some loss of contrast, but other forbidden sets of participants
have no information about the secret image. A “visual recovery” for a set X ⊆ P consists
of photocopying the shares given to the participants in X onto the transparencies, and then
stacking them. Since the reconstruction is done by human visual system, no computation
is involved during decoding unlike traditional cryptographic schemes where a fair amount
of computation is needed to reconstruct the plain text. In this talk, we shall describe how
algebra and statistical designs play an important role in constructing visual cryptographic
schemes.
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Introduction to Secret Sharing What is secret sharing?

Secret Sharing for General Access Structure?

The key is chosen by a special participant D, called the dealer,
and it is usually (for the classical SSS) assumed that D /∈ P. The
dealer gives partial information, called share or shadow, to each
participant to share the secret key K .
A secret sharing scheme is said to be perfect if the condition 2 of
the above is strengthened as follows :
Any unauthorized group of shares cannot be used to gain any
information about the secret key that is if an unauthorized subset
of participants B ⊂ P pool their shares, then they can determine
nothing more than any outsider about the value of the secret K .
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Introduction to Secret Sharing What is secret sharing?

Secret Sharing for General Access Structure?

Secret sharing refers to method for distributing a secret, say K ,
amongst a set P = {P1, P2, . . . , Pn} of n participants , each of
which is allocated a share of the secret in such a way that certain
qualified set of participants can reconstruct the secret by
combining their shares while certain set of participants gets no
information about the secret even when they combine their shares.
The set of participants who are qualified to reconstruct the share
is called qualified set of participants, while the set of participants
who are not qualified to reconstruct the secret is known as
forbidden set of participants.
The collection of all qualified sets of participants is denoted by
ΓQual while the set of all forbidden sets of participants are known
as ΓForb.
(ΓQual , ΓForb) is known as an access structure on the set of
participants P = {P1, P2, . . . , Pn}.
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Introduction to Secret Sharing What is secret sharing?

(t , w) threshold scheme

Let t and w be two positive integers, such that t ≤ w .
A (t , w) threshold scheme is a method of sharing a
scheme key k among a set of w participants in such a
way that any t participants can compute the value of
k , but no group of (t − 1) participants can do so.
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Introduction to Secret Sharing What is secret sharing?

What is secret sharing?
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Introduction to Secret Sharing Shamir’s (t, n) threshold scheme

Shamir’s (t, n) threshold scheme




1 1 12

1 2 22

1 3 32







a0
a1
a2


 =




f (1)
f (2)
f (3)




Now, the coefficient matrix A is the so called Vandermonde’s
matrix.

detA =


1≤j<k≤t

(xik−xij ) mod p = (1−2)(2−3)(3−1) = 4∗4∗2 = 2 = 0

Thus multiplying both sides by the inverse of A, we can find the a0 = 1.
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Introduction to Secret Sharing Shamir’s (t, n) threshold scheme

Shamir’s (3, 4) threshold scheme

Every participant Pi obtains a point (xi , yi) on this polynomial,
where yi = f (xi) and distinct xi ∈ Zp.
P1 gets (1,a(1)=6=1), (P2) gets (2,2), P3 gets (3, 4) and P4 gets
(4,2).

Recovery of Secret

Suppose a subset B of t = 3 participants wants to recollect the
secret.
Let the participants P1, P2, P3 want to determine K = 1.
They know that 1 = f (1), 2 = f (2) and 4 = f (3).
They will assume the form of the secret polynomial as
y = f (x) = a0 + a1x + a2x2, where a0, a1 and a2 are unknown and
belong to Z.
Thus, these participants can obtain 3 linear equations in the 3
unknowns a0, a1, a2.
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Introduction to Secret Sharing Shamir’s (t, n) threshold scheme

Shamir’s (3, 4) threshold scheme

Let P={P1, P2, P3, P4} be a set of 4
participants.
The key set, K=Zp, where p = 5 is a prime &
p > n Ket the secret be 1.
The set of all possible shares, S=Z5.
The dealer constructs a random polynomial
f (x) ∈ Z5[x ] of degree t − 1 = 3− 1 = 2, in
which the constant term is the secret K = 1.

f (x) = 1+ 2x + 3x2
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Introduction to Secret Sharing Shamir’s (t, n) threshold scheme

Shamir’s (k , n)-Secret Sharing Scheme

It takes two points to define a straight line,
three points to fully define a quadratic, four
points to define a cubic, and so on.
One can fit a unique polynomial of degree
(k − 1) to any set of k points that lie on the
polynomial.
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Introduction to Secret Sharing What is secret sharing?

Perfectly Secure (2,2)-SSS
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Introduction to Secret Sharing What is secret sharing?

Simple Way!
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Visual Cryptography Stinson’s Scheme

(2, n)-VCS by Stinson at el

Let v , k and λ be positive integers such that
v > k ≥ 2.
a (v , k , λ)-balanced incomplete block design
(BIBD) is a pair ( X ,A) such that the following
properties are satisfied :

1 X is a set of v elements called points,
2 A is a collection of subsets of X called block,
3 each block contains exactly k points,and
4 every pair of distinct points is contained in exactly λ blocks.
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Visual Cryptography Shamir’s Scheme

(2, n)-VCS by Naor and Shamir

S0 =




1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0


 and S1 =




1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1


 .

Here the relative contrast for any two participants is 1
4

and the pixel expansion is 4.
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Visual Cryptography Shamir’s Scheme

Relative contrast

Let us consider a (2,n)-VCS on a set P ={1,2, . . . ,n}
of n participants with basis matrices S0 and S1 and
having pixel expansion m. Then the relative contrast
for the participants corresponding to X , X ⊆ P, is
denoted by αX (m) and is defined as

w(S1
X )− w(S0

X )

m
.
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Visual Cryptography Shamir’s Scheme

(2, 2)-VCS

For Black pixel

For White pixel

S1 =


0 1
1 0


and S0 =


0 1
0 1


.
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Visual Cryptography Shamir’s Scheme

Visual Cryptography

The Visual cryptographic scheme, introduced by
Naor and Shamir in 1994, for a set P of n
participants is a cryptographic paradigm that enables
a secret image to be split into n shadow images called
shares, where each participant in P receives one
share. Certain qualified subsets of participants can
“visually" recover the secret image with some loss of
contrast, but other forbidden sets of participants have
no information about the secret image.
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Visual Cryptography Shamir’s Scheme

Example of (2, 2)-VCS
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Visual Cryptography VCS Based on Latin Square

(2,9)-VCS Using Latin Square

Now we construct a new matrix M with elements as follows :

(1, 1) (1, 1) (1, 2) (1, 2) (1, 3) (1, 3)
(2, 2) (2, 3) (2, 1) (2, 3) (2, 1) (2, 2)
(3, 3) (3, 2) (3, 3) (3, 1) (3, 2) (3, 1).

So there are 9 distinct entries. We rename as follows

(1, 1) = v1, (1, 2) = v2, (1, 3) = v3, (2, 1) = v4, (2, 2) = v5,
(2, 3) = v6, (3, 1) = v7, (3, 2) = v8, (3, 3) = v9.
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Visual Cryptography VCS Based on Latin Square

(2,9)-VCS Using Latin Square

1 3 2
3 2 1
2 1 3.

Then we write the following arrangement as follows

1 1 1 2 2 2 3 3 3
1 2 3 1 2 3 1 2 3
1 3 2 3 2 1 2 1 3

Then we delete the column with the same entries. So we get

1 1 2 2 3 3
2 3 1 3 1 2
3 2 3 1 2 1
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Visual Cryptography VCS Based on Latin Square

Back Circulant Latin Square

A back circulant latin square is a particular latin square having the
initial row in the standard form (i.e., in the first row the entries 1, 2,
. . . , n occur in natural order) and subsequent rows are formed by
translating the preceding row one element to the left.
Example of a back circulant latin square of order 3 :

L =




1 2 3
2 3 1
3 1 2


 .

Lemma

For any n ≥ 3, there exists a latin square (on symbols {1, 2, . . . , n}),
L = [aij ]n×n where aii = i for i = 1, 2, . . . , n.
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Visual Cryptography VCS Based on Latin Square

Latin Square

A latin square L of order n is an n × n array with entries chosen
from a set N of size n such that each element of N occurs
precisely once in each row and in each column. Without loss of
generality, N is assumed to be {1, 2, · · · , n}.

L =




1 4 3 2
2 3 4 1
4 1 2 3
3 2 1 4


 .
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Visual Cryptography Stinson’s Scheme

Example of a (2,7)-VCS using BIBD

S1 =




1 0 0 0 1 0 1
1 1 0 0 0 1 0
0 1 1 0 0 0 1
1 0 1 1 0 0 0
0 1 0 1 1 0 0
0 0 1 0 1 1 0
0 0 0 1 0 1 1



& S0 =




1 1 1 0 0 0 0
1 1 1 0 0 0 0
1 1 1 0 0 0 0
1 1 1 0 0 0 0
1 1 1 0 0 0 0
1 1 1 0 0 0 0
1 1 1 0 0 0 0




Here the pixel expansion is 7 and the relative contrast
is 2/7.
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Visual Cryptography Stinson’s Scheme

(2, n)-VCS by Stinson at el

Example of a (v = 7, b = 7, r = 3, k = 3, λ = 1)-BIBD
:

X = {1, 2, 3, 4, 5, 6, 7}.
A= {{1, 2, 4}, {2, 3, 5}, {3, 4, 6},
{4, 5, 7}, {1, 5, 6}, {2, 6, 7}, {1, 3, 7}}.

the incidence matrix is :




1 0 0 0 1 0 1
1 1 0 0 0 1 0
0 1 1 0 0 0 1
1 0 1 1 0 0 0
0 1 0 1 1 0 0
0 0 1 0 1 1 0
0 0 0 1 0 1 1
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Visual Cryptography VCS Based on PBIBD

(2, 6)-VCS using PBIBD

Secret image Share 1

Share 2 Share 6

Share 1 + Share 6 Share 1 + Share 2
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Visual Cryptography VCS Based on PBIBD

Example of a (2, 6)-VCS

S1 =




1 1 0 0
1 0 1 0
1 0 0 1
0 1 1 0
0 1 0 1
0 0 1 1




and S0 =




1 1 0 0
1 1 0 0
1 1 0 0
1 1 0 0
1 1 0 0
1 1 0 0




.

Clearly, pixel expansion is 4 (m = 4) and the relative
contrast is either 1

2 or 1
4.
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Visual Cryptography VCS Based on PBIBD

Example of a PBIBD

Let us consider a
(v = 6, b = 4, r = 2, k = 3, λ1 = 0, λ2 = 1)-PBIBD.
Here X = {1, 2, 3, 4, 5, 6} and
A = {{1, 2, 3}, {1, 4, 5}, {2, 4, 6}, {3, 5, 6}} The
insidence matrix of this PBIBD is given as follows :

N = S1 =




1 1 0 0
1 0 1 0
1 0 0 1
0 1 1 0
0 1 0 1
0 0 1 1
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Visual Cryptography VCS Based on PBIBD

PBIBD

If we have an association scheme with 2 classes and
given parameters, we get a PBIBD with 2 associate
classes if the v symbols are arranged into b sets of
size k (k < v) such that every symbol occurs at most
once in a set, every symbol occurs in exactly r sets
and if two symbols α and β are i th associates, then
they occur together in λi sets, the number λi being
independent of the particular pair of i th associates α
and β, i = 1, 2.
The notation (v , b, r , k , λ1, λ2)-PBIBD will be used to
denote a PBIBD. Let N = (nij) denote the incidence
matrix of a (v , b, r , k , λ1, λ2)-PBIBD.
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Visual Cryptography VCS Based on Latin Square

(2,9)-VCS Using Latin Square

Thus the matrix becomes

v1 v1 v2 v2 v3 v3
v5 v6 v4 v6 v4 v5
v9 v8 v9 v7 v8 v7.

S1 =




1 1 0 0 0 0
0 0 1 1 0 0
0 0 0 0 1 1
0 0 1 0 1 0
1 0 0 0 0 1
0 1 0 1 0 0
0 0 0 1 0 1
0 1 0 0 1 0
1 0 1 0 0 0




. S0 =




1 1 0 0 0 0
1 1 0 0 0 0
1 1 0 0 0 0
1 1 0 0 0 0
1 1 0 0 0 0
1 1 0 0 0 0
1 1 0 0 0 0
1 1 0 0 0 0
1 1 0 0 0 0




.

The pixel expansion is 6 and the relative contrast is either 2
6 or 1

6 .
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Visual Cryptography VCS Based on PBIBD

Association Scheme with 2 Classes

Given v symbols 1, 2, . . . , v , a relation satisfying the
following conditions is said to an association
scheme with 2 classes :

1 Any two symbols are either 1st or 2nd associates, the relation
being symmetrical; that is, if the symbol α is the i th associate of
the β, then β is the i th associate of α.

2 Each symbol α has ni i th associates, the number ni being
independent of α.

3 If any two symbols α and β are i th associates, then the number of
symbols that are j th associates of α, and k th associates of β, is
independent of the pair α and β.
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Visual Cryptography VCS Based on PBIBD
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Visual Cryptography VCS Based on PBIBD
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Visual Cryptography VCS Based on PBIBD

A Comparison with respect to relative contrast

Table: Comparison of relative contrasts

n αB1 αB2 αD αS α1
P α2

P
3 .333 .333 .333 .333 .500 .250
4 .333 .250 .250 .250 .500 .250
5 .300 .300 .200 .200 .500 .250
6 .300 .300 .167 .167 .500 .250
7 .286 .286 .143 .143 .400 .200
8 .286 .286 .125 .125 .400 .125
9 .278 .278 .111 .111 .333 .167
10 .278 .278 .100 .100 .400 .200
15 .267 .267 .067 .067 .333 .167
21 .262 .233 .048 .048 .286 .143
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Visual Cryptography VCS Based on PBIBD

A Comparison with respect to pixel expansion

Table: Comparison of pixel expansions

n mB1 mB2 mD mS mP
3 3 3 3 3 4
4 6 4 4 4 4
5 10 10 5 5 4
6 20 10 6 6 4
7 35 7 7 7 5
8 70 14 8 8 5
9 126 18 9 9 6
10 252 18 10 10 5
15 6435 15 15 15 6
21 352716 30 21 21 7
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Visual Cryptography VCS Based on PBIBD

(2, n)-VCS using PBIBD

Theorem : Let P be a set of participants. Suppose there exists an
(v ,b, r , k , λ1, λ2)-PBIBD. Then there exists a (2,n)-VCS with n = v
having pixel expansion m = b. For X = {β, γ}, β, γ ∈ P, the relative
contrast corresponding to the set of participants X is denoted by
αX (m) and is given by αX (m) =

r−λq
m ,

if β and γ are qth associates,q = 1,2.
Outline of the proof :

Take S1 = N. Since the PBIBD is equireplicate with replication r , in each row of N there are exactly r 1’s and m − r 0’s.

Construct S0 such that it consists of n identical row vectors of length m, each row having r 1’s and rest 0’s.

n m α1
p α2

p

6 4 .500 .250
9 6 .333 .167

10 5 .400 .200
15 6 .333 .167
21 7 .286 .143
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Visual Cryptography VCS Based on PBIBD

Questions

Questions???
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