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Foreword

These pages are compiling the proceedings of the talks made during the workshop “Algebraic
constructions as a fundamental keystone of a safe and secure society (Mathematics for the
reliability and trustfulness of the cyber society)” hold in August 26th-30th 2013 at Kyushu
University Nishijin Plaza, Fukuoka. As an industry-academia collaboration research workshop
it was funded by the Institute of Mathematics for Industry of Kyushu University.

By the clever way in which public-key cryptography makes use of the structure of finite groups,
it is becoming an indispensable fundamental tool to guarantee the security and the reliability of
the digital society. In symmetric-key cryptography as well, the use of the theory of field
extensions has make possible the efficient implementation of the block-cipher AES, the
successor of DES and international standard block-cipher. In the design of such ciphers, the
theory of groups and of field extensions is used proactively.

Moreover, lattices hold some properties with actual applications in computer security. Secret
sharing, in the way of how matroids have permitted several achievements, is shaping a sub
branch of discrete mathematics. However, researchers engaged in applying such algebraic
structures to concrete industrial applications are quite dispersed, independent. In this
collaborative research workshop, mathematicians could gather and discussed some applications
of these algebraic structures to cryptography and information security in the industry.

The workshop was made of 13 talks addressed by 9 researchers including 3 invited speakers
from abroad, and of a panel discussion. A broad range of recent topics was covered among Galois
connections and Secret Sharing, lattice-based cryptography, multivariate polynomial based
public-key cryptography. The panel discussion focuses on the use of multivariate polynomial
systems in the recent Index Calculus attack on the Elliptic curve Discrete Logarithm Problem.
Along with addressing our gratitude to all the speakers, we hope that the workshop could
accelerate the development of algebraic methods in cryptography/information security. Finally,
we would like to thank the Institute of Mathematics for Industry for their financial support

which permitted to invite speakers, and their help in the organization.

October 2013
Shikata Yoshihiro (Nagoya University)
Sakurai Kouichi (Kyushu University)
Yasuda Takanori (ISIT)
Xavier Dahan (Kyushu University)



Fr3C

A$REE(X, 2013488268 H 530B(2MIFTT, AIMNKERHF TS THRE S =M

HEFAARER “Rib - REHREBRBEO-OORPBE~ Y1 N\ —HEDEENL
HREO-HOHEE~" DOHREETHS.
ARBEESIE, BRBOBEZHAIHALT, 2y 7= HEOREM LEEMERE
RICFAARGEBRMEA->TS. £ERESIZHE T, DES D&M THSERE
£TOyIREE AES TIE, IEXAOERZAVTHEMNREZAREICLTLS. 20K
JICHEEDHRETIE, BOBXAOERMBEBHMICHIAIA TS, REBEX /5
PRESTEAMLEBREEELTHY, ITICELOHRELSVCERSELEXRTHS.
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CHLEMENS T ETELHITHFEINS. LHL, 25 LE-ERMEZEGAZ L ORE
BEEZMRELTLAIHMREIIEWVIIHIL - 2L TLWSKREIZHS. COXRFARE
23 ERNOZBLALGHIBEZEFRE, EZOBS - X2 ) T4 ~OREEEDIG
A EPEEERIEACTE - FRICOVWTRRHART I EEME LT,

BEIBNMEEEILEZSLHEEEORICLD 1 3BEL/ARILARESTHERSH
fz. AOTEROBEIN, KTES SEHSEXNHRBELLEBS - X2 T
1 ICET R2BRFDEFEBICOVTEIKICHT > TEENTHONI-. /ARILEHRE TIEHEA
HEfREE S D Index Calculus RE L L TEESNMTWAEEHBEX L R TLOERZ
FALLRERICOVWTERL:. BEERMUICRETILELLIC, AABRERD, BF
Bt Xa T4 ERBOEEFEDRECODENINIEHRADEVTHD. AMKET
RTHT7 AVERN)AERICIK, AARESOBREICHZY, REDBRZILL
HETIRRESREADAZ NV CIITBREALLETS.
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Participant List

” Algebraic constructions as a fundamental keystone of a safe and secure society
Mathematics for guaranteeing the reliability of the cyber—society”

No. NAME AFFILIATION

1 Advishek Adhikari University of Calcutta

2 Phong Nguyen INRIA, Tsinghua University,

3 Taketoshi Sakuraba Hitachi, Ltd.

4 Christophe Petit Universite catholique de Louvain

5 Kirill Morozov Institute of Mathematics for Industry, Kyushu University
6 Satoshi Tanaka Faculty of Informatic})(r;f;jznlj:i\?:iigectrical Engineering,
7 Yoshihiro Shikata Nagoya University (Emeritus)

8 Kouichi Sakurai ISIT/Kyushu University

9 Takanori Yasuda ISIT

10 Xavier Dahan Faculty of Informati;r;f;iSnlj:i\?:iigectrical Engineering,
11 Tsuyoshi Takagi Institute of Mathematics for Industry, Kyushu University
12 Shunichi Yokoyama Institute of Mathematics for Industry, Kyushu University
13 Yuya Yamaguchi Faculity of Mathematics, Kyushu University

14 Shinya Okumura Faculity of Mathematics, Kyushu University

15 Takuya Hayashi Faculity of Mathematics, Kyushu University

16 Hui Zhang Faculity of Mathematics, Kyushu University

17 Yun—Ju Huang Faculity of Mathematics, Kyushu University

18 Yuntao Wang Faculity of Mathematics, Kyushu University

19 Rui Xu Faculity of Mathematics, Kyushu University

20 Hirohito Inoue Kumamoto University

21 Takashi Hori Kobe University

22 Hideo Mori Tokai University

23 Yasuhide Numata Shinshu University

24 Kenji Kimura Fukuoka Daiichi High School

25 Kengo Noda Fukuoka Daiichi High School

26 Yoshihisa Sato Kyushu Institute of Technology
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Institute of Mathematics for Industry (IMI), Kyushu University, Workshop on

Algebraic constructions as a fundamental keystone of a safe and
secure society

Mathematics for guaranteeing the reliability of the cyber-society

Date: August 26(mon) — August 30(fri) , 2013
Place: Nishijin Plaza, Kyushu University

Program

8/26(mon)
15:00—15:10 Opening
15:10—17:00 Research exchange meeting
explanation of the general purpose of this research gathering
self-introduction of participants
8/27(tue)
10:00—11:00 Keynote Lecture
Yoshihiro Shikata(Nagoya University, emeritus professor)
Cryptanalysis and Galois Theory
11:30—12:30 Avishek Adhikari(University of Calcutta, India)
Connections Among Algebra, Statistical Designs and Secret

Sharing Schemes

14:00—15:00 Taketosi Sakuraba (HITACHI)
Control of Dynamical Secret Data by Using Galois
Connections I
15:15—16:15 Phong Nguyen(INRIA, France and Tsinghua University,
China)
Abstracting Lattice Cryptography
16:30—17:30 Xavier DAHAN (Kyushu University)
Greobner Bases Based Attacks of the Discrete Logarithm

Problem on Elliptic Curves
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8/28(wed)
10:00—11:00

11:15—12:15

14:00—15:00

15:15—16:15

16:30—17:00

8/29(thu)
10:00—10:30
10:40—11:10
11:20—11:50
14:00—16:00

8/30(fri)
10:00—12:00

Taketosi Sakuraba (HITACHI)
Control of Dynamical Secret Data by Using Galois
Connections II
Christophe Petit (Université catholique de Louvain, Belgium)
Rubik's for Cryptographers

Takanori Yasuda (ISIT)
Design and Analysis of Public Key Cryptography using
Non-commutative algebra
Avishek Adhikari(University of Calcutta, India)
Applications of Algebraic Structures in Visual Cryptography
Satoshi Tanaka (Kyushu University)
Efficient Solving of Multivariate Quadratic Polynomial

System using GPU

Satoshi Tanaka (Kyushu University)
Efficient Implementation of Multiplication on Extension
Field using GPU

Kirill Morozov (Kyushu University)
On Cheater Identifiable Secret Sharing Schemes Secure
Against Rushing Adversary

Avishek Adhikari(University of Calcutta, India)
Plaintext Checkable Encryption with Designated Checker

Panel Discussion
About Attacks Methods on the ECDLP

Debate Session



