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Abstract There is a potential that the secret information on an encryption LSI is leaked from a scan path. We propos
countermeasure [5] that keeps same security level against scan based attacks and obtains high testability by removing ¢
lability or observability of resisters that enable scan based attacks. However, we did not quantitatively evaluate our cou
measure for security. In this paper, we propose a security evaluation method using a graph represents an encryption circu
nodes of the graph consists of functions and their input-output data and the edges consist of relations between functior
their input-ouput data. On the graph, a difficulty of scan based attacks is evaluated by the number of secret information ¢
date that determined by a property of each function. Evaluation results show that security of the proposed countermeasit
is keeps same sescuirty level except under a specific condition.
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