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An Authentication System Achieveing Coexisting of Privacy
Protection and Memory Efficiency for Multi-Service

Environment
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Abstract In this paper, we propose an authentication scheme for multi-service environment
that satisfies not only security but also privacy protection. Moreover, we extend the definition
of security on the formal authetication model in order to define the security for multi-service
environment. We define also unlinkability, which is a property on privacy protection, on the same
model. Our proposing scheme is adaptive for identification scheme with smart cards since the

number of secret strings stored in the smart cards depends on the number of service providers.
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