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Abstract This paper focuses on authentication with three types of entities: a user who sends
an authentication request, an service provider who receives and verifies the request, and a
database who supplies the authentication-server with information for verifying the request. This
paper presents an authentication protocol which satisfies the following important properties: (1)
Anonymity against Database, (2) Password Protection, and (3) Security against Replay Attacks,
with a Private Information Retrieval (PIR) scheme.
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