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Abstract A system for authentication or authorization maintains log data which records when someone uses some
service, in addition to personal information, and therefore privacy protection for such a system is mandatory. In this
paper, we develop an infrastructure system which provides authentication and authorization functions to multiple
services, protecting privacy of users of the services. After deriving requirements for the privacy protection, we de-
velop the system satisfying the requirements. In the proposed system, because information is divided into different
subsystems, it is difficult for such a subsystem to identify an individual. The proposed system also utilizes Private
Information Retrieval to prevent a subsystem identifying an individual who request an authentication process.
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